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Preface

This volume contains the proceedings of EWSN 2008, the fifth European Confer-
ence on Wireless Sensor Networks, held in Bologna, Italy, during January 30-31
and February 1, 2008.

Its scope was the creation of a forum where researchers with different expe-
rience and background could discuss cross-layer approaches, novel solutions for
specific problems and envisage the future development of wireless sensor net-
works (WSNs).

Out of the 110 papers that were submitted, 23 were selected after a double-
blind peer-review process, leading to an acceptance rate of 21%. Six among
the accepted papers included authors from North America, three from Asia, all
others from Europe with the exception of one from Australia, and one from
Brazil: the conference brought together researchers from almost all corners of
the world!

Demonstration and poster papers were also presented at the conference, of
which separate proceedings were produced, under the supervision of the other
TPC Co-chair, Zach Shelby from Sensinode ltd, who managed the reviews of
these papers.

The range of topics covered by this conference, including communication pro-
tocols, information processing, middleware, operating systems, hardware and
field tests, is very wide. This made the vision of a coherent final technical pro-
gramme more difficult, as few papers cover each of the various topics. But what
made such a process even more challenging, is the intrinsic nature of WSNs,
which is cross-layer and requires the joint consideration of many aspects when
measuring or predicting the performance of a given algorithm, protocol, or tech-
nical solution.

As a result, unlike many other conferences and workshops dealing with com-
munication and information technologies, the papers needed to be grouped ac-
cording to considerations which cross the protocol stack through the various
layers; therefore, we put together under the same umbrella and in the same
conference session, papers dealing with separate aspects of the same problem.

For this reason this volume, which is organized according to the sequence
of sessions proposed in the conference technical programme, does not include
chapters devoted to routing, multiple access control, transmission techniques,
operating systems. Rather, the papers are grouped according either to the ver-
tical functionality (e.g., localization), the technology investigated (e.g., network
coding), or the air interface standard (e.g., Zigbee), etc.

The volume presents a separate block of papers, the best ones, to attract the
reader towards works that were judged as the most significant papers submitted
to EWSN 2008.



VI Preface

Reading the papers reported in this volume, one very interesting fact emerges.
The performance of the technical solutions provided is sometimes predicted
through analytical models, or assessed through simulation approaches, as usual
for a scientific conference; however, many papers report real measurements per-
formed over test beds where the technical solution, the protocol, and the software
developed have been implemented. The possibility offered by existing platforms
to customize them and programme the nodes according to the desire of engineers
and researchers was fully exploited in this conference, and many papers show
performance improvements measured on true prototypes, and platforms.

The editor of this volume, who led the review process for the full papers
submitted to the conference, is very thankful to the entire Technical Programme
Committee and the external reviewers, the TPC Operational Manager, Chiara
Buratti, who was the engine of this process, the Publication Chair, Virginia
Corvino, who led the final steps towards this volume, and the Authors of the
110 papers submitted. A special thanks to the Steering Committee, who assisted
me in the year before EWSN 2008 took place, in all strategic decisions.

January 2008 Roberto Verdone
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Clustering-Based Minimum Energy Wireless
m-Connected k-Covered Sensor Networks

Habib M. Ammari and Sajal K. Das

Center for Research in Wireless Mobility and Networking (CReWMaN)
Department of Computer Science and Engineering
The University of Texas at Arlington, Arlington, TX 76019, USA
{ammari,das}@cse.uta.edu

Abstract. Duty-cycling is an appealing solution for energy savings in
densely deployed, energy-constrained wireless sensor networks (WSNs).
Indeed, several applications, such as intruder detection and tracking, re-
quire the design of k-covered WSNs, which are densely in nature and
where each location in a monitored field is covered (or sensed) by at
least k active sensors. With duty-cycling, sensors can be turned on or
off according to a scheduling protocol, thus reducing the number of ac-
tive sensors required to k-cover a field and helping all sensors deplete
their energy slowly and uniformly. In this paper, we propose a duty-
cycling framework, called clustered randomized m-connected k-coverage
(CRACC,,1), for k-coverage of a sensor field. We present two protocols
using CRACC,,,x, namely T-CRACC,,,rx and D-CRACC,,r, which dif-
fer by their degree of granularity of network clustering. We prove that
the CRACC,,; protocols are minimum energy m-connected k-coverage
protocols in that each deploys a minimum number of active sensors to
k-cover a sensor field and that k-coverage implies m-connectivity be-
tween all active sensors, with m being larger than k. We enhance the
practicality of the CRACC,,; protocols by relaxing some widely used
assumptions for k-coverage. Simulation results show that the CRACC,,x
protocols outperform existing k-coverage protocols for WSNs.

Keywords: WSNs, Duty-cycling, Clustering, Coverage, Connectivity.

1 Introduction

Coverage and connectivity have been jointly addressed in wireless sensor net-
works (WSNs). While coverage is a metric that measures the quality of surveil-
lance provided by a WSN, connectivity provides a means for source sensors (or
simply sources) to report their sensed data to the sink. In particular, several
real-world applications, such as intruder detection and tracking, require high de-
gree of coverage. Hence, the first challenge is determining the number of active
sensors required to achieve a certain degree of coverage requested by an applica-
tion. Also, for such densely deployed WSNs, where sensors have limited battery
power (or energy), the second challenge is designing an energy-efficient duty-
cycling protocol that turns sensors on or off during the network operational
lifetime. This mechanism helps sensors save energy and extend their lifetime.

R. Verdone (Ed.): EWSN 2008, LNCS 4913, pp. 1@ 2008.
© Springer-Verlag Berlin Heidelberg 2008
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1.1 Motivations and Problem Statement

In this paper, we focus on m-connected k-coverage in highly dense deployed
WSNs, where each location in a sensor field (SF) is covered (or sensed) by
at least k active (or awake) sensors while maintaining m-connectivity between
all active sensors. For some real-world applications, such as intruder detection
and tracking, the design of this type of over-deployed WSN (i.e., m-connected
k-covered WSNs) is necessary. Indeed, the limited energy of sensors and the
difficulty of replacing and/or recharging their batteries in hostile environments
require that sensors be deployed with high density [14] in order to extend the
network lifetime. Also, to cope with the problem of sensor failures due to low
energy and to achieve high data accuracy, redundant coverage is an effective solu-
tion. Moreover, connectivity between sources and sink should also be guaranteed
so data originated from the former could reach the latter for further analysis.
Thus, coverage and connectivity should be ensured for the correct operation of
WSNs. Finally, for such densely and energy-constrained WSNs, it is important
that sensors be duty-cycled to save energy. With duty-cycling, sensors are turned
on or off according to a scheduling protocol, thus reducing the number of active
sensors required for k-coverage so all sensors deplete their energy slowly and
uniformly. Our study is motivated by three main questions:

1. What is a necessary and sufficient condition of the sensor spatial density for
complete k-coverage of a SF?

2. What is a relationship between the sensing and communication ranges of
sensors to k-cover a SF while ensuring m-connectivity between active sen-
sors?

3. How can we design a duty-cycling protocol for densely deployed WSNs to
k-cover a SF with a minimum number of active and m-connected sensors?

1.2 Contributions and Organization
The major contributions of this paper can be summarized as follows:

1. We compute the minimum sensor density required to k-cover a SF. We find
that this density depends only on k£ and the sensing range of sensors.

2. We prove that all active sensors in a k-covered WSN are m-connected if the
communication range of sensors is at least equal to their sensing range.

3. We propose a duty-cycling framework, called clustered randomized
m-connected k-coverage (CRACC,,},), for k-coverage of a SF while ensuring
m-connectivity between all active sensors. Then, we present two minimum-
energy configuration protocols using CRACC,, ), namely T-CRACC,,,, and
D-CRACC,, 1, which differ by their degree of network clustering granular-
ity. Then, we relax some widely used assumptions for coverage in WSNs
to enhance the practicality of T-CRACC,,; and D-CRACC,,,;. Simulations
show that D-CRACC,,,;, outperforms other existing k-coverage protocols for
WSNs.
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The remainder of this paper is organized as follows. Section 2 presents some
assumptions and definitions while Section 3 reviews related work. Section 4 dis-
cusses the CRACC,,,, framework for m-connected k-coverage in dense WSNs and
Section 5 describes T-CRACC,,,, and D-CRACC,,;, protocols using CRACC,,,i.
Section 6 presents simulations of T-CRACC,,,; and D-CRACC,,,,; while Section 7
concludes the paper.

2 Assumptions and Definitions

In this section, we present our assumptions and key definitions. Relaxation of
some widely used assumptions in WSN coverage will be discussed in Section 5.

Assumption 1 (Static and location-aware WSN). All sensors and a single
sink are static and aware of their locations via some localization technique [7].

Assumption 2 (Sensing and communication disk model). The sensing
range of a sensor s; is a disk of radius r;, centered at &; (the location of s;)
and defined by the point set SD(&,r;) = {€ € IR*: |& — €| <3} (also called
sensing disk of s;), where |&; — | is the Buclidean distance between & and &.
Also, the communication range of a sensor s; is a disk of radius R;, centered at
& and defined by the point set CD(&;, R;) = {€ € IR? : |& — €| < R} (also
called communication disk of s;).

Assumption 3 (Homogeneous sensors). All sensors have the same sensing
range and same communication range.

Assumption 4 (Random and uniform deployment). All sensors are ran-
domly and uniformly deployed in a square sensor field.

Definition 1 (Sensing neighbor set). The sensing neighbor set of a sensor
s, denoted by SN(s;), consists of all sensors in the sensing disk of s;.

Definition 2 (Communication neighbor set). The communication neighbor
set of a sensor s;, denoted by CN(s;), is a set of all sensors located in the
communication disk of s;.

Definition 3 (k-Coverage, m-connectivity, and degree of coverage). A
point p in a region A is said to be k-covered if it belongs to the intersection of
sensing disks of at least k sensors. A region A is said to be k-covered if every
point p € A is k-covered. A k-covered WSN is a WSN that k-cover a SF. We call
degree of coverage provided by a WSN the mazimum value of k such that a SF
is k-covered. An m-connected WSN is a WSN in which each pair of sensors is
connected by at least m paths.

Definition 4 (Width of a closed convex area). The width of closed convex
area A is the maximum distance between parallel lines that bound A.

Definition 5 (Largest enclosed disk). The largest enclosed disk of a closed
convex area A is a disk that lays inside A and whose diameter is equal to the
minimum distance between any pair of points on A's boundary.
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3 Related Work

Adlakha and Srivastava [I] proposed an exposure-based model to find the sen-
sor density required to achieve full coverage of a desired region based on the
physical characteristics of sensors and the properties of the target. Bai et al.
[3] proposed an optimal deployment strategy to achieve full coverage and
2-connectivity regardless of the relationship between R and r. Huang et al. [6]
studied the relationship between sensing coverage and communication connec-
tivity of WSNs and proposed distributed protocols to guarantee both coverage
and connectivity of WSNs. Kumar et al. [§] showed that the minimum number
of sensors needed to achieve k-coverage with high probability is approximately
the same regardless of whether sensors are deployed deterministically or ran-
domly, if sensors fail or sleep independently with equal probability. Lazos and
Poovendran [9] formulated the coverage problem in heterogeneous WSNs as a set
intersection problem and derived analytical expressions, which quantify the cov-
erage achieved by stochastic coverage. Li et al. [I0] proposed efficient distributed
algorithms to optimally solve the best-coverage problem with the least energy
consumption. Megerian et al. [I2] proposed optimal polynomial time worst and
average case algorithm for coverage calculation based on the Voronoi diagram
and graph search algorithms. Shakkottai, et al. [I3] gave necessary and sufficient
conditions for 1-covered, 1-connected wireless sensor grid network. A variety of
algorithms have been proposed to maintain connectivity and coverage in large
WSNs. Xing et al. [16] proved that if the radius R of the communication range of
sensors is at least double the radius r of their sensing range, the network is con-
nected provided that coverage is guaranteed. They also proposed a k-coverage
configuration protocol regardless of the relationship between R and r. Zhang and
Hou [20] proposed a distributed algorithm, called Optimal Geographical Density
Control, to keep a small number of active sensors in a WSN regardless of the re-
lationship between sensing and communication ranges. Zhou et al. [21] discussed
the problem of selecting a minimum size connected k-cover. They proposed a
greedy algorithm to achieve k-coverage with a minimum set of connected sen-
sors. Tian and Georganas [I5] improved on the work in [16], [20] by proving that
if the original network is connected and the identified active nodes can cover
the same region as all the original nodes, then the network formed by the active
nodes is connected when the communication range is at least twice the sensing
range.

Although all these approaches on coverage and connectivity are promising,
none of them provided an exact value on the minimum density of active sensors
required to achieve k-coverage. Moreover, all of them were based on the claim
that k-coverage implies k-connectivity when the radius of the communication
disks of sensors is at least double the radius of their sensing disks [16]. Our
work is complementary to these approaches in the two following ways: first, we
compute the minimum sensor spatial density necessary for complete k-coverage
of a sensor field. Second, we derive a tighter bound on network connectivity of
k-covered WSNs, where the radius of the communication disks of sensors only
needs to be at least equal to the radius of their sensing disks.
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4 Our Framework for m-Connected k-Coverage

In this section, we first model the m-connected k-coverage problem in WSNs. Then,
we present our duty-cycling framework, called clustered randomized m-connected
k-coverage (CRACC,,x), to k-cover a SF while maintaining m-connectivity
between all active sensors.

4.1 m~Connected k-Coverage Problem Modeling

Solving the m-connected k-coverage problem in WSNs requires finding a sensor
deployment strategy such that each location in a SF is covered by at least k ac-
tive sensors while ensuring m-connectivity between all active sensors at any time
during the WSN operation. Our approach solution to the k-coverage problem in
WSNss consists of decomposing it into two sub-problems, namely sensor field slic-
ing and sensor selection, and solving them. The sensor field slicing problem is
to slice a SF into small regions of particular shape (which will be defined later),
each of which is guaranteed to be k-covered provided that at least k sensors are
randomly deployed in it. The sensor selection problem is to select a minimum
subset of sensors to remain active such that each location in a SF is guaranteed
to be k-covered. Thus, our solution to the k-coverage problem is to find out how
to achieve at least k-coverage of a SF and select an appropriate subset of active
sensors so that each location in a SF' is k-covered. Besides selecting a minimum
number of active sensors, for energy efficiency, all selected sensors should have
the mazimum remaining energy. Hence, the m-connected k-coverage problem
that we deal with is called min-mazx m-connected k-coverage and is described as
follows:

Problem: min-max m-connected k-coverage

Instance: A SF, a set S of sensors, and a positive integer k.

Question: Select a minimum subset Sy, C S of sensors such that each location
in C'F is k-covered, the network induced by all sensors in Sy, is m-connected,
and Zsie S Erem(s;) is maximized.

The problem of selecting a minimum subset of sensors to remain active for
k-coverage of a sensor field is NP-hard [21], and so is min-maxz m-connected
k-coverage. Hence, we propose efficient approximation algorithms to solve it.

4.2 Network Slicing-Based m-Connected k-Coverage

This section provides our solution to the sensor field slicing problem, where all
sensors have the same sensing and communication disks whose radii are r and
R, respectively. First, we provide a characterization of k-coverage of a SF. To
this end, we need to compute the maximum size of a convex area A that is
guaranteed to be k-covered when exactly k sensors are deployed in it. Lemma 1
gives an upper bound on the width of such a k-covered area.
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Lemma 1. Let r be the radius of the sensing disk of sensors and k > 3. A
convex area A is guaranteed to be k-covered when k homogeneous sensors are
deployed in it, if the width of A does not exceed r.

Proof. Each point p € A is k-covered if |§; —p| < r, forall 1 < i < k. In
particular, this should be true for the locations of sensors. Thus, for any pair
of sensors s; and s; covering A the maximum distance between s; and s; is r
so that any location in A is covered by k sensors. Otherwise, there must be a
pair of sensors s; and s; such that |{; — &;| > r, meaning that the locations of
the two sensors are not being covered by both sensors at the same time. This
contradicts the hypothesis that all p € A, including the locations of sensors, are
k-covered by all sensors s, for all 1 <[ <k, and in particular s; and s;. Thus,
the width of region A cannot exceed r.

Lemma 2 (instance of Helly’s Theorem [4]) will help us compute the minimum
sensor spatial density required to guarantee k-coverage of a SF. More specifically,
this lemma together with a nice geometric structure, called Reuleauz triangle
[23], will be used to characterize k-covered WSN, i.e., how a WSN can guarantee
k-coverage of a SF.

Lemma 2. The intersection of k sensing disks is not empty if and only if the
intersection of any three of those k sensing disks is not empty, where k > 3.

Theorem 1, which exploits the results of Lemma 1 and Lemma 2, computes the
minimum sensor spatial density necessary for complete k-coverage of a SF.

Theorem 1. Let k > 3. The minimum sensor spatial density required to guar-
antee k-coverage of a SF is computed as N(r,k) = (ﬁ_Q\/’;) 2 where r is the

radius of the sensing disks of sensors.

Proof. First, we compute the maximum area that is guaranteed to be k-covered
provided that k sensors are deployed in it. Let A be the intersection area of the

Fig. 1. Intersection of three disks Fig. 2. Reuleaux triangle
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sensing disks of k sensors. From Lemma 1, it is clear that the width of A should
be upper-bounded by r so that any location in A is k-covered by these k sensors.
Using the Venn diagram given in Figure 1, the maximum size of the intersection
of the sensing disks of sensors s1, s2, and s3, called Reuleaux triangle [23] and
denoted by RT(r), is obtained when s1, s2, and s3, are symmetrically located
from each other so that the distance between any pair of sensors is equal to r
(Figure 2). We refer to this model as the Reuleaux Triangle model. As can be seen
from Figure 1, a WSN is connected if each active sensor senses the location of at
least another active sensor. Thus, the maximum size of A denoted by Apax(r)
is upper-bounded by the area of RT'(r), which is given by Apax(r) = A1 + 3As,
where A; = /3 12 / 4 is the area of the central equilateral triangle of side r and
Ay = (m/6 — \/3/4) % is the area of each of the three curved regions o. Hence,
to achieve k-coverage of a SF, k sensors should be deployed in an RT(r) area.

Thus, the minimum sensor spatial density that guarantees k-coverage of SI is
equal to A(r, k) = k/Amax(r) =2 k /(7 — V/3) 1%

Notice that A(r, k) depends only on r and k, and decreases as r increases, thus
reflecting the expected behavior. Adlakha and Srivastava [I] also showed that the
number of sensors required to cover an area of size A is in the order of O (A/7%),
where 75 is a good estimate of the radius r of the sensing disk of sensors.
Specifically, r lies between 71 and 7 o, where 71 overestimates the number of
sensors required to cover A, while 7 o underestimates it.

Theorem 2, which follows from Theorem 1, states a necessary and sufficient
condition for complete k-coverage of a SF.

Theorem 2. Let k > 3. A SF is guaranteed to be k-covered if and only if any
Reuleaux triangle region in the SF contains at least k active sensors.

Theorem 3, which follows from the proof of Theorem 1, states that k-coverage
implies connectivity only if R > 7.

Theorem 3. Let k > 3. A k-covered WSN is guaranteed to be connected if the
radius R of the communication range of sensors is at least equal to the radius r
of their sensing range, i.e., R > r.

Theorem 4 computes the network connectivity of k-covered WSNs.

Theorem 4. Assume a uniformly random distribution of sensor in a square
sensor field and let r and R be the radii of the sensing and communication disks
of sensors, respectively, o« = R/r and k > 3. The connectivity m of a k-covered
WSN is given by m = o? k/2 (1 — /3).

Proof. Consider a boundary sensor s, (i.e., sensor located at one corner of a
square field that has the least communication neighbor set). Although it has
been proved that the optimum location of the sink in terms of energy-efficient
data gathering is the center of the field [I1], the sink could be located anywhere
in the field. Thus, s, can be either a sensor or the sink itself. Following the same
approach used by Xing et al. [16], sensor s, can be isolated by removing all of



8 H.M. Ammari and S.K. Das

its communication neighbors. In other words, at least A(r, k) x © R? /4 sensors
should be removed. Thus, the network connectivity of k-covered WSNs is equal
tom=ma®k/2(m—V3).

Given that o = R/r > 1, it is easy to check that m > 1.11k > k. However,
Xing et al. proved in [16] that the connectivity of k-covered WSNs is equal to k
provided that R > 2 r. Moreover, Xing et al. [I6] assumed in their analysis that
there are k coinciding sensors at some location. Our measure of network con-
nectivity of k-covered WSNs, however, is based on the minimum sensor spatial
density necessary for complete k-coverage of a SF. Thus, our network connec-
tivity measure is more realistic and tighter. Furthermore, we only require that
R > r for a k-covered WSN to be m-connected, where m > 1.11k. It is worth
noting that m-connectivity implies m disjoint paths between any pair of sensors
although the proof of Theorem 4 considers the number of communication neigh-
bors a sensor has. Indeed, under the assumption of uniform sensor distribution,
each sensor has at least m communication neighbors, where m > 1.11k since
R>r.

Previous Work on k-Coverage Characterization. According to [16] ([20],
respectively), a SF is k-covered if all intersection points (crossing points, respec-
tively) between the boundaries of sensing disks of sensors and all the intersection
points between the boundaries of sensing disks of sensors and the boundary of a
SF are k-covered. This is a generalization of the result for 1-coverage [5]. Hence,
if two sensing disks intersect, at least one more sensing disk needs to cover their
intersection/crossing point. In case of 1-coverage, a location that coincides with
an intersection/crossing point would be 3-covered instead of 1-covered. Thus,
both approaches [16], [20] require more than enough sensors to k-cover a SF.
In addition to characterizing k-coverage, our approach quantifies the minimum
sensor density A(r, k) required to k-cover a SF.

Slicing Approach. Let SF be a square sensor field and k£ > 3. Based on
the minimum sensor spatial density A(r, k), it is easy to check whether a given
WSN can k-cover SF. For this purpose, we propose a slicing scheme of C'F' by
dividing it into overlapping Reuleaux triangles of width r, called slices, such that
two adjacent slices intersect in a region shaped as a lens (also known as the fish
bladder) as shown in Figure 3. This implies that SF is sliced into regular triangles
of side r. The result of this slicing operation is called slicing grid. Figure 4 shows
a slicing grid of SF.

4.3 Impact of Network Slicing on Sensor Selection

Slicing a WSN can be static or dynamic. Next, we show the problems caused by
a static slicing approach and propose a dynamic one as a remedy to the former.

Static Network Slicing. Our sensor selection scheme exploits the overlap
between adjacent slices to select a minimum number of active sensors in each
round for complete k-coverage of a SF. As can be seen from Figure 3, sensors
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Fig. 3. Intersection of adjacent slices Fig. 4. Random slicing grid of a field

located in the lens of two adjacent slices participate in the k-coverage of the area
associated with the union of these two slices. Lemma 3 states this result.

Lemma 3. Sensors located in a lens participate to k-cover its adjacent slices.

Notice that each slice overlaps with at most three others. By Lemma 3, sensors
located in the three lenses of a given slice should be selected first in each round.
This process is repeated until all slices in a SF are k-covered. We assume that
each slice has a unique #d.

The sensor selection scheme described earlier generates only one subset of
active sensors to k-cover a SF. If this scheme is executed in each round on the
same slicing grid, such as the one given in Figure 4, sensors located in the lenses
would suffer from a severe energy depletion problem. Thus, it would be more
efficient if in each round a different subset of sensors is selected for k-coverage
of a SF. Next, we describe a strategy based on dynamic network slicing in order
to achieve this goal.

Dynamic Network Slicing. Our goal is to select different subsets of sensors
S;, i > 1 such that each subset S; is selected to remain active in the i** round
to k-cover a SF. Notice that in order to achieve a better load balancing among
the sensors, we could add a restriction that the selected subsets are mutually
disjoint. However, the disjointness constraint yields a small number of mutually
disjoint subsets of sensors. Thus, we only require that those selected subsets of
sensors be partially disjoint.

The first question that we want to address now is: How would partially dis-
joint minimum subsets of sensors be selected to k-cover a SF?7 To address this
question, we consider the dynamics of slicing grid from one round to another.
Since our scheme for selecting active sensors highly prioritizes the ones located in
the lenses of all slices, it is important that those lenses be able to scan the entire
SF, and hence include distinct subsets of sensors in different rounds. Thus, the
slicing grid undergoes some dynamics to achieve balanced load among sensors
during the operation of T-CRACC,,,; and D-CRACC,, ..
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The second question that we want to address now is: How would a slicing grid
of a SF be randomly generated? First, we randomly generate one point p; in
a S'F, which is temporarily considered as the center of the Euclidean plane. To
randomly determine a second point py, we generate a random angle 0 < 0 <27
so that the segment pips forms an angle  with the z-axis centered at p; and the
length of p1po is 7. Then, we deterministically find a third point ps to form the
first regular triangle (p1, p2, p3), called reference triangle, as shown in Figure 4.
All other regular triangles are computed based on the reference triangle.

5 m-~Connected k-Coverage Protocol Design

In this section, we describe our T-CRACC,,, and D-CRACC,,; protocols for
m~connected k-coverage in WSNs based on their network clustering granularity.
Then, we relax some widely used assumptions to enhance their practicality.

In general, the sink is connected to an infinite source of energy, such as
a wall outlet, and thus has no energy constraint. In both T-CRACC,,;, and
D-CRACC,,k, the sink is responsible for randomly generating a slicing grid of
a SF and selecting a cluster-head for each cluster in each round. Each cluster-
head is physically located within its cluster and is in charge of selecting some
of its sensing neighbors to k-cover it. To this end, the sink should be aware
of all sensors’ locations. Moreover, we do not assume any strict ordering of the
cluster-heads that determines the order in which cluster-heads select their active
sensors. However, neighboring cluster-heads need to coordinate between them-
selves through message exchanges in order to select a minimum number of sensors
to k-cover their clusters. The slicing grid generation and cluster-head selection
could be assigned to each sensor in a round-robin fashion. However, this solution
would be costly for sensors in terms of energy and space.

5.1 The T-CRACka Protocol

In T-CRACC,,,j,, a cluster is a slice (“T” for Reuleaux triangle) in a slicing
grid and a cluster-head is called slice-head. Given that each slice has at most
three adjacent slices (Figure 5), the T-CRACC,,,;. protocol requires that each
slice-head coordinates its activity with its adjacent slice-heads in order to select
a minimum total number of sensors to k-cover a SF. Figure 5 shows slice-head
sho sharing three lenses with slice-heads shy, sho, and shs. For instance, shg
could k-cover its slice by selecting sensors located in its three lenses. Then, it
communicates the numbers ni, no, and ns of sensors selected from lenses Lens 1,
Lens 2, and Lens 3, respectively, to its adjacent slice-heads shy, sho, and shs,
respectively. Slice-head sh; would need to select k — n; more sensors from its
lenses to k-cover its slice. It would definitely coordinate with its adjacent slice-
heads to k-cover its slice and so does each slice-head. Theorem 5 states that
T-CRACC,, ;. is a minimum-energy protocol.

Theorem 5. T-CRACC,,;. is a minimum energy-consuming protocol.
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Proof. Each slice-head ensures that each slice of a SF is k-covered by exactly k
sensors. Thus, by Theorem 2, T-CRACC,,,, guarantees that a SF is k-covered
with a minimum number of active sensors, and hence consumes a minimum
amount of energy in each round.

Fig. 5. Slice-heads for T-CRACC,,,1. Fig. 6. Clustering for D-CRACC,, 1.

5.2 The D-CRACka Protocol

D-CRACC,,,;. (“D” for disk) has higher network clustering granularity than
T-CRACC,,;.. Precisely, each cluster consists of six adjacent slices forming a
disk (Figure 6). In each round, the sink selects for each cluster a sensor, called
disk-head, which is located nearer the center of its disk to k-cover it. Simi-
larly, each disk-head needs to coordinate with at most six adjacent disk-heads to
k-cover its disk with a minimum number of sensors. Each disk-head manages at
most six interior lenses (i.e., lenses between adjacent slices of the same disk) and
at most six boundary lenses (i.e., lenses between adjacent slices of two adjacent
disks). Hence, a disk-head should select sensors from its interior lenses with no
coordination with other disk-heads but should coordinate with its adjacent disk-
heads to select sensors from its boundary lenses. Theorem 6, which is similar to
Theorem 5, states that D-CRACC,,,;; is a minimum-energy protocol.

Theorem 6. D-CRACC,,;. is a minimum energy-consuming protocol.

5.3 Promoting T-CRACC,,,. and D-CRACC,,..

In this section, we relax the sensing and communication disk (Assumption 2)

and homogeneous sensor (Assumption &) models. Our goal is to promote the use
of T-CRACC,,,;. and D-CRACC,, ;. in real-world scenarios.

Relaxing the Unit Sensing and Communication Disk Models. Zhou
et al. [22] found that the communication range of radios is highly probabilistic
and irregular. In this section, for tractability of the problem, we consider convex
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sensing and communication models, where sensors have the same sensing and
communication ranges, which are convex but not necessarily circular.

The following results correspond to Lemma 1 and Theorem 1, respectively.
Their proof is literally the same as that in Section 4.2 by using the notion of

largest enclosed disk of the sensing ranges of sensors instead of their sensing
disk.

Corollary 1. Let k > 3. A convexr area A is guaranteed to be k-covered when
exactly k homogeneous sensors are deployed in it, if the width of A does not
exceed Tieq, where req is the radius of the largest enclosed disk of the sensing
range of sensors.

Corollary 2. Let 1q be the radius of the largest enclosed disk of the sensing
range of sensors and k > 3. The minimum sensor spatial density required to
k-cover a SF by homogeneous convexr sensing ranges is given by N(rieq, k) =

2k/(m—V/3) riy.

To implement T-CRACC,,;. and D-CRACC, ;. with the above convex models,
the sink should slice a SF' into triangles of side 7joq. Assumption 2 can thus be
relaxed using the largest enclosed disk of the sensing ranges of sensors. It is worth
noting that even if the sensing and communication ranges of sensors do not have
the same convex shape, our results about coverage implying connectivity still
hold as long as the communication range of sensors is larger than their sensing
range, i.e., the sensing range is entirely included in the communication range.
This assumption is realistic and conforming to previous work [20] reporting that
the communication range of Berkeley motes is much higher than the sensing
range of several typical sensors.

Relaxing the Homogeneous Sensor Model. Real-world applications may
require heterogeneous sensors in terms of sensing and communication capabili-
ties in order to enhance network reliability and extend its lifetime [I8]. In this
section, we consider heterogeneous sensors with different yet convex sensing and
communication ranges.

The following results correspond to Lemmae 1 and 2, and Theorem 1, respec-
tively. They can be proved using the concept of largest enclosed disk instead of
sensing disk.

Corollary 3. Let k > 3. A convex area A is guaranteed to be k-covered when
exactly k heterogeneous sensors whose sensing ranges are convezr but not neces-
sarily circular are deployed in i, if the width of A does not exceed rjoy*, where
rio is the smallest radius of the largest enclosed disks of the sensing ranges of
SENSOrs.

Corollary 4. Let k > 3. The intersection of k heterogeneous convexr sensing
ranges is not empty if and only if the intersection of any smallest three largest
enclosed disks of these k heterogeneous convex sensing ranges is not empty.
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Corollary 5. The minimum sensor spatial density required to k-cover a SF by
heterogeneous sensors whose sensing ranges are convex but not circular is given
by Nrin k) = 2k /(7—/3) r{‘;if‘Q, where "0 is the minimum radius of the
largest enclosed disks of the sensing ranges of heterogeneous sensors and k > 3.
In this case, the sink slices a SF into regular triangles of side 72" and applies the
same processing as in Section 4.2. Therefore, the assumption of homogeneous sen-
sors can also be relaxed with slight updates to T-CRACC,, ;. and D-CRACC, ;..
Notice that while these corollaries hold, they may greatly overestimate the sen-
sor spatial density required for guaranteeing full k-coverage of a sensor field. For
instance, even if a single sensor with a very small sensing range is deployed,
the entire network would be required to have a large sensor spatial density. In
this case, it is important that the CRACC,,,,. protocols adapt the sensor spatial
density to the sensing ranges of sensors in the area. Due to space limitations, we
will address this issue in our future work.

6 Performance Evaluation

In this section, we present the simulation results of T-CRACC,,; and
C-CRACC,,,; using a high-level simulator written in the C programming lan-
guage. We consider a square field of side length 1000 m. We use the energy model
given in [I9], where the sensor energy consumption in transmission, reception,
idle, and sleep modes are 60 mW, 12 mW, 12 mW, and 0.03 mW, respectively.
Following [20], one unit of energy is defined as the energy necessary for a sensor
to stay idle for 1 second. We assume that the initial energy of each sensor is 60
Joules enabling a sensor to operate about 5000 seconds in reception/idle modes
[19]. All simulations are repeated 20 times and the results are averaged.

Figure 7 plots A(r, k) versus k, where = 30 m. Figure 8 plots A\(r, k) versus
the r, where k = 3. We observe a perfect match between simulation and analyti-
cal results in both experiments. As expected, A(r, k) decreases with r for a fixed
k, and increases with k for a fixed r. As can be observed from Figures 7 and 8,
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both T-CRACC,,,;. and D-CRACC, ;. require the same number of active sensors.
From now on, we focus only on the performance of D-CRACC,,,;. protocol.

Figures 9 and 10 show the number of active sensors versus the total number
of deployed sensors in the field for the D-CRACC,,;, protocol. In Figure 9, we
consider different values of k, while in Figure 10, we consider different values of
r. For higher values of k, more sensors need to be active to achieve the required
coverage. However, for higher values of r, less number of sensors is needed for
k-coverage. However, the number of active sensors for a given k does not depend
on the number of deployed sensors. It depends only on & and r.

Figure 11 plots k versus the number n, of active sensors for D-CRACC,,, ..
As can be seen, k increases with n,. Also, k increases with r for fixed n,. There
is also a perfect match between our simulation and theoretical results.

We have also compared our D-CRACC,,, ;. protocol with two other distributed
k-coverage protocols, namely PKA [I7] and DPA [21], which are close to ours.
Figure 12 shows that D-CRACC,,,;;, uses less number of sensors than PKA [I7]
and DPA [21] to achieve the same degree k of coverage, thus yielding more energy
savings.
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7 Conclusion

We have addressed the problem of energy-efficient m-connected k-coverage con-
figuration in WSNs. We have characterized k-coverage in WSNs based on the
intersection of sensing disks of k sensors. We have also computed the minimum
sensor spatial density required to k-cover a SF. We have proved that k-coverage
of a SF implies m-connectivity with m > 1.11k when the radius R of the com-
munication disks of sensors is at least equal to the radius 7 of their sensing disks,
i.e., R > r. Since it is based on the minimum sensor density necessary to achieve
full A-coverage of a sensor field, our bound on connectivity of kcovered WSNs
is tighter than the one provided by Xing et al. [I6] and adopted by all subse-
quent approaches for coverage and connectivity in WSNs. We have proposed two
minimum energy-consuming protocols, called T-CRACC, ;. and D-CRACC, .,
for complete k-coverage of a SF while all active sensors remain m-connected.
Finally, we have extended our analysis by relaxing several assumptions to pro-
mote the use of our CRACC,,; protocols in real scenarios. Simulation results
have showed perfect match with our theoretical ones and that our CRACC,,,
protocols outperform other existing k-coverage protocols.

Our future work is four-fold. First, we plan to conduct more simulations to
compare our protocols with existing ones with respect to energy savings. Second,
we also plan to extend T-CRACC,, ;. and D-CRACC,, ;. to three-dimensional
(3D) WSNs. For instance, underwater WSNs [2] require design in 3D rather
than 2D space. Third, we focus on joint m-connected k-coverage and routing in
WSNs. Indeed, most of the routing protocols for WSNs assume that all sensors
are always on during data forwarding. This assumption, however, is not valid in
real-world scenarios, where sensors are turned on or off to save energy. Fourth,
we intend to study m-connected k-coverage in WSNs using stochastic models of
sensing and communication ranges, and considering shadowing.

Acknowledgments. The authors would like to thank the anonymous reviewers
for their careful reading and helpful comments, which have helped improve this
paper greatly. This work is partially supported by grants from the NSF under
award numbers 11S-0326505 and CNS-0721951, and a grant from Texas ARP
under award number 14-748779.

References

1. Adlakha, S., Srivastava, M.: Critical Density Threshold for Coverage in Wireless
Sensor Networks. In: Proc. IEEE WCNC, pp. 1615-1620 (2003)

2. Akyildiz, I.LF., Pompili, D., Melodia, T.: Underwater Acoustic Sensor Networks:
research Challenges. Ad Hoc Networks 3, 257-279 (2005)

3. Bai, X., Kumar, S., Xuan, D., Yun, Z., Lai, T.H.: Deploying Wireless Sensors to
Achieve Both Coverage and Connectivity. In: Proc. ACM MobiHoc, pp. 131-142
(2006)

4. Bollobés, B.: The Art of Mathematics: Coffee Time in Memphis. Cambridge Uni-
versity Press, Cambridge (2006)



16

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

H.M. Ammari and S.K. Das

. Hall, P.: Introduction to the Theory of Coverage Processes. John Wiley, Chichester

(1988)

. Huang, C., Tseng, Y., Wu, H.: Distributed Protocols for Ensuring Both Coverage

and Connectivity of a Wireless Sensor Network. ACM TOSN 3(1), 1-24 (2007)

. Ji, X., Zha, H.: Sensor Positioning in Wireless Ad-hoc Sensor Networks Using

Multidimensional Scaling. In: Proc. IEEE Infocom, pp. 2652-2661 (2004)

. Kumar, S., Lai, T., Balogh, J.: On k-Coverage in a Mostly Sleeping Sensor Network.

In: Proc. ACM MobiCom, pp. 144-158 (2004)

. Lazos, L., Poovendran, R.: Stochastic Coverage in Heterogeneous Sensor Networks.

ACM TOSN 2(3), 325-358 (2006)

Li, X., Wan, P., Frieder, O.: Coverage in Wireless Ad-Hoc Sensor Networks. IEEE
TC 52, 753-763 (2003)

Luo, J., Hubaux, J.-P.: Joint Mobility and Routing for Lifetime Elongation in
Wireless Sensor Networks. In: Proc. IEEE Infocom, pp. 1735-1746 (2005)
Megerian, S., Koushanfar, F., Potkonjak, M., Srivastava, M.: Worst and Best-Case
Coverage in Sensor Networks. IEEE TMC 4(1), 84-92 (2005)

Shakkottai, S., Srikant, R., Shroff, N.: Unreliable Sensor Grids: Coverage, Connec-
tivity and Diameter. Ad Hoc Networks 3(6), 702-716 (2005)

Shih, E., Cho, S.-H., Ickes, N., Min, R., Sinha, A., Wang, A., Chandrakasan, A.:
Physical Layer Driven Protocol and Algorithm Design for Energy-efficient Wireless
Sensor Networks. In: Proc. ACM MobiCom, pp. 272-287 (2001)

Tian, D., Georganas, N.: Connectivity Maintenance and Coverage Preservation in
Wireless Sensor Networks. Ad Hoc Networks 3, 744-761 (2005)

Xing, G., Wang, X., Zhang, Y., Lu, C., Pless, R., Gill, C.: Integrated Coverage and
Connectivity Configuration for Energy Conservation in Sensor Networks. ACM
TOSN 1(1), 36-72 (2005)

Yang, S., Dai, F., Cardei, M., Wu, J.: On Connected Multiple Point Coverage
in Wireless Sensor Networks. International Journal of Wireless Information Net-
works 13(4), 289-301 (2006)

Yarvis, M., Kushalnagar, N., Singh, H., Rangarajan, A., Liu, Y., Singh, S.: Ex-
ploiting Heterogeneity in Sensor Networks. In: Proc. IEEE Infocom, pp. 878-890
(2005)

Ye, F., Zhong, G., Cheng, J., Lu, S., Zhang, L.: PEAS: A Robust Energy Conserving
Protocol for Long-Lived Sensor Networks. In: Proc. ICDCS, pp. 1-10 (2003)
Zhang, H., Hou, J.: Maintaining Sensing Coverage and Connectivity in Large Sen-
sor Networks. Ad Hoc & Sensor Wireless Networks 1(1-2), 89-124 (2005)

Zhou, Z., Das, S., Gupta, H.: Connected k-Coverage Problem in Sensor Networks.
In: Proc. ICCCN, pp. 373-378 (2004)

Zhou, G., He, T., Krishnamurthy, S., Stankovic, J.: Impact of Radio Irregularity
on Wireless Sensor Networks. In: Proc. MobiSys, pp. 125-138 (2004)
http://mathworld.wolfram.com/ReuleauxTriangle.html


http://mathworld.wolfram.com/ReuleauxTriangle.html

Activity Recognition from On-Body Sensors:
Accuracy-Power Trade-Off by Dynamic Sensor
Selection

Piero Zappi', Clemens Lombriser?, Thomas Stiefmeier?, Elisabetta Farella®,
Daniel Roggen?, Luca Benini!, and Gerhard Troster?

! Department of Electronic Informatic and System,
University of Bologna, Italy
{pzappi,efarella,lbenini}@deis.unibo.it
www.micrel.deis.unibo.it
2 Wearable Computing Lab., ETH Ziirich, Switzerland
{lombriser,stiefmeier,droggen,troster}@ife .ee.ethz.ch
www.wearable.ethz.ch

Abstract. Activity recognition from an on-body sensor network enables
context-aware applications in wearable computing. A guaranteed classi-
fication accuracy is desirable while optimizing power consumption to en-
sure the system’s wearability. In this paper, we investigate the benefits
of dynamic sensor selection in order to use efficiently available energy
while achieving a desired activity recognition accuracy. For this pur-
pose we introduce and characterize an activity recognition method with
an underlying run-time sensor selection scheme. The system relies on a
meta-classifier that fuses the information of classifiers operating on in-
dividual sensors. Sensors are selected according to their contribution to
classification accuracy as assessed during system training. We test this
system by recognizing manipulative activities of assembly-line workers
in a car production environment. Results show that the system’s lifetime
can be significantly extended while keeping high recognition accuracies.
We discuss how this approach can be implemented in a dynamic sensor
network by using the context-recognition framework Titan that we are
developing for dynamic and heterogeneous sensor networks.

1 Introduction

Wearable computing aims at supporting people by delivering context-aware ser-
vices [I]. Gestures and activities are an important aspect of the user’s context.
Ideally they are detected from unobtrusive wearable sensors. Gesture recognition
has applications in human computer interfaces [2], or in the support of impaired
people [3]. Developments in microelectronics and wireless communication enable
the design of small and low-power wireless sensors nodes [4]. Although these
nodes have limited memory and computational power, and may have robustness
or accuracy limitations [Bl6], unobtrusive context sensing can be achieved by
integrating them in garments [7I]] or accessories [9].
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In an activity recognition system, high classification accuracy is usually de-
sired. This implies the use of a large number of sensors distributed over the body,
depending on the activities to detect. At the same time a wearable system must
be unobtrusive and operate during long periods of time. This implies minimizing
sensor size, and especially energy consumption since battery technology tends
to be a limiting factor in miniaturization [10)].

Energy use may be reduced by improved wireless protocols [TIIT2], careful
hardware selection [I3], or duty cycling to keep the hardware in a low-power
state most of the time [I4]. Energy harvesting techniques may also complement
battery power [I5], although the unpredictability of energy supply typical of
harvesting makes it difficult to manage duty cycling schedules [I6].

Activity recognition requires fixed sensor sampling rate and continuous sensor
node operation, since user gestures can occur at any time and maximum classifi-
cation accuracy is desired. Therefore adaptive sampling rate and unpredictable
duty cycling can not be used to minimize energy use. Current approaches typ-
ically rely on a small, fixed number of sensors with characteristics known and
constant over time [I7]. Once one sensor runs out of energy the system is not
able to achieve its objective and maintenance is needed.

Here we investigate how to extend network life in an activity recognition sys-
tem, while maintaing a desired accuracy, by capitalizing on an redundant number
of small (possibly unreilable) sensors placed randomly over the user arms. We
introduce an activity recognition system with a metaclassifier-based sensor fu-
sion method that exploits the redundancy intrinsic in the sensor network. We
modulate the number of sensors that contribute to activity recognition at run-
time. Most sensor nodes are kept in low power state. They are activated when
their contribution is needed to keep the desired classification accuracy, such as
when active nodes fail or turn off due to lack of energy. This approach copes
with dynamically changing networks without the need for retraining and allows
activity recognition even in the presence of unexpected faults, thus reducing the
frequency of user maintenance. The algorithm can be easily parallelized to best
use the computational power of a sensor network. We show how this approach
fits the Titan framework that we are developing for the execution of distributed
context recognition algorithms in dynamic and heterogeneous wireless sensor
networks.

The paper is organized as follows. In sec. Plwe describe the activity recognition
algorithm with dynamic sensor selection. In sec. [3] we analyze the performance
of the system in terms of classification accuracy and system life time. In sec. @
we describe the Titan framework and how the activity recognition algorithms fit
in it. We discuss results in sec. Bl and conclude in sec.

2 Activity Recognition with Dynamic Sensor Selection

We introduce a method to recognize activities (gestures) from on-body sensors.
This method relies on classifier fusion to combine multiple sensor data and com-
prises a dynamic sensor selection scheme. It exploits the intrinsic redundancy
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in a network of small and inexpensive acceleration sensors distributed on the
body to achieve a desired recognition accuracy while minimizing the number
of used sensors. Gesture classification is performed on individual nodes using
Hidden Markov Models (HMM) [I8]. A Naive Bayes classifier fuses these indi-
vidual classification results to improve classification accuracy and robustness.
This method is tested by recognizing the activities of assembly-line workers in a
car production environment. Activity recognition enables the delivery of context-
aware support to workers [L9/I7].

2.1 Metaclassifier for Activity Recognition

The activity recognition algorithm is based on a metaclassifier fusing the contri-
butions from several sensor nodes [20]. The sensor nodes comprise a three-axis
accelerometer to capture user motion (Analog Device ADXL330). Each axis of
the accelerometer is considered as an independent sensor. Fig. [[ illustrates the
activity recognition principle.

Sensor 1

+}~w —’lPreprocessing|—’| Classification

: « Majority votingf
Output | + Naive Bayes 1
classN 1 L |

Sensor N

—'lPreprocessing'—>| Classification

Fig. 1. Activity recognition architecture. Features extracted from the sensor data are
classified by competing Hidden Markov Models (HMM), each one trained to model
one activity class. The most likely model yields the class label. The labels are fused to
obtain an overall classification result. Two fusing scheme have been compared: naive
Bayesian and majority voting.

First on isolated instances, features are extracted from the raw acceleration
data. The features are the sign of the acceleration magnitude (positive, negative
or null). This is obtained by comparing the acceleration value with corresponding
thresholds (-400mg and +400mgﬂ. Each sample is thus converted in one out of
three possible symbols.

The features are then classified using discrete HMMs which model the gesture
dynamics in the feature space. HMMs, together with Dynamic Time Warping

! Use of alternative features will be investigate in future works.



20 P. Zappi et al.

(DTW) [21] and neural networks [22], are a common approach to handle tempo-
ral dynamics of gestures. Our choice is motivated by previous work which showed
HMDMs to be a good approach [I7I23]. We use ergodic HMMs with 4 states. For
each accelerometer axis we train one HMM per class using the Baum-Welch al-
gorithm starting with 15 random initial models and selecting the one that shows
best classification accuracy on the training set. During activity recognition, the
HMDMs compete on each input sequence. The HMM best modelling the input
sequence indicates the gesture class label. Training and evaluation of sequences
is done using the Kevin Murphy’s HMM Toolbox.

Finally, in order to end up with a single classification result we fuse the class
label output from each accelerometer using a naive Bayes technique. The naive
Bayes classifier is a simple probabilistic classifier based on the Bayes’ theorem
and the (strong) hypothesis that the input features are independent. The clas-
sifier combines the Bayes probabilistic model with a decision rule. A typical
decision rule is to classify an instance as belonging to the class that maximizes
the a posteriori probability [24].

Given the conditional model P(C|Ay, A1, ..., A,), where C denotes the class
and A; n input attributes (in our case, the HMMs output from the sensors), we
can use the Bayes theorem to define:

PA 7A a'"aAnC PC
P(C| A1, Ay, .., Ay) = ﬂaéA%”2¢>
Likelihood x Prior

Posterior = 1
OSREHOT Marginal ()

Posterior is the probability of a certain class given the input sequence. Likelihood
is the conditional probability of a certain sequence given a certain class, Prior
is the prior probability of the selected class, and Marginal is the probability of
having the input sequence.

Applying the hypothesis of independence and the decision rule we obtain:

P(C =) T, P(A = alC = o)
Cout(a1,az, ..., a,) = argmaz, P(Ay = a1, Ao = as, .. Ay = an) (2)

As the denominator in equation [ is identical for every class we only need
to compute the numerator for each class and find argmax. Also, since all the
classes in our experiments have the same probability, we do not need to compute
P(C = ¢). The Likelihood is thus the only parameter that has to be calculated.
This step is achieved during training by building the confusion matrixd for each
HMM and defining P(A; = a;|C = ¢) = ’¢, where t. is the number of training
instances for which the class C' = ¢ and the attribute A; = a; and ¢ is the number

2 A confusion matrix is a visualization tool typically used in supervised learning. Each
column of the matrix represents the classifier output (predicted class), while each
row represents the actual class of the instances. One benefit of a confusion matrix
is that it clearly shows whether the system is confusing two classes (i.e. commonly
mislabeling one as another).
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of training instances for class ¢. However, depending on the training data, for
some classes ¢ we may not have a sample for which A; = a;. In this situation,
[T, P(A; = a;|C = ¢) of that class is always zero, despite the value of the
other input attribute. For this reason we used the M-estimate of the Likelihood
presented in Eq. Bl where p is an a priori probability of a certain value for an
attribute, while m is the number of virtual sample per class added to the training
set. In our experiment p = |, and m = 1.

_tet+mp

P(Ai:ai|C’:c) t+m

3)
As we deal with dynamic networks where the number of active nodes varies
during time, the Posterior probability is calculated including only the contribu-
tion of the active nodes in the network.
Feature extraction and classification can be computed in parallel on all the
sensor nodes, thus allowing the exploitation of intrinsic parallelism within the
sensor network, while sensor fusion is performed on a single node.

2.2 Evaluation of Activity Recognition Performance

In order to assess our approach, we consider the recognition of the activities of
assembly-line workers in a car production environment. We consider the recog-
nition of 10 activity classes (Table[d) performed in one of the quality assurance
checkpoint of the production plant. These classes are a subset of 46 activities
performed in this checkpoints [25].

Table 1. List of activity classes to recognize from body-worn sensors

Class Description

0  write on notepad
open hood
close hood
check gaps on the front door
open left front door
close left front door
close both left door
check trunk gaps
open and close trunk
check steering wheel

© 00 O Ui W=

We evaluate the performance of the approach in terms of correct classification
ratio as a function of the number of nodes in the network. We perform a set of
experiments using 19 nodes placed on the two arms of a tester (10 nodes on the
right arm and due to a fault during the tests, 9 on the left arm) as illustrated in
Fig. 2l Since we do not want to rely on particular positioninig and orientation of
the nodes, the sensors were placed to cover the two arms without any particular
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Fig. 2. Placements of the nodes on the right and left arm (dashed lines indicate nodes
placed behind the arm, numbers represent the unique ID of each node)

constraints, as it is difficult to achieve such a placement for sensors unobtrusively
integrated into people’s garments. The subject executed 19 times each gesture
listed in Table[Il Data from such trials has been recorded on a PC for subsequent
analysis. Cross validation techniques have been used to extend the validation test
up to all 19 instances. To perform cross validation, the input instances from the
sensors have been divided into 4 folds (3 made up of 5 instances for each class and
1 of 4 instances for each class). We built 4 distinct sets of HMMs and confusion
matrices. During the evaluation, for the classification of an instance we use a
model obtained from a training set that did not include that specific instance.
To evaluate the correct classification ratio as a function of the number of
nodes, we applied our algorithm to clusters of nodes with increasing size (one
to 19 nodes). Although we consider each accelerometer axis as an independent
sensor, the clusters are created in a nodewise manner. In other words a node is
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Fig. 3. Average, maximum and minimum correct classification ratio among random
cluster as a function of cluster size
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randomly selected and the contribution of its three axis is considered and fused.
The reason is that when a node runs out of energy, the contributions of all its
axes vanish. For each size we created 200 clusters from randomly selected sensor
nodes. For each cluster size the average, maximum and minimum classification
accuracy is recorded.

Figure[Blshows the correct classification ratio as a function of the cluster size.
We achieve 98% correct classification rate using all 19 nodes and, on average,
80% using a single node. For smaller clusters the nodes composing the cluster
influence the performance variance. For example, fusing the contributions from
nodes 1, 3, and 24 results in 97% correct classification ratio, a value close to the
accuracy that we can obtain using all the 19 nodes (Maximum curve in Fig. [3).
On the other hand, fusing the outputs from nodes 20, 22 and 25 results in 84%
accuracy (Minimum curve in Fig. B]) which is below what can be achieved using
only one “good” node, e.g. node 16 (86%).

2.3 Dynamic Sensor Selection

We introduce a dynamic sensor selection scheme to select at run-time the sen-
sors which are combined to perform gesture classification. This scheme seeks to
achieve a desired classification accuracy while prolonging the system lifetime by
minimizing the number of sensor used.

A minimum set of sensors to achieve the desired classification accuracy is first
selected. Then the sensor set is updated at run-time when a sensor is removed
from the network (e.g. due to failure or power loss). Since sensor nodes can
fail while a gesture is performed, the algorithm ensures that the loss of a any
single sensor still guarantees a performance above the desired minimum. In other
words, a cluster of size D must satisfy the following condition: all subclusters
of size D — 1 must still achieve the desired minimum correct classification ratio.
When a node fails, we first test wether the remaining nodes fulfill this condition.
If not, all the clusters of size D + 1 that can be built by adding one idle node
to the given cluster are tested. The one that achieves the best performance is
selected. If this new cluster fulfills the condition the system continues operation.
If not, another idle node is added to the cluster and the process is repeated until
a cluster that fulfills the condition is found or no idle nodes are left. In the latter
case the system is not able to achieve the desired performance anymore.

The training instances are used to computed the expected performance of new
clusters. This approach does not need system retraining, although it is valid only
as long as the training set is a good representation of the user’s gestures.

3 Characterization of Network Lifetime

Tests were done to assess the network lifetime (defined as the time until there
are no more sensors available to achieve the desired classification accuracy) by
simulating the evolution of the selected sensor set as nodes fail. For the sake of
generality, we do not rely on a particular power consumption or fault model for
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network nodes, as it depends on the hardware and protocols chosen. In particular
we are not interested in specifically identifying how long each sensor uses its
radio or whether employs any kind of energy saving techniques. Instead we want
to assess how our dynamic sensor selection algorithm extends network lifetime
independently of these factors.

Since we assume that all nodes are identical and perform the same activity,
we model node lifetime as a random variable following a Gaussian distribution
with mean p (arbitrary time units) and standard deviation as a percentage of
the mean: ax p (o < 1ﬁ. Network lifetime is then calculated as a multiple of s.
The lifetime of all the nodes is fixed at the beginning of the simulation according
to this model.

The dynamic sensor selection algorithm then generates a subset of nodes able
to achieve a desired accuracy even if any node of the subset fails. Then at each
time step, we decrease the life of all the active nodes by one time unit. When
the lifetime of a node is over, we assume that it takes a controlling unit one
time unit to generate the next cluster. When no cluster matching the desired
performance requirement is found the lifetime of the system is reached.

With this lifetime model only p influences the overall system lifetime. The
standard deviation has no effect on the overall system lifetime since augmenting
this parameter augments the probability to see both nodes with shorter and
longer lifetime thus compensating each other (see Table 2l). In our tests we
selected o = 0.3.

Table 2. Network life as a function of the standard deviation chosen. Network life is
calculated as a multiple of the mean node life (u).

Standard deviation (% of mean) 10 20 30 40 50 60
Average life (time) 4.010p 4.154p 3.9861 4.049 4.1344 4.1361

We compare the system lifetime when the dynamic sensor selection scheme is
used to the system lifetime when all the sensors are used simultaneously (with
the same node life model). In Fig. [ the results of one trial are illustrated when
the minimum accuracy required is 90%. The plot shows the performance of the
network in two situations: (i) all the 19 nodes are active at the same time (dashed
line); (ii) only a subset is used (continuous line). Since the objective of the net-
work is to keep performances above 90% it can be considered expired when, due
to node faults, is not possible to find a subset of nodes able to achieve such
accuracy. Using all the 19 nodes together, the starting performance is higher,
but quickly drops as the average node life (p) is reached. With the dynamic
sensor selection scheme, as the nodes fail (drops in the continuous line) they are
replaced by inactive nodes, thus keeping the minimum required performance.
Even when nodes fail, the performance never drops below the fixed threshold.

3 The consequences of using other distribution to model the node lifetime will be
explored in the future.
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With a minimum classification accuracy of 90% the dynamic sensor selection
scheme leads to a system lifetime about four times longer than when all the
nodes are active. Network lifetime increases when the the minimum classification
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ratio is reduced. Fig. [fl shows the network lifetime for a minimum classification
ratio of 80% and 85%. We performed 4 sets of 10 tests each one with increasing
minimum accuracy required and calculated the average network life for each
set. Fig. [0l shows that the average network life increases from around 2p when
minimum accuracy is 95% up to more than 7y when minimum accuracy is 80%.

Without dynamic sensor selection all the sensors are used at the same time
and the minimum classification accuracy does not play a role. As the nodes
approach their average lifetime g, they will fail within a short time window
(related to the lifetime variance).

In Fig. [0 we illustrate (dark spots) how the network evolves over time. The
size of clusters tends to increase over time. This evolution is explained by the fact
that the algorithm always looks at the smallest cluster that satisfies the required
accuracy. Once is not possible to find a cluster of the minimum size, the number
of nodes is increased. Note also, according to our model, the life of the nodes
varies according to a gaussian distribution with a standard deviation equal to
30% of the mean value.

A) B)
T 7T Start
1 N
10 IR
2 2p
3p 3p : : :
2u L A R
° ° ° @ : : :
g g £ E
F o o [S F
I 3 3
sp s5p v u
4y ap
7 7w

Stop! P

Nodes Nodes

1 2 3 2 4 6
Number of nodes Number of nodes

Fig. 7. Evolution of the network. On the left, in dark, are the active nodes at a certain
time highlighted. On the right, the number of active nodes at a certain time is shown.
A) 80% minimum accuracy. B) 90% minimum accuracy.
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4 Implementation Using Tiny Task Networks (Titan)

The algorithm described above needs to be mapped on a wireless sensor network.
The Titan framework that we are developing for context recognition in hetero-
geneous and dynamic wireless sensor networks can be used for this purpose [26].
We develop Titan as part of the ongoing e-SENSE project as a tool to enable
and explore how context awareness can emerge in a dynamic sensor network.
Titan simplifies the algorithm description, automates data exchange between
selected sensor nodes, and adapts execution to dynamic network topologies. It
thus qualifies for the implementation of the algorithm presented before.

Most context recognition algorithms can be described as a data flow from
sensors, where data is collected, followed by feature extraction and a classifica-
tion algorithm, which produces the context information. Within Titan, context
recognition systems are represented as Task Graphs. It offers for each processing
step (sampling, feature extraction, and classification) a set of predefined tasks.
A task is usually a simple signal processing function, such as a filter, but may
also be a more complex algorithm such as a classifier. A context recognition algo-
rithm can be composed from those modular building blocks, which are provided
by the nodes participating in the network.

A set of tasks are programmed into the sensor network nodes as a Task Pool.
These tasks are instantiated when they are needed (i.e. they use RAM and CPU
cycles only when they are used by a Task Graph). In a heterogeneous network,
node processing power may vary, and nodes with higher processing power can
provide more complex Task Pools than simpler nodes.

Figure B shows the Titan architecture and illustrates how a classification task
graph is distributed on the sensor network; the Task Graph Database contains the
classification algorithm description containing sensor tasks 5;, feature tasks F;, a
classification task C, and an actuator A; receiving the end result. Upon request
to execute the algorithm, the Network Manager inspects the currently available
nodes in the network, and decides on which node to instantiate what tasks,
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Fig. 8. Titan configures an application task graph by assigning parts of the graph to
participating sensor nodes depending on their processing capabilities
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such as to minimize processing load, overall power consumption, or maximise
network lifetime. The Network Manager then sends a configuration message to
the Task Managers on the sensor nodes, which instantiate the tasks on the local
node. The Task Manager assigns a share of dynamic memory to the tasks for
their state information and configures the connections between tasks, including
transmitting data to other nodes.

During execution of the task graph, the Network Manager receives error mes-
sages from tasks or sensor nodes, and checks whether all participating sensor
nodes are still alive. If changes to the current configuration are required, it
adapts the distribution of the task graph on the network.

Titan provides several advantages. Ease of use, since a designer can describe
his context recognition algorithm simply by interconnecting different tasks and
selecting a few configuration parameters for those tasks. Portability, because it
is based on TinyOS [27] which has been ported to a range of sensor network
hardware and due to the abstraction of tasks, it is able to run on heterogeneous
networks. Flexibility and speed, since it can reconfigure nodes in less than 1ms
in order to quickly react to changes in dynamic sensor networks.

The meta classifier with dynamic sensor selection presented above can be in-
corporated into Titan by dividing it into a set of tasks that can be instantiated
on different nodes. In particular, we define three new tasks: 1) a “gesture classi-
fication” task, which implements the HMM algorithm, 2) a “meta classification”
task that performs Bayesian inference and decides the gesture class, 3) a “dy-
namic sensor selection” task that defines the set of sensors contributing to the
meta classification task.

The initial cluster of nodes is created by the dynamic sensor selection task.
The Network Manager instantiates on each of the nodes within this cluster the
gesture classification task. The system runs as-is until a node fails (i.e. runs
out of power). When the meta classification tasks senses that a node fails to
send data it sends an error message to the Network Manager. The Network
Manager instantiates the dynamic sensor selection task on a device with sufficient
computational power (PDA, mobile phone), and then adapts the configuration
of the nodes as needed. Since the cluster can tolerate the failure of any one of
his nodes and guarantee the desired classification performance, the system can
work continuously even when the dynamic sensor selection task is running. This
relaxes the time constraint on this task and allows relatively complex clustering
algorithms for the dynamic sensor selection task.

The task of the Network Manager for running the presented distributed ges-
ture recognition algorithm is light-weight. To remember the current configuration
of the participating nodes, it has to store just 1 byte for the node ID, 1 byte
for their status (active,failed,not used,meta classifier), and a single byte for the
current cluster size. This amounts to 39 bytes of storage for running the gesture
recognition algorithm on our example of 19 nodes. The processing time is lim-
ited as well, as it just has to generate a small number of configuration messages
at every update of the network. We are thus confident that the algorithm pre-
sented here is able to run on sensor network nodes, with the exception of the
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non-optimized dynamic sensor selection task which runs on a PDA or mobile
phone.

5 Discussion

We have shown that by combining the fusion of classifier outputs operating on
single sensors with a dynamic sensor selection scheme it is possible to extend
the network lifetime while still achieving a minimum desired accuracy.

This technique may be easily used to adjust the number of sensors according
to dynamically changing application constraints. Such change can be adopted as
a consequence of changes in the user context (i.e. change in user location).

Active sensors may also be selected according to other criteria, such as the
performance of a node as a function of the gesture. If we integrate information
from the environment with the data of the sensor network, we may identify
a subset of gestures that are most likely performed at a certain time. Thus
active nodes may be selected among those which promise better classification
performances only on that subset of gestures. However, since any change in
configuration requires a set of messages to be sent among the nodes of the
network, further investigation must validate this choice.

This metaclassifier is highly parallelizable and thus well suited for wireless
sensor networks. Computation is shared among all active sensor nodes and none
of the them is a single point of failure of the whole system. This is very important
as we consider devices prone to fault or operating in environmental conditions
that may severely alter the topology of the network.

Our activity recognition algorithm can find similar application in other fields
of research. For example, sensor selection techniques try to extend network life
by using a subset of nodes able to achieve the minimum desired performances.
Such techniques are mainly used in environment monitoring [28] where dense
networks cover the area of interest and sensors coverage area are overlapped.

Clustering is a fundamental research topic in sensor networks as it makes it
possible to guarantee a basic level of system performance in presence of a large
number of dynamically changing nodes [29]. Clustering algorithms vary depend-
ing on their application, such as guaranteeing certain latency, or balancing the
activity among nodes and reducing power consumption. Energy aware cluster-
ing algorithms typically aim to reduce power consumption of the nodes either by
reducing the messages sent over the wireless link by aggregating redundant data
[30] or by keeping nodes in a low power state when there are other resources
able to provide the same information [31].

Another research area closer to our work is feature selection. Feature selection
includes a variety of techniques that aim to reduce the dimensionality of the input
instances of a classifier. Some of its objectives are: reducing the measurement
and storage requirements, reducing training and utilization times, defying the
curse of dimensionality to improve prediction performance [32]. If we consider
the HMM ouput as features, our approach may also be seen as a feature selection
technique: since we dynamically select only a subset of the available ones.
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Energy scavenging techniques can also take advantages from our approach.
In fact now the nodes can rely on long periods when the application does not
need their contribution. In such period they can collect energy and this relaxes
the constraints on energy consumption due to the limited amount of energy that
can be harvested from the environment. For example we showed an example of
a network whose lifetime was extended by a factor 4 while still achieving 90%
correct classification ratio. Since the average node life is one fourth of the total
network life, each node may rely on three times its average life in order to harvest
energy.

6 Conclusion

Wearable computing seeks to empower users by providing them context-aware
support. Context is determined from miniature sensors integrated into garments
or accessories. In a general setting the sensor network characteristics may change
in unpredictable ways due to sensor degradation, interconnection failures, and jit-
ter in the sensor placement. The use of a dense mesh of sensors distributed on the
body may allow to overcome these challenges through sensor fusion techniques.
Since such systems must remain unobtrusive, the reduction of node dimension
and node interconnection is of high importance. Wireless sensor networks help
achieving this unobtrusiveness since they do not require any wire connection.
However, this implies that each sensor node must be selfpowered. In order to
reduce obtrusiveness, the battery dimension must be kept at minimum, which
results in low power availability.

Energy aware design aims to extend sensor nodes life by using low power
devices and poweraware applications. Poweraware applications typically rely on
duty cycling: they reduce the amount of time when the radio is active, and they
increase the amount of time when the node can be placed in a low power state.
In wearable computing, unpredictable duty cycles are proscribed. We described
a different approach to extend network life while achieving desired accuracy.
We capitalized on the availability of large number of nodes to implement a
dynamic sensor selection scheme together with a metaclassifier that performs
sensor fusion and activity recognition. This technique copes with dynamically
changing number of sensor without need to retrain the system.

The method minimizes the number of nodes necessary to achieve a given
classification ratio. Active nodes recognize locally gestures with hidden Markov
models. The output of active nodes is fused by a naive Bayes metaclassifier. In-
active nodes are kept in a low power state. Once an active node fails the system
activates one or more additional nodes to recover the initial performance. Com-
pared to a system where all sensor nodes are continuously active, our approach
can extend up to 4 times the network life while reaching 90% correct classifica-
tion ratio, and up to 7 times while reaching 80% correct classification ratio. This
method is highly parallelizable and well suited for wireless sensor networks.

We described how this method fits within the Titan framework that we
develop to support context-aware applications in dynamic and heterogeneous
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sensor networks. Titan allows fast network configuration and is well suited for
our technique as it allows to easily exploit network resources dynamically.

We now have demonstrated the advantage of a dynamic sensor selection
scheme for accuracy-power trade-off in activity recognition. The implementation
of this algorithm on wireless sensor nodes is still an open point. With qualita-
tively identical results, alternate classifiers and sensor selection methods that
minimize computational power may be investigated. We also plan to extend the
current method in order to be able to increase the inital number of nodes with
on-line learning. Other future works can explore the use of an heterogeneous
network that include different kind of sensors such as strain sensors or tilt sen-
sors. Finally energy scavenging techniques benefit from our activity recognition
algorithm: more time is available to harvest energy thanks to dynamic sensor
selection. Evaluation of network performance with dynamically changing power
availability needs to be carried out.
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Abstract. We address the problem of designing practical, energy-efficient pro-
tocols for data collection in wireless sensor networks using predictive model-
ing. Prior work has suggested several approaches to capture and exploit the rich
spatio-temporal correlations prevalent in WSNs during data collection. Although
shown to be effective in reducing the data collection cost, those approaches use
simplistic corelation models and further, ignore many idiosyncrasies of WSNs,
in particular the broadcast nature of communication. Our proposed approach is
based on approximating the joint probability distribution over the sensors using
undirected graphical models, ideally suited to exploit both the spatial correlations
and the broadcast nature of communication. We present algorithms for optimally
using such a model for data collection under different communication models,
and for identifying an appropriate model to use for a given sensor network. Ex-
periments over synthetic and real-world datasets show that our approach signifi-
cantly reduces the data collection cost.

1 Introduction

Wireless sensor networks (WSNs), comprising of tiny, radio-enabled sensing devices
open up new opportunities to observe and interact with the physical world, and have
been applied in domains ranging from patient health monitoring through the use of
biomedical sensors to military applications such as battlefield surveillance [1]]. In this
paper, we address the problem of designing energy-efficient protocols for collecting all
data observed by the sensor nodes in a wireless sensor network at an Internet-connected
base station at a specified frequency [2I25122/4]]. The key issue in designing such data
collection protocols is modeling and exploiting the strong spatio-temporal correlations
present in most sensor networks (see Figure 1). In most sensor network deployments,
especially in environmental monitoring applications, the data generated by the sensor
nodes is highly correlated both in time (future values are correlated with current val-
ues) and in space (two co-located sensors are strongly correlated). Naive data collection
protocols tend to be significantly suboptimal in the presence of such correlations. These
correlations can usually be captured quite easily by constructing predictive models
using either prior domain knowledge or historical data traces. However, because of the
distributed nature of data generation in sensor networks, and the resource-constrained
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nature of sensor nodes, traditional data compression techniques cannot be easily adapted
to exploit such correlations.

The distributed nature of data generation has been well-studied in the literature under
the name of Distributed Source Coding [26/30/31127]. In their seminal work, Slepian
and Wolf [26] prove that it is theoretically possible to encode the correlated informa-
tion generated by distributed data sources (in our case, the sensor nodes) at the rate of
their joint entropy even if the data sources do not communicate with each other. How-
ever this result is non-constructive, and constructive techniques are known only for a
few specific distributions [23]]. More importantly, these techniques require precise and
perfect knowledge of the correlations. This may not be acceptable in practical sensor
networks where deviations from the modeled correlations must be captured accurately
(we use DSC to provide a lower bound on the data collection cost; see Section 2.2)).
Pattem et al. and Chu et al. [4], among others, propose practical data collection
protocols that exploit the spatio-temporal correlations while guaranteeing correctness;
however, these protocols may exploit only a subset of the correlations, and further re-
quire the sensor nodes to communicate with each other (increasing the overall cost).

Sensor networks, especially wireless sensor networks, exhibit other significant pe-
culiarities that make the data collection problem challenging. First, sensor nodes are
typically computationally constrained and have limited memories. Hence, it may not be
feasible to run sophisticated data compression algorithms on them. Second, the com-
munication in wireless sensor networks is typically done in a broadcast manner — when
a node transmits a message, all nodes within the radio range can receive the message.
As we will see later, this enables many optimizations that would not be possible in a
one-to-one communication model.

In this paper, we present an approach to exploit all the spatial correlations in the
data by approximating the joint probability distributions using a subclass of undirected
graphical models called decomposable models. We develop algorithms for perform-
ing data collection using such a model, and for choosing an appropriate decomposable
model for a given sensor network. Our data collection protocols are also naturally able
to exploit the broadcast nature of communication among wireless sensors. Finally, we
present an extensive experimental study over several synthetic and real-world datasets,
and demonstrate that the expressiveness of our data collection model leads to a signifi-
cant reduction in the total transmission cost.

2 Background

We begin with presenting preliminary background on data compression in sensor net-
works, and discuss the prior approaches. We then present an overview of the class of
decomposable models.

2.1 Notation and Preliminaries

We are given a sensor network with n nodes that continuously monitors a set of dis-
tributed attributes X = {X,---,X,}, and generates a discrete data value vector
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x! = {xf .- 2!} at every time instance {1. Each attribute, X;, may be an environ-
mental property being sensed by the node (e.g., temperature), or it may be the result of
an operation on the sensed values (e.g., in an anomaly-detection application, the sensor
node may continuously evaluate a filter such as “temperature > 100" on the observed
values). If the sensed attributes are continuous, we assume that an error threshold ¢ is
provided and the readings are binned into intervals of size 2¢ to discretize them. In this
paper, we focus on optimal exploitation of spatial correlations at any given time ¢ and
drop the superscript in the rest of the paper; however we note that our ideas can be
easily generalized to handle temporal correlations as well.

Predictive modeling-based approaches to data compression begin by building a pre-
dictive model over the sensor network attributes that is used to obtain a joint probability
distribution (pdf) over the attributes. We denote this pdf by p(X71, ..., X,,).

We denote the communication graph of the sensor network by Go = (X, E), where
E consists of the pairs of vertices that are within communication radius of each other.
We denote by d(X,Y") the minimum distance between X and Y in terms of number of
hops. For simplicity, we assume all communication links to be perfect and identicaﬂ,
and consider two alternatives for computing communication costs:

(1) bit-hop metric: The total cost of sending a message containing n bits from X
to Y is given by n*d(X,Y’). In practice, this can be approximated reasonably
well by batching multiple messages together (at the cost of increasing latency).

(2) num-messages metric: The total cost of sending a message (that can contain at
most 32 bytes) from X to Y is given simply by d(X,Y"). In other words, we
only count the number of messages that are transmitted.

In many practical sensor network deployments, the cost of receiving a message at
the sensor node can be quite high (sometimes as high as the transmission cost). For

! The time instances at which data is acquired depends on the application-specified frequency
of data collection.

% Both these assumptions can be relaxed by assigning appropriate weights to the communication
links and adjusting the cost metric formulas accordingly.



Predictive Modeling-Based Data Collection in Wireless Sensor Networks 37

simplicity, in our analysis and algorithm descriptions, we assume that the cost of re-
ceiving a message at a sensor node is zero; we however present several experiments
where we account for receiving cost as well.

The choice of cost metric is closely tied with how the data is encoded during data
collection. We consider two extremes in the spectrum of possibilities:

Joint Entropy-Based Data Collection (bit-hop metric): Assuming that it is possible
to compress the data optimally according to the joint pdf (e.g. using Huffman coding),
the number of bits that need to be transmitted from a sensor node X (also called source)
to the base station (called sink) is given by the information entropy of the distribution:

Hy(X) = Xy — p(a) log(p(z))

where p(X') denotes the probability distribution (pdf) over the attribute X.
If an approximation, ¢(X), is used instead to compress, the number of bits transmit-
ted is given by H(p) + D(p||q), where D(p||q), called relative entropy, is given by:

D(pllq) = X — p(x) log(p(z)/q(x)).

Suppression-Based Data Collection (num-messages metric): Full-scale data com-
pression may not be feasible in a sensor network; hence prior work in this area has
typically considered a suppression-based approach [21125/4]], where the base station
uses the pdf to predict a value for the attribute X . The sensor node, which has access to
the same distribution, also predicts the same value and only sends a message if the pre-
dicted value is different from the actual observed value. We denote the expected number
of messages by M,(), and note that:
M,(X) =1— max, p(x)

Note that we assume here that only a single message is needed to update the base station
with the correct values.

Figure 2 illustrates these two approaches for an example distribution. Our algorithms
are invariant to the approach used for compression. However, we assume the ability to
compute an analogous function to H() or M,() for any distribution p. We use the
former metric when analyzing the problem and for experiments on synthetic datasets,
but use the latter, more practical, metric for our experiments on real datasets.

2.2 Predictive Modeling-Based Data Compression in Sensor Networks

Given a joint pdf over the sensor network attributes, the key problem in using it for data
compression is the distributed nature of data generation. The natural way to use the joint
pdf, p(X1, ..., X,,), would be to gather the sensed values at a central sensor node, and
compress the data there. The data gathering cost, however, would typically dwarf any
advantages gained by doing joint compression.

The prior research in this area has suggested several approaches that utilize a sub-
set of correlations instead. One approach, called Independent (IND), is to ignore the
spatial correlations and to compress the data from each sensor node independently of
the others (Figure[3l(i)). In other words, an approximate distribution ¢; (X1, ..., X,,) =
p(X1)p(X2)...p(X,,) is used for compression (where p(X;) denotes the marginal prob-
ability distribution of X;, computed by summing over the remaining variables in X').
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The second approach, that we call Clustering (CLSTR) [2214]], is to group the sensor
nodes into clusters, and to compress the data from the nodes in each cluster jointly.
Figure[3 (ii) shows an example of this using three clusters { X1 }, { X2, X5}, { X3, X4},
which corresponds to using the distribution ¢2(X7, ..., X5) = p(X1)p(X2, X5)p(Xs,
X4). In this approach, the intra-cluster spatial correlations are exploited during com-
pression; however, the correlations across clusters are not utilized.

Several other approaches based on routing driven compression [2212416] have also
been suggested. However, these approaches typically require joint compression and
decompression of large numbers of data sources inside the network, and hence are not
suited for resource-constrained sensor networks. We leave a detailed comparison of
these approaches with our proposed approach to future work.

Distributed source coding (DSC), although not feasible in this setting for the reasons
discussed earlier, can be used to obtain a lower bound on total communication cost
as follows [[Zl6I27]]. Let the sensor nodes be numbered in the increasing order of their
distances from the base station (i.e., for all 4, d(X;, sink) < d(X;+1, sink)). Then, the
optimal scheme for using DSC is as follows: X3 is compressed according to p(X7),
and transmitted directly to the sink (incurring a total cost of d(X1, sink) x H(X1)).
X5 is compressed according to p(Xs|X71) (since the sink already has the value of X7,
it is able to decode according this distribution). Note that, according to the distributed
source coding theorem [26], sensor node X5 does not need to know the actual value of
X1. Similarly, X; is compressed according to p(X;| X7 ... X;_1) and so on. The total
communication cost incurred by this scheme is given by:

DSC(p) = E;n:ld(Xi, smk) X Hp(Xi‘le e 7)(,‘,1)

Figure 3 (iii) shows this for our running example (note that X3 is closer to sink than X3
or Xy).

As we can see in Figure[3] if the spatial correlation is high, both IND and CLSTR
would incur much higher communication costs than DSC. As an example, if H(X;) =
h,¥i, and if H(X;|X;) =~ 0,Vi, j (ie., if the spatial correlations are almost perfect), the
total communication costs of IND, CLSTR(as shown in the figure), and DSC would be
8h, 6h, and h respectively.

2.3 Discussion: Factors Affecting Data Compression Quality

The difference between the data compression ratios achieved by DSC and other tech-
niques can be attributed to two factors.

Approximation Loss: If a data collection scheme only uses a subset of the correlations,
then even if the scheme was optimal (ie., was able to compress as well as DSC), more
bits would have to be communicated than minimally needed. For the example setup
in Figure[3] since IND assumes independence between the sensor nodes, the node X»
must transmit H (X>) bits to the sink compared to H(X2|X;) that DSC transmits; in
fact, the difference between IND and DSC (8h — h = Th), can be attributed entirely to
Approximation Loss. Although CLSTR is able to exploit some of the spatial correla-
tions, it does not exploit inter-cluster correlations. Since the clusters are typically small
(for reasons discussed below), the Approximation Loss can be quite high for CLSTR as
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Fig. 3. Illustration of three prior approaches to data commpression for a 5-node network (CLSTR
uses 3 clusters { X1}, { X2, X5}, {X3, X4}). If spatial correlations are perfect, total communi-
cation costs (using the bit-hop metric) for IND and CLSTR can be very high compared to the
theoretical optimal DSC.

well. Of the 5/ difference between CLSTR and DSC in Figure B 3/ can be attributed
to Approximation Loss.

Formally, let p denote the joint pdf that captures all spatial correlations in the net-
work, and let ¢ denote an approximation to p that captures a subset of those correlations.
Let DSC(p) denote the cost incurred by DSC when compressing according to the pdf
p. Then the Approximation Loss for a data collection scheme that only exploits the
correlations in ¢ is given by: DSC/(q) — DSC(p).

Intra-source Communication: If two or more nodes are compressed jointly to exploit
the spatial correlation, then the data from these nodes must be gathered at a single loca-
tion. For the example shown in Figure 8] CLSTR communicates X4 to X3 to compress
them jointly. We call this Intra-source Communication cost (the remaining 2/ difference
between CLSTR and DSC in Figure[3|can be attributed to intra-source communication).

By increasing the expressive power of the model used and thus capturing larger sub-
sets of spatial correlations (for example, by increasing the cluster sizes), we can reduce
the Approximation Loss, but the increase in the Intra-source Communication cost will
typically outweigh the benefits (e.g. in Ken [4], the optimal cluster sizes were found to
be < 4).

2.4 Decomposable Models and Junction Trees

In this paper, we propose using a subclass of undirected probabilistic graphical
models [10], called decomposable models (8], to capture the spatial correlations and
to perform data compression in a sensor network. Decomposable models capture and
exploit the conditional independences in the data to compactly represent joint pdfs over
a large number of variables. Two random variables X; and X5 are conditionally inde-
pendent of each other given X3 iff:

(X1, X2| X3) = p(X1|X3)p(X2|X3)
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Even though any two sensor nodes in a sensor network may be highly correlated with
each other in isolation, given the values of other nodes in the network, many of these
correlations almost entirely disappear. For instance, in an environmental monitoring ap-
plication, a sensor node is typically independent of its non-neighbors given the values
of its neighbors. Hence, by using an appropriate decomposable model to approximate
the joint pdf, we can exploit most of the spatial correlations in a typical sensor net-
work while keeping the Intra-source Communication cost low. As we will see in the
next section, these models can also naturally utilize the broadcast nature of communi-
cation to further reduce the Intra-source Communication cost. Next, we provide a brief
introduction to the class of decomposable models.

Given a set of variables, X', a decomposable model, denoted M, uses a graph, G4,
over X to encode the conditional independences among the variables. More precisely,
a decomposable model satisfies the global Markov property with respect to G [28]):

If two node sets A and B are separated by a third node set C, i.e., if removing the

nodes in C' and all the edges attached to the nodes in C results in the node sets A

and B getting disconnected, then A and B are conditionally independent given C.
Further, the graph Gj; must be decomposable (also called chordal or triangulated):
every cycle of length greater than 3 must posses a chord — an edge joining two non-
consecutive vertices of the cycle. Figure[shows two examples of decomposable graphs
over 5 nodes. In the first graph, removing X; will separate the remaining vertices from
each other; thus, we can say that X», X3, X4, X5 are all conditionally independent of
each other given X;. In the second graph, if the edge (X1, X5) were missing, then it
would not be chordal (since the 4-cycle (X7, Xo, X5, X4, X1) would have no chord).
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Fig. 4. (i, ii) Two example decomposable graphs superimposed on the communication network.
Solid lines are network edges; dashed lines are model edges. (iii, iv) Junction trees for the two
models rooted at cliques X1 X> and X; X2 X5, respectively.

A compact and particularly useful representation of decomposable graphs is pro-
vided by junction trees (also known as cligue trees) [3/16]. Briefly, given a decompos-
able graph G4, a rooted junction tree Jo (G ) is a tree whose vertex set consists of the
maximal cliques of G, and whose root is the clique C. The edges in a junction tree
are required to satisfy the following clique-intersection property:
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For every pair C; and C; of cliques in Gaq, the set C; N Cj is contained in every
clique on the path connecting C; and C; in J(Gaq).

We denote by C the set of all maximal cliques of G . Without loss of generality, we
will assume that C'; denotes the root of the junction tree. For a clique C, let parent(C')
denote the parent of the C, and let Sc = C' N parent(C) be the separator between the
node and its parent (it is easy to see that S separates the vertex sets parent(C) \ Sc
and C'\ S¢.). We denote by S the set of all separators. Although junction trees are not
unique, all junction trees of a decomposable graph have the same set of separators.
Figure ] shows one junction tree each for the two example decomposable graphs.

Approximating a Joint PDF Using a Decomposable Model: A decomposable graph,
G, can be used to approximate a joint probability distribution, p(X1,..., X,), as
follows. For a set of variables, C C X, let p(C') denote the the marginal probability
distribution over the variables in C' (computed by summing over the remaining vari-
ables in X). Let gg,, (X1, ..., X,) be the probability distribution computed using the
decomposable graph as follows:

_ Mceep(C)

Xq,....X,) = =11 C —5¢0)|S Equation(1
Qgp (X1, X0n) Hsesp(S) ceep(( o)lSe) (Equation(1))
For example, for the junction tree shown in Figure ] (iii), we get that:
q1 (Xl, ey X5) = p(XlXQ)p(Xg‘Xl)p(X4‘X1)p(X5|X1) (Equation(Z))

We note that existence of such a closed form expression is perhaps the biggest advantage
of using a decomposable graph over an arbitrary graph. Further, for any clique C' € C,
it is easy to see that ¢ satisfies the following property: qg,,(C) = p(C). In other words,
dg ., and p agree on the marginal distributions over the maximal cliques of G 4.

If the approximation quality was the sole concern, we would like to use a
decomposable model that minimizes the relative entropy between gg,, and p, given by:
D(pllagm) = (ZoecH(C) — XgesH(S)) — H(X). This is also the commonly used
metric in probabilistic modeling [8], and further will result in low Approximation Loss.
However, as we will see in next section, when using such a model for data compression,
we also need to be cognizant of the communication topology.

3 Using Decomposable Models for Data Collection in WSNs

A decomposable model typically captures a subset of the correlations present in the sen-
sor network. In this section, we first consider the problem of designing data collection
protocols for optimally exploiting those correlations for a given decomposable model.
We then address the problem of choosing a decomposable model for a given sensor
network.

3.1 Data Collection Using a Decomposable Model

Example. We begin with the example decomposable model shown in Figure [ (i) and
the corresponding junction tree (Figure [ (iii)). For this model, Equation (2) provides
us with the way to fully exploit the captured correlations as follows:
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— For each of the cliques in the model, { X1, X5}, { X1, X3}, { X1, X4}, {X1, X5},
gather the values of the attributes in the clique at some sensor node (this can be
different for each clique).

— Use the marginal probability distribution p(X; X3) to jointly compress X; and Xo
(the clique at the root), and send them to the sink.

— Let the observed value of X; be x;. Use the distribution p(X3|X; = 1) to com-
press and transmit the observed value of X3. Since X; = z; is already known to
the sink, it can decompress using the appropriate distribution.

— Similarly, use the distributions p(X4|X; = z1) and p(X5|X1 = x1) to transmit
the values of X, and X5 respectively.

The total number of bits received by the sink can be shown to be exactly:

H(p) + D(pllq1) = H(X1X2) + H(X3|X1) + H(X4|X1) + H(X5]X1)
However, to be able to compute the total communication cost incurred during this pro-
tocol, we need to “place” the cliques at the sensor nodes (ie., decide which sensor nodes
to collect the data for each
clique at). Figure [5 shows
an example placement that
optimally exploits the broad-
cast nature of the commu-
nication. In this case, we
Moo, place the clique (X,X7) at
the sensor node X, for a €
{2...5}. With one broadcast
from node X; (at a cost of

Base Station Base Station

Cost=H(X,) + HX,IX,) + 2 * HX4lX,) + 3 * HX,X,) + 2 * H(X4IX,)
e 2 TR RS H(X1)), the value of X; =

=h + 0+2*0+3*0+2*0=h .
x1 will be known to each

of the remaining nodes (in-
cluding the sink).
The total communication cost in the second step after this broadcast is given by:

H(X2[X1) + 2H (X5|X1) 4+ 2H (X4|X1) + 2H (X5]X1)

Fig.5. Data compression using the example decomposable
model from Figure F] (i)

For the case of perfect correlations considered in Figure 3, the total cost for this model
can be seen to be h as well (same as DSC). However, the cost would be higher if the
receiving costs were non-zero (whereas the cost for DSC would remain h).

Given an arbitrary decomposable model M and a rooted junction tree for it, the data
collection is done as follows:

— Place the cliques of M on to the sensor network nodes (Section[3.2).

— For each node X, let Dy, denote the sensor nodes which have been assigned a
clique that contains Xj;.

— Find a broadcast tree to communicate X; to the nodes in Dx, (we use a breadth-
first search algorithm for this in our implementation).

— At the sensor node that has been assigned a clique C, compress the values of the
sensor nodes in (C' — S¢) according to the distribution p((C' — S¢)|S¢).
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3.2 Clique Placement Algorithms

We first present an optimal algorithm for the case when the decomposable model graph
(Gr) is a subgraph of the communication graph (G- ). We then consider the more gen-
eral case, and show that it is NP-Hard. We then present an efficient heuristic that we use
in our experimental study.

CASE: G, is a subgraph of G¢. In most sensor networks, geographically co-located
sensors tend to exhibit stronger spatial correlations than sensors that are far away from
each other. As a result, in many cases, the decomposable model graph may only contain
the edges between neighboring sensor nodes. We present an optimal algorithm to solve
this case below.

Consider a clique C; in M. Since we must gather together all sensor nodes in C;
at one location, we can either (1) transmit some |C;| — 1 of these nodes to the remain-
ing node, or (2) transmit all of them to another node not in C; (combined |C;| + 1
alternatives). However, all the nodes in C; are within communication radius of each
other (since the decomposable model graph is a subgraph of the communication graph).
Hence, each of the sensor nodes whose value needs to transmitted only needs to broad-
cast its value once. In other words, multi-hop transmissions are not needed to get the
values in C; together at one location. Thus, we only need to make binary decisions
for each node (whether to broadcast, or notﬁ Given these decisions, the placement of
cliques follows (assuming sufficient nodes broadcast their values).

Our dynamic programming-based algorithm uses the following observation: once
the broadcast decisions for the nodes in a separator .S; are made, the decisions for
the nodes in the subtree below S; can be made independently of the decisions for
the remaining nodes in the graph. Algorithm [I] shows the pseudo-code for the main
recursive procedure. Briefly, the algorithm starts at the root of the junction tree C
(ComputeOptimalCost(C, ¢)), and tries each of the |C;| 4 1 alternatives, recursing
down the junction tree for each of the alternatives. It is easy to see that the algorithm
runs in time O(n?).

If the receiving costs are non-zero, then the number of different possible decisions
for a separator S; is O(|S;|2!51) (since we not only have to decide which of the nodes
in S; will broadcast, but we also must decide which of the nodes in S; will receive
those values). Overall the complexity of the algorithm increases to O(n32%), where s
denotes the maximum separator size. Although it is exponential in the worst case, in
practice, we expect the value of s to be quite small (< 3), and hence this algorithm is
quite feasible even in that case.

CASE: G, is not a subgraph of G
Theorem 3.1. The general case of the clique placement problem is NP-Hard.

Proof Sketch: We reduce a variant of the minimum connected dominating set problem
to the clique placement problem. Given a graph G = (V, E') and a set of nodes S C V,
we construct a clique placement problem as follows. The communication graph over

3 Note that we assume here that only the transmission costs are counted, and that the cost of
receiving a message is zero.
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Algorithm 1. Procedure ComputeOptimalCost(C}, be)
Input: C;: A clique in M; be[X;] = trueif X; € S¢, is broadcast
Let key = (C;, be);
if key exists in cache return cached cost;
Let D1, ..., Dy denote the children of C};

if there exists X € Sc¢, such that bc[X]| = false then

/* All nodes in C; — S; must be broadcast */

c= EYGCi—SlH(Y) + H(CJSZ) X d(X, sink);

forj=1,...,kdo
Construct a bit-vector be; of size |Sp, | and set all entries to true;
if X € D, then set bc;[X] = false;
¢ = ¢+ ComputeOptimalCost(Dj, be;);

end

Insert (key, cost) into cache;

return c;

else
/* We must try all possible placements for C;. */
for X € C; — Sc, do
Let cx denote the total cost assuming all nodes in C; except X are broadcast;
Compute cx as above;
end
Compute c,;; = the cost assuming all nodes in C; are broadcast (C; may be placed at a
node ¢ C;);
Insert (key, min(minx (¢x), caur)) into cache;
return c,,in
end

the sensor network is set to be G. For anode X ¢ S, we set H(X) = 0. For X € S,
we set H(X) = ¢ for some constant ¢, and for each pair (X,Y), X € S|Y € 5, we
set H(X|Y) = 0. In other words, all nodes in .S are perfectly correlated with each
other. Further, we choose a node A € S, and use a decomposable model with cliques
(A, X), X # A, X € S, and further choose an arbitrary junction tree for this model. It
is easy to see that, for any junction tree, the optimal solution involves broadcasting A to
all the other nodes in S. The problem of constructing the broadcast tree is identical to
the problem of computing the Steiner connected dominating set for S, a problem that is
known to be NP-Hard [T1]. O

We next present an efficient greedy heuristic that we use for solving the clique place-
ment problem (Algorithm[2)). Intuitively, Algorithm[2lstarts off by placing all cliques as
close to the sink as possible. Then, starting with the node closest to the sink, it makes lo-
cal, cost-based decisions about whether to broadcast the value of each node away from
the sink, into the sensor network (in effect, moving the cliques away from the sink).

Example. In our running example (Figure @] (i) and (iii)), the four cliques { X1, X>},
{X1, X3}, {X1, X4}, {X1, X5} would initially be placed at node X;. The algorithm
then checks if it would be beneficial to broadcast X; instead, which would result in
placement of cliques as shown in Figure 3l After making the decision for X; (which
is not changed afterwards), the algorithm then checks to see if X, should be set to
broadcast and so on.
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Algorithm 2. Heuristic Clique Placement Algorithm
Input: A decomposable model M a rooted junction tree of M
Output: An assignment of cliques to the nodes in G¢
Let be denote current broadcast decisions (bc[X]| = true = X is broadcast);
Initialize be[X] = unknown for all nodes;
for C € M do
if 3X € C such that bc[X] # true then
Let X, € C be the node closest to the sink such that bc[X ] # true;
else
Let X, € C be the node farthest away from sink;
Place C at X,-;
end
Let ¢ denote the cost of the above clique placement;
Let X; be the 5" closest node to the sink;
fori=1,...,ndo
Set be[ X ;] = true and re-assign each clique currently placed at X; as above;
Let ¢; be the new total cost;
if ¢; < cthen set c = ¢;; else set be[X;]| = false;
end

3.3 Choosing a Decomposable Model

The problem of finding an optimal decomposable model for a given data sample to
minimize an error metric such as Chi-squared error, is known to be intractable [10]], and
heuristic algorithms are typically used for this purpose [§]]. Although our metric (which
accounts for the communication topology) is quite different from the Chi-squared error
metric, we adapt a similar heuristic search procedure in our system. More specifically,
we use a forward stepwise selection (8] algorithm to find an appropriate decomposable
model. The algorithm starts with an empty decomposable model, i.e., a model with no
edges. It then incrementally adds eligible edges in the order of their benefits until there
is no improvement in the total expected communication cost. (An edge is said to be
eligible if the model remains decomposable after adding it.) Algorithm [2] is used as
a subroutine for evaluating the total expected communication cost of the model after
adding a candidate edge in the incremental step.

To make the search problem tractable, we observe that disconnected components of
the decomposable model do not influence the placement or junction tree decisions of
each other. Hence, when a new edge is added, only the costs of the connected com-
ponents that are affected by the addition need to be re-evaluated using Algorithm 2}
a connected component is affected if the new candidate edge is incident on a vertex
(or two vertices) in the component. We also memoize (cache) the total costs of all
connected components encountered during search, as computed by Algorithm 2l Em-
ploying these two optimizations results in significantly reduced total execution time for
the selection process. Due to space constraints, we omit a more detailed description of
the algorithm.
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4 Experiments

We conducted a comprehensive experimental study over several synthetic and real-
world sensor network datasets. In this section, we present the results of that study.

Data Sets: Our first synthetic dataset (SYNTH-1, a 30-node network) is generated us-
ing a multivariate Gaussian distribution; each variable follows the standard normal dis-
tribution (with variance 1), and the covariance between attributes X; and X is set to
be a function of the distance between them, c?(X::X3) (where ¢ (0 < ¢ < 1) denotes
the correlation strength). The sensor nodes are placed randomly in a 20x20 square and
have an average hop count of 8.5 to the sink (placed at (0, 0)).

For the second and third synthetic data sets (SYNTH-2 and SYNTH-3 , two 72-node
networks), we use an analytical expression for computing the entropy for a precipita-
tion data model (presented and used by Pattem et al. [22] in their study). The network
topologies are generated by placing the nodes randomly within a 66x66 square and a
3x24 rectangle respectively, with average hop counts of 6.5 and 13.5 to the sink.

The first real-world data set, Lab [18]], contains traces from 49 sensors deployed in
the Intel Research Lab at Berkeley. The data contains roughly 23 days of recordings
on light, humidity, temperature and voltage. We use the temperature readings between
9pm to 3am for our experiments. The data from first 15 days is used for training (for
constructing the model and the pdfs), and the data from next 8 days is used for testing.
Our second real-world data set, Precipitation, contains precipitation data in the states of
Washington and Oregon collected during 1949-1994 [29]. Fifty stations are randomly
selected from the deployment. We discretize the observed values into three categories:
light rain, medium rain, and heavy rain. The initial two thirds of the data is selected as
the training set, and the remaining data is used for testing.

Comparison Systems:
We compare the following data collection methods.

— NAIVE: No compression is done while collecting the data.
IND (Section 2.2): Each node compresses its data independently of the others.
CLSTR (Section2Z.2): The clusters are chosen using the greedy algorithm presented
in Chu et al. [4].
KEN [4]: This is similar to above, except that no compression is performed while
collecting the data for each cluster at the cluster-head (this will always perform
worse than CLSTR).
DECOMP: An appropriate decomposable model is chosen using the algorithms
presented in Section 3, and is used for data collection.
— DSC: Where applicable, the theoretical lower bound is plotted (Section2.2)).

Methodology: We investigate the performance under different data and network char-
acteristics including correlation, error threshold € (for SYNTH-1 and Lab), network
topology, and the sensor receiving costs. Unless otherwise mentioned, we set € = 0.5.
To avoid model over-fitting, we limit the clique/cluster size S < 3 for DECOMP, KEN,
and CLSTR. For the synthetic datasets, we restrict the models learned by DECOMP to
be subgraphs of the communication network since the spatial correlations are strongest
for neighboring nodes. We remove this restriction for the real-world data sets. For the
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Fig. 6. Total data collection costs for (i) SYNTH-1, (ii) SYNTH-2, and (iii) SYNTH-3

synthetic datasets, we use the joint-entropy based data collection — for SYNTH-1, we
estimate the entropy using the training dataset, whereas for SYNTH-2 and SYNTH-3,
we use the analytical expressions presented in Pattem et al. [22]]. For real-world datasets,
we use suppression-based data collection.

Results: Synthetic Datasets. Figure [6] compares the effectiveness of the different
schemes at reducing the total transmission cost on the three synthetic datasets for vary-
ing correlation characteristics. We also plot an estimate of the cost of DSC; for SYNTH-
1, we can only compute an upper bound since accurate estimation of entropy over large
sets of variables is not feasible. For SYNTH-1, we plot two graphs for DECOMP, one
where we use the optimal clique placement algorithm and the other using the heuristic
algorithm (Section[3.2). There is however almost no difference in the total transmission
cost, and the two graphs overlap entirely. We use the heuristic algorithm in the rest of
the section as it is much more efficient than the optimal algorithm.

Several facts become clear from these figures. At low correlations, the techniques
perform fairly similarly; the intra-source communication cost outweighs the benefits
of joint compression, and hence all techniques degenerate to IND. As the correlation
strength increases, the total costs of the techniques that exploit the correlations decrease
rapidly, with DECOMP performing much better than CLSTR or KEN. In fact, the total
cost for DECOMP is very close to that of DSC; not only is the Approximation Loss
of DECOMP very low, but, because it exploits broadcast communication, the Intra-
source communication cost of DECOMP is also very low. We again note that, if the
receiving costs are factored in, the performance of DECOMP is noticeably worse than
DSC, although it is still much superior to CLSTR or KEN (see below).

Another interesting aspect is how network topologies affect the qualitative behaviors
of the schemes. Comparing Figure [6liii) with Figure [6ii), we see that it is more ex-
pensive to transmit data in the deep network (Figure[6(iii)) since the average hop count
is larger. Forming spatial cliques for doing in-network compressions becomes more at-
tractive in such a network; if correlations are ignored, the Approximation Loss in such
networks can be very high.

Figure [7i) presents the effects of varying the user-defined error threshold e (for the
SYNTH-1 dataset, with correlation ¢ = 0.9). As expected, the total cost decreases when
€ is increased for all techniques. We note that the performance of DECOMP remains
close to the upper bound on DSC for a wide range of error thresholds.
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We next present the results from an experiment where the receiving cost was set to
be the same as the transmission cost (as is common in many deployments). Figure [7(ii)
shows the total communication cost with the receiving cost included for SYNTH-1.
Similarly to Figure [6li), both DECOMP and the clustering based methods stay at their
upper bound, IND, till ¢ = 0.75E|. As we can see, the relative performance of DE-
COMP, IND and CLSTR remains essentially unchanged; however, the relative cost
of DECOMP increases slightly compared to DSC. This is because DECOMP exploits
broadcast communication, which gets penalized when receiving costs are non-zero.

Finally, Figure [Z(iii) presents the total cost in terms of the message-based metric
for 500 test tuples in SYNTH-1. Messages, instead of bits, are used to quantify the
communication costs. We note that the graph shows similar trends as the entropy-based
metric (Figure[6li)), with DECOMP resulting in much fewer total messages transmitted
than the alternatives.

Results: Real-World Datasets. Figure [B(i) present the results for Lab’s test traces
when receiving costs are not considered. The results are for ¢ = 0.5 and € = 1.5.
DECOMP achieves the best performance in both cases. A small value of € (i.e. ¢ = 0.5)
results in higher entropy and the total cost of all techniques increases. The increase in e

* Although ¢ = 0.75 might seem large, we note that the 30-node network resides in a 20 x 20
square, resulting in large pairwise node distances.



Predictive Modeling-Based Data Collection in Wireless Sensor Networks 49

results in sharp drops in communication costs: DECOMP achieves a 41% drop in total
cost, CLSTR has a 29% drop, and KEN has a 25% drop. More subtle, a small value of ¢
introduces higher variances in the quantized data, and hence the correlations across sen-
sors are weaker. As a result, the relative performance of all modeling-based techniques,
relative to IND, is slightly worse for small values of e.

Introducing receiving costs (Figure[8lii)) results in a higher total communication cost
for all schemes. DECOMP continues to outperform the other methods, and the amount
of performance differences for all modeling-based methods with respect to NAIVE
stays relatively unchanged.

Finally, Figure[8(iii) plots the results of exact data collection for the precipitation data
(i.e. ¢ = 0). The spatial correlations in this data are not high, but as Figure [B(iii) shows,
the modeling-based approaches significantly outperform Naive, and DECOMP achieves
the lowest total communication cost among all four modeling-based approaches.

5 Related Work

Wireless sensor networks have been a very active area of research in recent years
(see [I]] for a survey). Due to space constraints, we only discuss some of the most
closely related work on data collection in sensor networks here. Directed diffusion [13]],
Cougar [32]], TAG [19], TinyDB [20]], LEACH are few of the general purpose data
collection mechanisms that have been proposed in the literature. The focus of that work
has been on designing protocols and/or declarative interfaces to collect data, and not
on optimizing continuous data collection. Aside from the work by Pattem et al. [22]
and Chu et al. [4], the BBQ system [9]] also uses a predictive modeling-based approach
to collect data from a sensor network. However, the BBQ system only provides prob-
abilistic, approximates answers to queries, without any guarantees on the correctness.
Scaglione and Servetto [24] also consider the interdependence of routing and data com-
pression, but the problem they focus on (getting all data to all nodes) is different from
the problem we address. Cristescu et al. [6]] consider the problem of finding a near-
optimal tree-based communication structure to minimize the total transmission cost;
their approach is similar to routing driven compression (RDC) and may require
repeated compression and decompression over large numbers of data sources at the sen-
sor nodes, which may make it unsuitable for resource-constrained sensor networks. In
a seminal work, Gupta and Kumar proved that the transport capacity of a random
wireless network scales only as O(y/n), where n is the number of sensor nodes. Al-
though this seriously limits the scalability of sensor networks in some domains, in the
kinds of applications we are looking at, the bandwidth or the rate is rarely the limiting
factor; to be able to last a long time, the sensor nodes are typically almost always in
sleep mode.

Several approaches not based on predictive modeling have also been proposed for
data collection in sensor networks or distributed environments. Kotidis and Gupta
et al. consider approaches based on using a representative set of sensor nodes
to approximate the data distribution over the entire network. Constraint chaining
is a suppression-based exact data collection approach that monitors a minimal set of
node and edge constraints to ensure correct recovery of the values at the base station.
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More recently, Cormode et al. [3] have proposed a similar approach of using replicated
predictive models to solve the problem of maintaining accurate quantile summaries over
distributed data sources.

6 Conclusions

In this paper, we presented an approach that uses a subclass of undirected graphical
models called decomposable models for continuous sensor data collection with ac-
curacy guarantees. Compared to previous predictive modeling-based approaches, our
approach is more effective at exploiting the spatial correlations in the data, and thus
reducing the total communication cost incurred during the process. Our proposed ap-
proach also naturally exploits the broadcast nature of communication in sensor net-
works. An extensive experimental study using both synthetic and real-world data sets
demonstrates the effectiveness of our approach.

There are several directions of future work that we are planning to pursue. We are
developing more efficient algorithms that can scale to very large sensor networks, and
that can efficiently exploit both spatial and temporal correlations. So far we have as-
sumed that the sensor nodes do not fail; extending our protocols to function correctly
in presence of such faults remains a challenge. Finally, although our approach performs
very well compared to the lower bound provided by DSC, understanding the fundamen-
tal reasons behind the gap between the two and how we can bridge that gap remains an
open question.
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Abstract. A localization algorithm using radio interferometric mea-
surements is presented. A probabilistic model is constructed that
accounts for general noise models and lends itself to distributed computa-
tion. A message passing algorithm is derived that exploits the geometry
of radio interferometric measurements and can support sparse network
topologies and noisy measurements. Simulations on real and simulated
data show promising performance for 2D and 3D deployments.

1 Introduction

Self-localization is a fundamental, yet not completely solved, problem in the
design and deployment of sensor networks. It is fundamental because sensor
networks are envisioned to provide visibility and monitoring with inexpensive
devices in GPS denied areas. Despite many localization algorithms and improve-
ments in device hardware, one can argue that the problem is not completely
solved since no single method has been widely adopted for such a fundamen-
tal problem. Most notably, there is a need for a localization system capable of
handling the multipath effects encountered indoors and in dense urban areas.
The main impediment to the creation of such a system is an effective means of
obtaining range measurements in a multipath environment and the development
of localization algorithms that can account for these effects.

Various technologies such as ultrasound/RF TDOA ranging [1], acoustic TOA
(e.g. [2]), and received radio signal strength (e.g. [3]), have been proposed and
demonstrated for acquiring pairwise distance estimates. Broadly speaking and
despite the ingenuity of these approaches, these methods are plagued by short
range, poor precision, or the requirement of an ancillary system devoted just to
ranging. Given these limitations, researchers have proposed methods for network
localization that do not rely on ranging at all. These so-called range free methods,
see for example [4J5lJ6], use either a camera system or in the case of [5] a steerable
laser to localize the nodes. Again, these solutions require additional hardware
and calibration to solve the problem.

A recent breakthrough has changed the localization landscape considerably.
Researchers at Vanderbilt University have proposed and demonstrated a surpris-
ingly simple, yet powerful, method for ranging using only the radio that produces
centimeter ranging accuracy at ranges up to 160 meters [7I§]. This technique,
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known as radio interferometric ranging, exploits electromagnetic interference to
obtain an observable that is a function of the locations of four nodes sensors
(known here as a quad) involved in the measurement. As such, it does not di-
rectly produce pairwise distance measurements, but rather a linear combination
of four of the possible six pairwise distances. This fact renders localization algo-
rithms that rely on pairwise distances unable to capitalize on this new technique.
Perhaps the most remarkable feature of this technique is that it can be imple-
mented with coarse time synchronization on inexpensive radios found on widely
available sensor network devices.

In this paper, we propose a distributed algorithm for network localization
using radio interferometric ranging. We derive and exploit the geometry under-
lying the ranging technique that enables the algorithm. In the next section we
show how the location of a node is constrained conditional on the location of
the three other nodes involved in the ranging measurement. We show that, in
the two dimensional case, knowing the location of three nodes constrains the
fourth to a branch of a hyperbola. By taking two independent measurements
on those four nodes, one can obtain another distinct hyperbola thus further
constraining the nodes location to lie on the intersection of these conics. Given
that the knowledge of three nodes and two independent interferometric range
measurements (RIMs) reduces the uncertainty of the fourth node to just one
or two intersection points, it seems plausible that a multilateration procedure
can be derived akin to trilateration in systems with pairwise measurements. In-
deed, assuming a 2D deployment with four anchor noded] and a sensor within
RIM’s range of the four anchors, the unknown node can participate in up to
three separate independent quads [8]. Further assuming that for each quad two
independent measurements are obtained, a set of intersections points can be
computed for the unknown sensor and this set of points could then potentially
be used to determine the location of the unknown node.

In contrast, we adopt a probabilistic approach. Given the nonlinear relation-
ships defined by the ranging procedure, their resulting uncertainty and our ul-
timate goal of developing a robust means of network localization in multi-path
environments, a nonparametric probabilistic approach is preferred. We embed
the underlying geometry in a flexible probabilistic model that lends itself to
distributed computation. With the appropriate definition of the model, the dis-
tributed inference algorithm, known as belief propagation, in a sense, “comes for
free.” In this regard, our approach is very much in the spirit of Thler et al. [9],
but adapted to the subtleties of dealing with radio interferometric ranging.

2 Conditional Geometry of Radio Interferometric
Measurements

The functional form of the radio interferometric range measurement presents a
unique challenge in designing a distributed localization algorithm. On a set of

! Three anchors will not suffice, since, in the general case, the uncertainty of the
unlocalized node can only be reduced to two distinct intersection points.
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droyw = [T =W = [[U = W[+ ||U = V|| - [T = V]|

Fig. 1. Radio interferometric measurement

four sensors labeled T, U, V, and W, after post processing the RIM is given

by [7US]
drovw = ||T =W = ||[U=W|[+[[lU =V = [IT = V| +7n (1)

where 7 represents an additive noise term. However, if three of the four nodes
involved in the measurement are known, say for example, {T,V, W}, the mea-
surement reduces to a quadratic equation in the coordinates of the unknown
node,

drovw = —lU = W[ +1[U = V|| + ¥ + 7 (2)

where £’ is the constant given by ||[T'— W|| — ||T = V||. As is evident, in two
dimensions the locus of points satisfying this equation is a conic section. Specif-
ically, by setting dryyw = k* and neglecting the noise term for a moment, the
equation

k=k -k =—[U-W|+|[U-V] 3)

describes the location of node U conditional on the measurement and the loca-
tions of the nodes {T,V,W}.

Equation Bl defines one branch of a hyperbola with foci at the points {V, W} .
There are two independent RIMs on four nodes [§] corresponding to two dis-
tinct hyperbolae, thus the uncertainty of the unknown sensor location can be
further reduced by taking an additional measurement. For example, the measure-
ment dpyyw = ||T — W|| = ||V = W||+ ||U = V|| = ||T — U|| defines a second
hyperbola with the unknown node location at the intersection points of the hy-
perbolae defined by the measurements {dryvw, dryvow } . Figure 2 depicts the
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Fig. 2. Intersection points of hyperbolae defined by two independent RIMs

scenario with the unknown sensor cycling through all four possibilities with the
two measurements fixed. From the figure we can get a feel for the sensitivity
of the intersections to the input data. For example, the figure in the upper
left quadrant (where T is the unknown node location) we see that not only two
intersection points exist but also the hyperbolae almost coincide on the arc where
T lies. Clearly this geometry is very susceptible to noise in the input data and
hints to the difficulty in crafting a localization algorithm for ad-hoc networks
with interferometric ranging. A favorable geometry is depicted in the lower left
quadrant, where the hyperbolae intersect in a unique isolated point V.

Computing the intersection points of two conics, in general, requires solving a
quartic equation that does not admit a convenient closed form solution. However,
if the hyperbolae share a common focus, as is the case for the measurement set
{drvvw,drvuw}, this system reduces to a quadratic equation and the intersec-
tion points can be computed exactly and efficiently. For example, the location of
sensor V' is a common focus of the hyperbolae defined by dryvw and dryuw,
if sensor U is the unknown node.

Since a literature survey did not uncover the procedure for computing in-
tersection points of conics sharing a focus, a derivation is presented here. If a
translation and rotation are applied to bring the common focus to the origin
and the other focus of one of the hyperbolae to the x-axis, then the equation in
polar coordinates of the hyperbola with both foci on the z-axis is

mi

r(0) = e1cos(f) — 17 )

where )
es—1
my = || f1] 1261 ; (5)
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e1 is the eccentricity of the hyperbola and || f1]] is the distance between the two
foci. If the angle of elevation of the semimajor axis of the second hyperbola is ¢,
then the equation of that hyperbola is

— ma
r2(0) = eacos(f — @) — 1’ (6)
where )
es5—1
ma = || f2]] 2262 ; (7)

€9 is the eccentricity and || f2|| is the distance between the foci. These expressions
describe both branches of the hyperbolae. Once we find the intersections, we will
eliminate those involving the extraneous branches. With the common focus at the
origin, there is a range of values within arctan(y/e2 — 1) of the positive direction
of the semimajor axis (i.e., 8 = 0 for the first hyperbola, § = ¢ for the second)
for which there are two points of the hyperbola — one corresponding to a positive
value of r; and lying on one branch of the hyperbola, and one corresponding to
a negative value of r; for € halfway around the circle on the other branch. In
order to find all intersections of the hyperbolae, we need to set 71 (0) = r2(0)
to find intersections of portions of each hyperbola with the same sign of r; and
—r1(0 + 7) = r2(0) to find intersections of the negative part of one hyperbola
with the positive part of the other.

These equalities each yield a quadratic expression in cos(6) whose standard
form coefficients are:

a1 = ( - 62)2+2 1 (1 cos(¢)) (8)

my ma mimsa

=z - 2 s (0 - 1) ©)
c1=<1 _ 1)2—(62>2(1—0032(¢)) (10)

mz My ma

for the first equality and

2
g — <;11 - ;22) . zniﬁz (1 — cos (¢)) (11)
by =2 <§;1 — ;22 cos(¢)) <17”1Ll + n;) (12)
¢ —<1 + 1)2—(62>2(1—0032(¢)) (13)
2T mi mo mo

for the second. If the discriminant d; = b? — 4da,c; is negative, zero, or posi-
tive, that equality has no solutions, one solution, or two solutions, respectively.
Therefore, the total number of intersections of the hyperbolae can be anywhere
between zero and four. If there are solutions, they are given by:

~ —bi £ /d;

cos(#;) = 2, (14)
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for i« = 1 or 2 indicating which hyperbolic intersection equality we are evaluating.
In order to solve for ;, we must calculate sin(6;) as well to ensure we determine
the correct quadrant.

cos(61)(erma — eamy cos(@)) — ma + mq
eamy sin(¢)

cos(@z)(elmg — eom COS(¢)) +mq 4+ mo
eamyq sin(¢)

sin(6;) = (15)

sin(ﬁg) = (16)

The solutions for #; then can be calculated by taking the arctangent of the
quotient of the sine and cosine, maintaining the correct quadrant. We eliminate
those values that are outside the range of values for the branch of each hyperbola
that correspond to the measurement constraint. After doing so we will have zero,
one, or two values of #; remaining. Although for the most part we will have a
nonzero number of intersections remaining since the nodes are embedded in the
space and the measurements are derived from their positions, noise in the mea-
surements can occasionally cause a situation where no intersections are possible.
This indicates that the positions of at least one of the three foci is inconsistent
with the measurements. When intersections remain, plugging their values back
into Eq. (@) and rotating and translating back to the original coordinate system
gives us the possible locations of the unknown sensor node.

The radio interferometric technique is not restricted to two dimensions. More-
over, the geometry associated with the measurements generalizes as well. In the
3D case, the conditional uncertainty of a node given the location of the three oth-
ers is a hyperboloid. Two RIMs reduce the uncertainty to the intersection curve
of the hyperboloids. Again if two hyperboloids share a common focus, solving
a simple quadratic equation leads to an analytic parameterization of the inter-
section curve [I0]. It turns out that this intersection curve is a hyperbola or an
ellipse. Examples of the geometry of 3D RIMs is depicted in Figure Bl where a to-
tal of four measurements are taken, two generating a hyperbolic intersection and
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Fig. 3. Intersection curves of hyperboloids defined by RIMs in 3D
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the other two generating an elliptical intersection. The location of the unknown
sensor lies on the intersection of these two curves as depicted in the figure.

3 Problem Formulation

In the preceding section, the geometric intuition behind the proposed algorithm
was outlined. These considerations, even in the 2D case, do not suffice to design a
robust, scalable localization algorithm. Our approach embeds the multilateration
primitive into a probabilistic model that allows for soft assignments of the sensor
locations that are iteratively refined over time.

In addition to the nonlinearity introduced by the form of the interferometric
measurement, noise and errors from a variety of sources affect the measurement
value [7]. These sources of error, such as multipath effects, carrier frequency inac-
curacy, time synchronization error and signal processing errors, are modeled by a
noise distribution in our algorithm. These errors manifest in the post processing
of the interferometric measurements as a possible error that is a multiple of the
wavelength of the carrier frequency. This distribution can therefore be modeled
as a small Gaussian mixture with components centered at integer multiples of
the wavelength of the carrier frequency. It has been shown that iterative filter-
ing techniques can be applied to the radio interferometric ranging procedure to
produce high precision range estimates in a mild multipath environment that
effectively remove the non-Gaussian nature of the errors [§]. Though it has not
been explicitly demonstrated, an RSSI technique such as radio interferometry
will likely suffer performance degradation in a high multi-path environment such
as indoors or in a dense urban area. Our approach attempts to explicitly handle
the effects of ranging error by associating a random variable to each sensor loca-
tion and defining the joint distribution of the sensor locations that incorporates
the intrinsic geometry of the radio interferometry technique.

The formalism used to capture the uncertainty and the measurement model
is a probabilistic graphical model. Let X = {z1,22...2,} be a collection of
random variables. A graphical model is a factored representation of the joint
distribution over X defined by a set of potential functions 1(-) that encode the
coupling among the variables and an undirected graph that represents the notion
of conditional independence among sets of random variables. Given a graph and
set of potential functions, the joint distribution can be written as

p(x1, o, ..., Ty) X ch(z‘c) (17)

ceC

where C is the set of fully connected subsets or cliques of the graph and =, = {z,, :
2, € c}. Graphical models are often employed for problems where the cliques
can be restricted to pairs of nodes and the joint distribution given measurements
is given by

p(ﬂUl,xz,u-,l‘MD)O( H wuv(xmxmduv)nwu(xuadu) (18)

(u,v)e€ u
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where £ is the set of edges in the graph and D denotes the entire set of mea-
surements , dyy,d, € D and ¥(x,,d,) is a local potential function that is used
to capture any a priori knowledge for a node or to model a local measurement.

The graphical representation of the joint distribution has inspired many infer-
ence algorithms that exploit this graphical structure to achieve greater efficiency.
An iterative message passing algorithm known as belief propagation is one of the
best known of these methods for computing marginal distributions due to its
simplicity and excellent empirical results on high dimensional problems. For
problems involving spatial data in ad-hoc sensor networks, one can exploit the
analogy of a communications graph, where an edge signifies a communication
channel between sensors, and identify these two graphical representations to de-
velop a probabilistic model for fusing measurement data that includes a simple
message passing algorithm for performing inference on that model.

For continuous systems with pairwise couplings, the belief propagation update
equations are given by an expression for computing a message from node u to
node v, denoted M., (2, ) , and an expression for computing the belief at a node,
0B, , which is an estimate of the marginal distribution of the random variable z,, .
At iteration n, the message update is given by

o (@) /¢ (T, o) Y(24) H my, a:u ) dx,, (19)

(w,u)e&\ (v, u)

Note that the message sent from node x, in the previous iteration is excluded
from the message product for consistency of the marginalization procedure.

Roughly speaking, Eq. (Id) represents node u’s belief about the marginal
of node v given its measurements and the messages from its neighbors in the
graph from the previous iteration. Fusion of these messages to approximate its
marginal is achieved by simply taking the product of received messages and the
local potential function,

BMxy) () [ ma (20)

(ww)e€

In the context of sensor networks, the attraction of belief propagation in a graph-
ical model is evident since it is a simple way to perform global inference using
local communications and distributed computation. However, the correctness of
belief propagation is not guaranteed unless one restricts the graphical structure
to a tree. Fortunately, the so called loopy version of belief propagation, where
one carries out the message and fusion updates of Eqs. (I9) and @0) without
regard to the existence of loops in the graph, has shown excellent empirical per-
formance in a variety of settings. There has been some progress in understanding
the convergence of loopy belief propagation. The most useful characterization for
this discussion is that if the loopy algorithm converges, it will converge to fixed
points of the so called Bethe free energy [11]. Alternatively, one may always ag-
gregate random variables into a junction tree and conduct message passing on
that tree to perform inference exactly; however, the complexity of the algorithm
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is exponential in a graphical property of the junction tree known as the tree
width.

As may be intuitively obvious, a graphical model formulation of the network
localization problem with interferometric ranging will not have pairwise cou-
plings since the variables are coupled by the measurement that involves four
nodes to obtain one observable. The joint distribution factors according to this
coupling and is given by

plar, ...z |D) o [[v(e) [] ¢, 20, 20, 2, drvvw) (21)
t (tuvw)€Q

where Q is the set of quads in the graph.

There are a number of ways to define higher order belief propagation. One
method, as mentioned above, is to aggregate variables into a junction tree. This
technique has been extended for distributed inference problems in sensor net-
works with lossy communications in [I2]. In this work, we follow a derivation
obtained by minimizing the Bethe free energy in a manner analogous to the case
with pairwise potential functions [13].

Let 7, be the set of index triples that share an interferometric range mea-
surement with node x,,. Formally, if (tuv) € 7, we can express the message
from the set {z4, ., 2, } to node x,, , denoted mp,, . (z,), as

ANEREY RUEATIEAICRTEENENE R | (e

(qrs)eT,\ (tuw)

H mi o () H meS%(xt) dxedr, d, (22)
(qrs)eT,\(tvw) (qrs) €T\ (uvw)

Analogous to the pairwise case, the estimate of the marginal is simply the prod-
uct of the incoming messages with the local potential function

8" (xw X w xw H M xw) (23)

(tuv) €Ty

While being functionally simple, the expression defining the messages suffers
from two serious drawbacks. First, the integral is clearly intractable for densely
connected networks of resource constrained devices such as sensor networks. We
defer the discussion of this important consideration until the next section where
a suitable approximation technique is presented. The second drawback of such
an expression, which is clearly exacerbated in the case of four node couplings, is
the complexity and coordination required among the sensors to implement the
message passing. While being decentralized, a direct implementation of an algo-
rithm utilizing ([22)) would be a poor distributed algorithm due to the complexity
of the message passing. For example, as depicted in Figure[d] to pass a message
from the triple (ijk) € 7; to x;, the sending triple would have to elect a leader
node to recieve the individual nodes’ contributions and perform the product and
integral in (22)). Following the approach suggested in [T4[9/T5], we can simplify
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Fig. 4. Higher-order belief propagation message passing

the message passing to broadcast communications at the cost of local memory.
To see this, note that the beliefs [23]) contain much of the information required
to form the message ([22)), except for the four variable potential function and the
correction required for consistency. Thus, given the measurements, each node
can reconstruct the incoming messages from the collection of beliefs broadcast
by nodes who share measurements with it by forming,

ﬁnfl Ty ﬁnfl T /anl T
m?u'uw(‘r’w) X /¢($t7$u7$v,$w) n—1 ( ) n71< u) nf(l 'u) d-Ttd-Tud-Tzw
Mypwt (‘rt)mt'uwu (mu)mtuwv (‘TU)
(24)
In this formulation, a node updating its belief reconstructs the incoming mes-
sages by using neighboring nodes’ beliefs and forming (24]). These messages are
then used in the node’s belief update. It then calculates messages it would send
to each of its neighbors using ([22]) and stores them locally to use in (24) in the
next iteration while broadcasting its newly calculated belief instead of sending

{muth(xt) 9 mtku(xu) s Miwwo (xv)}

4 Nonparametric Belief Propagation

In the previous section, formal expressions were presented for performing dis-
tributed inference over continuously valued random variables. A continuous
model is favored over a discrete model, arising from a discretization of the sensor
field, for a variety of reasons. First, the resolution of the localization solution
is dictated by the size of the grid and thus the state space of the random vari-
able grows quadratically with the precision of the solution. This would force
an intractable summation in the discrete analogue of the BP equation (22)).
A discrete model also implies a priori knowledge of the size of the field which
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cannot be guaranteed for ad-hoc deployments. A Gaussian model is inappro-
priate as well, since radio interferometric measurements exhibit non-Gaussian
errors and, as shown previously, two measurements on four nodes restrict the
localization solution to one or two intersection points of hyperbolae in the two
dimensional case, which is a non-linear coupling of the random variables. There-
fore a non-Gaussian, non-linear approach is preferred. Despite the advantages
of the non-Gaussian continuous model, at this point we have only exchanged
an intractable summation with an intractable integral. The key innovation of
nonparameric belief propagation [I6/17] that enables the integration of these
methods to sensor networks is an efficient technique to stochastically approxi-
mate the message products and integral appearing in (22 23]) by sampling based
methods.

To this end, we pursue a nonparametric approximation of the beliefs and
messages as mixtures of Gaussians,

N
Miwow (xw) - Z aiUN(xun Mzm A) (25)

where N (x, i, A) is a Gaussian random variable centered at the sample p and
covariance A, o’ is the weight of the ith Gaussian component of the mixture, and
N is the number samples. Since the product of Gaussian mixtures is a Gaussian
mixture and further assuming that the potential function can be modeled as a
Gaussian mixture, the products appearing in (22 23]) are well defined and again
Gaussian mixtures, albeit with O(N?) components for products of ¢ messages.
If N is large enough to represent the distribution and for ¢ > 2 messages, exact
sampling of (22 23) would be intractable. Several techniques for approximate
sampling from Gaussian mixtures were presented in [I§]. In our simulations we
used an approach from [I8] known as mizture importance sampling, though other
methods performed similarly. Covariances are determined by the so-called rule
of thumb, which is simply an estimated weighted variance of the samples.

5 Description of the Algorithm

Given the machinery of nonparametric belief propagation and analytic expres-
sions for the intersection sets resulting from the underlying geometry, the
distributed algorithm is relatively straightforward to define. To do so, we must
define the probabilistic model specified by the graph and its single and four node
potential functions. The graph describing the coupling of the random variables
is given by the ad-hoc deployment of the sensor nodes and the radio interfer-
ometric measurements collected in the field. Thus for each measurement, we
define a clique on the four participating nodes. In this work, we also assume
that this graph is contained in the communications graph so that there is a com-
munications link between all nodes sharing a measurement. In practice this may
not be the case as it has been demonstrated that interferometric measurements
can be obtained with relatively weak signals that are not of sufficient fidelity
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Fig. 5. Belief update

to support communications [§]. In this case, the probabilistic graphical model
and the communications graph would not coincide. In our simulations we did
not explicitly model the communication channel and therefore do not make this
distinction here.

Figure Bl graphically depicts the belief update process for a single sample from
a single quad. To update node W, the nodes {T,U,V,W} perform the inter-
ferometric procedure to obtain the measurement set {dryvw,dryvuw }. These
measurements are perturbed by a sample from the noise distribution and with
a sample from the belief of nodes T',U, and V the intersection set is formed to
obtain one sample estimate of W’s location. The sampling procedure is repeated
for all samples. As described above, the mechanics of belief propagation general-
ize this process for fusing the contributions from multiple quads to further refine
the belief estimate and mitigate the impact of noise and multi-modality.

In the localization algorithm, the single node potentials, 1 (z,), serve as a
way of incorporating a node’s prior location information into the probabilistic
model. As in most network localization algorithms, we ground the problem by
employing anchor nodes which know their precise location. This information is
given by some other procedure outside of the algorithm; for example, these nodes
are localized using GPS. Thus for a d—dimensional anchor node the potential is
given by

w(‘ranchor) = N ([ffgty cee 7$Zt]a Aanchor) (26)

where xft denotes ground truth and Agpcnor is a diagonal covariance matrix en-
coding the uncertainty in the anchor’s position. In our simulations we assume
that the anchors have perfect knowledge of their location, thereby effectively
assigning a delta function to the position covariance, though this assumption
can be easily relaxed. Also, in our implementation, anchor nodes do not up-
date their beliefs. Whereas the anchors have perfect location information, the
non-anchor nodes have total ignorance. This can be modeled by specifying the
single node potential as a uniform random variable over the entire sensor field.
In addition to implying some a priori information about the size of the field, in
our experiments we found that estimates were adversely affected by sampling
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error of this uniform distribution. Therefore, we instantiate the single node po-
tentials for non anchors as empty. Since the single node potentials serve as prior
information, empty single node potentials achieve the desired uncertainty but
this choice affects initialization and the scheduling of the message updates. We
address this issue in the following section.

The four node potential functions define the coupling given by the interfero-
metric measurement. Given a model of the noise distribution, p, we can formally
write the potential function as

W(Tt, Ty, Lo, Tw) = P - Py2 - Where (27)
pm = py (drovw — ([|7e — || = |20 — || + 2w — 20| — [zt — 20])) (28)
P2 = py (drvow — (|70 — wl| = |20 — Tu|| + [|Tu — 20| = [|2e — 24])) (29)

Thus given an instantiation of the random variables and the potential functions
defined as above, the joint distribution (ZI) expresses its likelihood. In our al-
gorithm, these formal expressions are instantiated by the analytic expressions
obtained by solving for the intersection set of the hyperbolae as described in the
following.

The algorithm is initialized by performing the radio interferometric ranging
procedure. Currently the coordination and estimation is executed at a base sta-
tion [TU8ITY]. Frequency and phase estimation is performed at the node level and
from that information an estimate of the measurement d7 vy can be computed.
In this paper, we assume a situation where the range estimates can be obtained
in the network and so that with the following algorithm, the entire localiza-
tion procedure is distributed and performed in the network. In this scenario,
local messages are sent so that all nodes involved in a measurement receive the
range estimate. Also, as described previously, we only consider quads where two
independent interferometric measurements have been taken. For simplicity, we
assume that these are of the form dryvw and dryouw .

The expression defining the four node potential function is now made more
concrete. The messages appearing in ([24]) are reconstructed at a node according
to the following. Upon receiving a collection of weighted samples

(B (20), B™(wa), B (x0)} = {(2h,ad), (ah,0l), (2h,08)}e,  (30)

representing a current set of beliefs for which measurements exist, node z,,
propagates these samples through the potential function to construct the mes-
sage Myyww - Lhe basic idea is to use the measurements and the three sample
points to form the intersection set. To this end, the updating node x,, uses the
ordering of the measurement to determine the common focus of the two hyper-
bolae (hyperboloids). For example, for the measurements dryvw and dryuw
the common focus is x; since we have

drovw = [[e; =@, || = [Jof =@ || + [Jol = ]| = ||l2t —2i]] - (D)

= ||a} — i, || — ||z — 2b|| + krovw (32)
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and

drvow = ||o — a3, || = [|2), =@ || + |[2h —a]] = |Jot —2i|[  (33)
= ||z} — 2l || = |2l — =, || + krvow (34)

since using the i-th sample from current beliefs sets {z%, 2%, 2%}, the last two
terms in each expression evaluate to constants. Note that the ordering of the
measurement matters. In the interferometric ranging procedure this ordering is
determined by which nodes are transmitters and which are receivers and there-
fore easily obtained and stored in memory. The sample set is translated and
rotated so that the common focus is at the origin and another focus lies on the x
axis. Now for each measurement a sample is drawn from the noise model n; ~ p,
and the constants defining the hyperbolae (hyperboloids) are perturbed by this
sample. Thus we have the quadratic equations defining our constraints on the
location of the updating node as

drovw — krovw +m = ||of — 2l || — [|2l, — =, ]| (35)

and ) ) ) )
drvow — krvow +n2 = ||z} — 2k || = ||2h — 2% || - (36)

From the left hand sides of these equations and the samples defining the foci,
the intersection set of the hyperbolae (hyperboloids) can be computed. In the 2D
case, it is possible that the intersection set is a single point, however in general
the intersection set itself must be sampled to produce the message sample m?,, .-
Note that this point must now be transformed back to the original coordinates
system of the input data. Recall that the notation 7,4, denotes the message
“sent” from {x¢, Ty, Ty} 10 Ty .

Finally the samples from the intersection set are weighted to complete a faith-
ful approximation to (24)).

aiuvw _ azazaétR’(m;uvw) . (37)

Myvwt (xt)mthu (xu)mwtuv (xv)

In the expression defining the weight for the message sample m!,,,, we have in-
troduced the function R(-). This function serves to weight samples based on the
notion of range. Because the intersection sets are sensitive to noise in the defining
data, it can be the case that some samples are placed far outside the sensor field.
This function limits the impact of these outliers by taking the max distance of the
new sample from the incoming beliefs samples and evaluates an exponentially de-
creasing function on that distance. In the 3D case, the notion of maximum range
also defines intervals to sample the unbounded hyperbola intersection curves so
that only a segment of that hyperbola is ever used in the message update. This
procedure is performed for all samples to construct a sample based estimate of
the message Mmiypw ~ {miummaium}il. When all messages have been sim-
ilarly constructed, samples are drawn from the message product (23)) to form
the estimate of the marginal 5(z,,) as described in the previous section. Finally,
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now that node x,, has an updated belief, it broadcasts its belief to neighbors and
the messages appearing in the denominator of the weighting expression (37) are
computed and stored in memory for use in the next iteration of belief updating.
This completes one iteration of belief propagation for a single node.

6 Broadcast Scheduling

After the interferometric ranges have been computed, the message passing al-
gorithm is initiated by localized nodes broadcasting their beliefs to neighbors
(neighbors with respect to the graph defining the probabilistic model). Since
non-anchor nodes are initialized with an empty prior distribution, they are silent
until updating their beliefs. Clearly, since anchors are the only nodes initialized
with their location, they initiate the message passing. Since in general, a singe
quad measurement does not suffice to localize an unknown node, it is likely
that the first nodes receiving messages from the anchors will not be uniquely
localized. In any case, these nodes broadcast their (perhaps multi-modal) belief.
In this way, the belief updating grows out from the anchor nodes as shown in
Figure[@ In the figure, the anchor nodes are depicted by diamonds and labeled
as 1,2, and 3. The complete graph on four nodes denotes the first quad and
therefore the first belief update. Subsequent nodes in range can use utilize the
computed beliefs or the locations of the anchors to update their own belief. This
process continues until covering the entire graph and repeats with the next it-
eration, however now that all nodes have a nonempty belief there will likely be
more quads available to refine their belief estimates. Note that we also assume
that at least 3 anchors are involved in at least one quad measurement, other-
wise the process would not initiate. This assumption will be relaxed in future
implementations by giving all nodes some prior distribution, however it is not
currently implemented and it is expected that many iterations of belief prop-
agation will be required to localize the node sufficiently. Even with 3 anchors
sharing a measurement with a non-anchor node, it is reasonable to ask under
what conditions the algorithm will grow out to cover the entire network. For a
partial answer we quote a result derived for localization with trilateration with
pairwise range estimates. In [20], necessary and sufficient conditions were de-
rived for network localizability using trilateration. Using a random geometric
graphs model of the ad-hoc configuration of sensor nodes and the existence of

Fig. 6. Graph growing out from the anchors
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pairwise range measurements between nodes, asymptotic results were obtained
for determining the existence of a so-called trilaterative ordering of the vertices
in a graph. A trilaterative ordering in dimension d for a graph is an ordering of
the vertices 1,...,d+1,...n such that 1...d + 1 are fully connected and from
every vertex j > d+ 1, there are least d+ 1 edges to vertices in the ordering. By
appealing to graph rigidity theory, the authors show that the existence of trilat-
erative ordering is a necessary and sufficient condition for unique localizability
of the network. Moreover, they establish an asymptotic result that for a network
of n nodes with measurement range r, if lim,_ lggri > 8, then there exists a
trilaterive ordering with high probability. In our case, this is a necessary condi-
tion for the broadcast schedule to cover the entire graph in the first iteration of
belief propagation. Given the underlying geometry of the ranging procedure and
the uncertainty in the measurements, additional iterations of message passing
are needed for sufficient localization. However, this result which is satisfied by
dense (measurement) graphs yields a theoretical assurance that our algorithm
will terminate with all nodes being involved.

7 Simulation Results

To assess the performance of the algorithm we performed simulations with real
and simulated data. We implemented the algorithm as described in the previous
sections in MATLAB. This centralized version of the algorithm retains all the
components necessary for a distributed implementation, but the simplicity of
a centralized algorithm allowed for the focus to be on the algorithm and not
on technical (albeit important) issues regarding wireless communications and
limited computational power. We used the KDE Toolbox [2], a MATLAB tool-
box with optimized data structures and sampling procedures, for the Gaussian
mixture product sampling.

For a point of comparison, the real data used in our experiments was the
“football field” data provided by Vanderbilt University [19]. This data set con-
tains over 7000 RIM’s for a network of 16 nodes placed in an approximate grid.
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Fig. 7. Nearest neighbor quads graph from the football field data set and first iteration
marginals
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Fig. 8. Noise distributions used in simulations and average localization results

This data set benefits from the filtering technique proposed in [§] to refine the
range estimates resulting in an error distribution that is nearly Gaussian with
variance approximately .007, depicted by the solid (blue) curve in Figure
Excellent localization results with this data set were obtained in [8] using a
centralized genetic algorithm executed at a base station. The genetic algorithm
of [8] does not exploit the geometric structure of the problem, but rather does
something akin to exhaustive search to find a minimum of the associated op-
timization problem. To obtain the centimeter localization accuracy reported in
[8], this 7000 element data set was used.

From this data set we generated a random mnearest neighbor graph simu-
lating measurements in our simulation. This graph represents just 53 quads
or equivalently 106 interferometric measurements. Three central nodes, labeled
{6680, 6838, 6957} were chosen as anchors. Figure [ shows the quad graph con-
structed from the football field data set and the marginals from the first iteration
of belief propagation. As in all our simulations, the final localization results is
taken as the maximum of the marginal distribution. Note that in the results plot,
node 6435 has a multimodal marginal distribution. It turns out that node 6435 is
the first updating node and with only 3 anchors, there is only one measurement
with which to update its belief resulting in the bimodal distribution. Samples
approximating this distribution are broadcast to neighbors for their updates. Its
important to note that even with the bimodality, neighboring nodes are able to
refine their estimates fairly well in the first iteration. Note also that nodes on
the boundary are localized but with some uncertainty as shown in the close-up.
In this particular simulation, successive iterations of the message passing drove
down the mean error to less than 15 centimeters.

The approach is sensitive to noisy messages. Taking the product of messages
in equations (22 23) is effectively equivalent to performing an AND operation
on the messages and looking mostly at the intersection region of all messages.
A single noisy message has a heavy hand in altering this region. The result is a
smaller region of support from the message product that leads to samples that
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are closely clustered, possibly lending misplaced confidence in their locations.
Additionally, these locations can be removed from the true location of the node,
leading to a situation where a node is confidently localized to the wrong location.
Setting the bandwidths to capture the spread of the incoming messages may help
to aleviate this situation.

From a Bayesian point of view, our algorithm relies on two sources of prior
knowledge: the noise distribution and the maximum measurement range. Since
these quantities can be estimated but never known with certainty before de-
ployment, it is interesting to investigate the impact of our certainty of these
quantities on the localization results. To test this, we performed 5 iterations of
the belief propagation over 10 trials to get average localization results for various
noise distributions. The results of this experiment are shown in Figure [§l The
true noise distribution calculated from ground truth information from the entire
data set is depicted by the solid (blue) curve in the left panel of Figure Bl The
solid (blue) curve in the right panel shows the mean error per iteration in me-
ters when the true noise distribution is used in the algorithm. Recall that we use
our knowledge of the noise distribution by perturbing the measurements before
solving for the intersection set (Eqs. B2) and (B])). Similarly, if we assume a
priori that the noise distribution is given by the dashed (red and green) curves in
the right panel , the corresponding localization estimates suffer somewhat. Not
surprisingly, perfect knowledge of the noise distribution sharpens the localiza-
tion results. However, in these experiments, even though our noise distribution
assumptions are qualitatively different from the true distribution, the results are
not affected too severely. A similar analysis with respect to our prior knowledge
regarding the maximum range showed similar robustness.

In an effort to understand the impact of the grid layout of the football field
data set, we created simulated data sets with ad-hoc deployments by placing
nodes according to a uniform distribution over the field. A grid layout supports
favorable geometries of the quads and limits the adverse situations depicted in
Figure[2l These experiments exposed the dependence on the message schedule — if

Hteration 1, 200 Samples Mean Error = 011897 Hteration 5, 200 Samples Mean Error = 0.023804
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in the first iteration of belief propagation most nodes update with only one quad
measurement, it can cause instability in the updates of nodes not involved in
measurements with anchors. Thus, merely satisfying the necessary condition
stated in Section @ may result in poor estimates. This is especially true with
noisy measurements and “unfavorable” geometries as depicted in the first quad-
rant of Figure Pl However, we found empirically that if in the first iteration of
belief propagation most nodes had at least 2 quad measurements, results were
comparable to the football field data set simulations. As an example, Figure
depicts a scenario where most nodes updated with almost 3 quads in the first
iteration with an mean of 7.4 quads for subsequent iterations.

As a final simulation, we investigated the performance of the algorithm on
a three dimensional network. Initial results show success as a proof of concept,
however more work is needed for the algorithm to be a viable method for three
dimensional localization. However, given that there is no physical limitation to
precise interferometric ranging in 3D and the scarcity of non-planar localization
techniques, we find these initial simulations promising. As a test set we created
a 3D lattice of 27 nodes and designated nodes 1 through 5 as anchors. Ideally,
four non-planar anchors should suffice, however in our initial simulations with
4 anchors a fraction of the nodes could not localize with less than 2 units of
error. This test set contained only 66 quads (for a total of 112 measurements).
Results from 2 iterations of belief propagation are shown in figure We also
experimented with irregular configurations as well, with similar performance,
however it was difficult to avoid nearly co-planar quads that adversely affected
some nodes localization. Figure [Tl is an output from the simulation showing 3
messages contributing to the belief update of node 12. Though perhaps difficult
to see, there are 3 hyperbola segments contributing the belief pictured in the left
panel of the figure. Two of these are messages constructed from triples consisting
entirely of anchors, hence the thin curve representing the message. One message
is constructed from messages from non-anchor nodes that have updated previ-
ously in the iteration of belief propagation. This message is clearly corrupted by
noise and the location uncertainty of the sending nodes.

TRIAL : Iteration 1, 2000 Samples Mean Error = 1.231 TRIAL : Iteration 2, 2000 Samples Mean Error = 0.3918

Fig. 10. Localization results for 4 iterations of belief propagation



Distributed Inference for Network Localization 71

Error: 1.119000e-01

45+ ‘

404

354 -

i~

P
W=/

10 ﬁ)‘

o /

2 ‘ o

Fig. 11. Three messages and the marginal estimate from the product sampling

A significant drawback in the 3D case is the number of samples required
for sufficient approximation of the messages. In our simulations we used 2000
samples. Associated with this high number of samples would be a significant
communication cost that would likely limit the algorithm’s effectiveness in a
sensor network deployment. It would be interesting, though not considered here,
to apply a message compression technique as in [22] to limit the number of
samples transmitted.

8 Conclusion

The localization problem in sensor networks generally involves two separate
tasks: ranging and the localization algorithm itself. Ranging is a fundamen-
tally physical problem limited by power constraints, process noise and device
characteristics. Radio interferometry is a significant advance that does not pro-
duce pairwise ranges, but rather a distance measurement that is a function of
the locations of four nodes. This technique can produce very precise measure-
ments at relatively long ranges. In this paper, we have contributed to the other
half of the localization problem. Namely, we have proposed an algorithm that
exploits the radio interferometry technique and we have shown centimeter lo-
calization accuracy on real and simulated data sets. We have defined a flexible
probabilistic model that can account for non-Gaussian noise models and lends
itself to distributed computation. Aside from the advantages of a distributed
implementation, we have shown that the performance of our method compares
favorably with the current centralized algorithm while using far fewer interferom-
etry measurements. We have proposed nonparametric belief propagation as the
machinery that enables an efficient solution. Nonparametric belief propagation
is an approximation based on Monte Carlo sampling whose trade-off between
efficiency and accuracy is dependent on the number of samples being used. As
technological improvements continue to make faster computation cheaper and
smaller, distributed sensor systems will increasingly be able to perform the nec-
essary calculations associated with nonparametric belief propagation to satisfy
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approximation error requirements. As for future work, it would be interesting
to investigate additional interferometry data sets exhibiting non-Gaussian errors
to assess the possibility of using the technique in a multipath environment and
explore designs that can be implemented on the current generation of sensor
network devices.
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Abstract. Precise localization of mobile objects is a common problem in
WSN research for which various approaches exist. However, apart from technical
aspects and the location estimation itself, speed, reliability and energy efficiency
are central but barely addressed aspects within such systems.

We will point out, that the applied wireless communication affects these
aspects significantly before comparing some well-known and commonly used
radio protocols to the self-organizing HashSlot approach which was optimized
for efficiency in wireless information aggregation. Besides some theoretical con-
siderations, this paper presents practical results from a real-world testbed based
on the ultrasound localization system SNOW BAT.

1 Introduction

Efficient wireless data aggregation is a frequent problem in WSN research. In this pa-
per we compare the HashSlot communication protocol introduced by Baunach et al.
in [1] to some other approaches for data transmission and centralization between sev-
eral sources and a common destination under real-world conditions. HashSlot allows
extremely fast, reliable, selective and energy saving wireless information aggregation
without prior active coordination of the senders, acknowledgments or clear channel as-
sessments.

For our examinations we selected the field of WSN based localization systems, as we
found out, that wireless communication within such systems is a central factor concern-
ing energy consumption of the nodes, reliability of the estimated position, speed and
localization frequency respectively. In fact, most systems like Active Bat [2]], AHLoS
[31], Cricket [4] [3], Dolphin [6] and SNOW BAT [7] focus on hardware and algorithms
for position estimation or even tracking of mobile objects but hardly discuss wireless
communication regarding the effects just mentioned.

Yet, a frequent scenario in such systems is to quickly transmit measured spatial in-
formation from sensor nodes within the environment or infrastructure to the node that
estimates the position of the mobile object to be localized. For our theoretical considera-
tions we refer to the SNOW BAT localization system as we used a real-world installation
of this system comprising 37 nodes as testbed for our experimental comparisons.

This paper is organized as follows. First, we will give a short overview over the
SNOW BAT localization system and present some considerations about useful fea-
tures for an appropriate wireless communication protocol. Then we’ll review some
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© Springer-Verlag Berlin Heidelberg 2008
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approaches for wireless information transmission in localization systems and explain
the basic concepts of the HashSlot protocol. Finally, we’ll describe the criterions and
the testbed we used for comparison before opposing the results. A conclusion and an
outlook to further work will close this paper.

2 The SNOW BAT Localization System

The SNOW BAT system is optimized for fast and precise 2D/3D localization and
tracking of mobile objects. As it follows a WSN approach, it relies on an infrastruc-
ture of static sensor nodes (called anchors) within the environment to monitor and at
least one mobile sensor node (called client) mounted on each object under surveillance.
SNOW BAT scales very well with the number of anchors and clients and supports si-
multaneous tracking of mobile objects. Furthermore each mobile client may initiate its
localization autonomously just when required.

Basically, several ultrasonic (US) distance measurements between the mobile client
and some anchors together with a progressive position estimation algorithm are em-
ployed for each localization and achieve a precision of up to 4 mm for each dimen-
sion. These distances between the client and the anchors in its US range are always
measured simultaneously. Figure [I] shows a single localization process and designates
SNOW BAT as a decentralized system of four stages: (P1) combined initiation and
node synchronization via radio broadcast (Chirp Allocation Vector, CAV), (P2) dis-
tance computation via TDoA (Time Difference of Arrival) measurement between radio
(CAV) and ultrasound signal (chirp), (P3) return of measured distances via one-hop ra-
dio transmission (Distance Vector, DV) from the anchors directly back to the client and
(P4) location estimation by the mobile node itself.
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Fig. 1. The SNOW BAT localization process
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3 Scalability and Communication Protocol

Before we take a closer look to various communication protocols for data centralization,
we will motivate, why this aspect is that important for localization systems.

There are several ways to centralize the distance information from the anchors at a
common node to estimate the mobile object’s position. In case of SNOW BAT, each
mobile node always derives its own position and thus collects the required distance
vectors itself.

We will now analyze how much information must be transferred at least and how
much time is required for this process. Table [[l summarizes the used abbreviations and
symbols and helps to keep an overview.

Table 1. Abbreviations and formula symbols

Total number of sensor nodes in the network m

Number of sending nodes n

Desired number of spatial information (DVs) g

Received number of spatial information (DVs) r<n

Probability for a sufficient number of received DVs P(r > g)

Time in radio TX / RX mode trx, trx

Time for single CCA tcca

The US coverage zone Z

Ultrasound beam angle 7]

Distance of mobile node from anchor plane hy Pomin s Pmagx
Radius of US coverage zone Z 7 Pmin, T'maz
Grid constant L

Radio TX speed Sradio

Packet length of a DV / CAV Lpv,Lcav
Transimssion time for a sigle distance vector tpv

Processing time of a single distance vector tDVprocessing
Slot time for a single distance vector tsLor = tpv + tDVprocessing
Minimal duration of the reply stage P3 ®(g9) =g-tsrcor
Duration of the reply stage P3 tps > P(g)
Timeout for the reply stage P3 tro > P(g)

Duration of the localization process (static / mobile) ¢;0cs, tiocns
Proportion of P3 on the total localization process  p(g)

3.1 Infrastructure Deployment, Reliability and Traffic Volume

In general, many WSN applications consist of a more or less huge number of m sensor
nodes. From time to time, a rather small but variable subset of n < m nodes wants
to transmit information to a common destination via radio nearly isochronously. In the
case of localization systems, where the precision of the position estimation highly de-
pends on the amount and up-to-dateness of acquired spatial measurements (distances,
angles, etc.), it is important to guarantee the availability of a certain minimum of in-
formation. Yet, too much information is equally unwanted as this won’t improve the
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estimation significantly but the resulting traffic volume will jam the radio channel and
wastes time and energy for transmission and processing.

For most distance dependent position estimation algorithms in a dim-dimensional
space, at least g > dim + 1 distances respectively anchors are required. Overestimating
this system to a certain degree commonly yields increased precision and fault tolerance
with each additionally measured distance and is also supported by SNOW BAT. Yet
in most cases, n > g nodes will start to transmit information. Thus, it would be most
suitable to collect information progressively just until a sufficient precision or a certain
timeout is reached. This however requires a progressive position estimation algorithm
with the ability to iteratively improve the estimation with each new information. More-
over, limiting the amount of measurements and information in advance would allow
a trade-off between the current requirements (localization speed/frequency, precision)
and available resources (time, energy) individually for each localization. Obviously,
both methods would lead to a significant speedup and energy saving which is of partic-
ular importance in WSNGs.

Within an US localization system like SNOW BAT, exactly the n < m anchors that
obtained a distance information (i.e. the ones that received a CAV and the subsequent
US chirp) will try to return a DV back to the mobile node. Obviously, n depends on the
coverage zone Z of the US transmitter and the density of the static anchors within the
environment. In turn, the density of the anchors depends on the movement space of the
mobile clients. This effect can be seen clearly in figuresZh,c. Figure 2k shows a SNOW
BAT helicopter landing platform with the anchors deployed on the ground. They are
settled more densely towards the central landing point as a function of the helicopter’s
minimal height according to its entry lane.
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Fig. 2. Environmental observations for ensuring a sufficient number of DV transmissions

In [1]], Baunach et al. suggest a special 2D grid alignment of the anchor nodes to
guarantee that at least four anchors are always within a mobile node’s US coverage
zone Z independent from its position within the monitored environment (— fig. 2h).
This grid — the so called anchor plane — can either be installed on the ceiling or on the
floor of the environment depending on the application scenario. Their approach bases on
calculating an upper bound L, for the grid constant L depending on the ultrasound
transmitter’s beam angle ¢ and the minimal distance h,,;, of the mobile node from the
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anchor plane, as these values define the minimal radius r,,;, of the US coverage zone
Z (— fig.Db):
I < 1.2 i - tan(yp) _ 1.2 7in L.
V2 V2

By using L,,,, as grid constant, a sufficient number of distance measurements is en-
sured in whatever distance h > h,,;, from the anchor plane the mobile client is lo-
cated. Of course, the US coverage zone expands with increasing distance h (R <
h < hupaz) of the mobile node from the anchor plane and then contains more and more
anchors (— fig.Pb).

This arouses the problem, how to select an adequate subset of the anchors within
the US coverage zone Z for distance measurement. Allowing the mobile client to select
anchors explicitly via radio prior to the localization is impossible as it does not yet know
its current position and which anchors might be considered at all.

The naive method is to simply receive the distance informations greedily from all
anchors in Z and discard some of them during position estimation. However, this does
not only mean heavy radio traffic causing increased packet loss probability and energy
consumption but also blocks the anchors from serving other mobile clients. Another
possibility is to allow the anchors to arrange themselves via some distributed algorithm
and to choose adequate anchors for distance information transmission. Yet, this requires
communication among the anchors for each localization and even amplifies the disad-
vantages just described.

The HashSlot method allows implicit selection of anchors depending on the current
estimated distance h of the mobile client from the anchor plane or a user definable
quality of service level. It needs no communication between the anchors and uses a
sophisticated technique based on a simple metrics for concentrating the radio transmis-
sions as tight as possible over time to keep the reply stage short (— section F.3)).

3.2 Localization Speed and Frequency

Let’s assume, we want to use at least g distance informations for position estimation,
so we have to transmit distance vectors from at least g anchors to the mobile node.
Each distance vector contains L py bytes and will be transmitted with data rate s,qqo-
Additionally, the receiving node requires some time ¢ py processing 0 handle the radio
packet, i.e. read the radio transceiver’s RX buffer, check the data and re-enter RX mode
(— fig. [[). During this time ¢ DV processing» the Tadio transceiver can’t receive further
packets. Thus, the transmission of a single DV requires at least the time tsro7:

Lpy
tspor =tpv + tDVprocessing - + tDVprocessing
Sradio

Finally, the reply stage P3 for the g desired DVs requires at least the time
tps 2 P(g9) = g-tsror

for transmission if all packets are received in direct succession (which is rather unlikely
for most communication protocols). This arouses three questions:
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1. Can the theoretical optimum @(g) for P3 really be achieved?

2. If not, which timeout ¢ > ®(g) should be chosen to limit the duration of the
reply stage P3?

3. How many DVs must really be transmitted to guarantee the successful arrival of at
least g DVs at the mobile client when considering a certain packet loss rate of some
radio protocols?

Just to get an idea: In case of SNOW BAT the information returned within a DV
takes Lpy = 64 B. The radio transceiver operates at $,q4;0 = 250 kbit/s and the DV
processing time on the receiving SNOW? sensor node is ¢ DVprocessing = 2 ms. Thus,
tspor =4 msand ¢(g) = g+ 4 ms for g desired DVs.

We will now show, that the time a node spends in the reply stage P3 contributes
significantly to the maximal localization frequency and differs between static and mo-
bile nodes. As the engagement of each static node S’ ends with its DV transmission, its
reply stage P3’ is no longer than P3 of the mobile node. A mobile node involved in
localization is occupied for ¢;,cp7, a static node for t,.s (— fig.[):

tioert = tsyne + tMEASUREMENT +tps +test  (tesr > 0,tps > D(g))

tiocs =tsyNc T tMEASUREMENT + tp3/ (tpy <tps3)

The resulting maximal localization frequencies fy;, fg are
1 1
= <
tioer — tiocs

fu = fs.

It is obvious, that & mobile nodes that share a static one may each still achieve a
localization frequency fys if fs > k- fyr or if a certain number of other static nodes
is available to guarantee a sufficient number of distance measurements for location
estimation of each client. Yet, deploying a rather large amount of sensor nodes means
high costs, maintenance effort, energy consumption and may cause much more impact
on the environment than necessary. Thus, there are two further questions:

4. How many nodes are really required to ensure an area wide service coverage?
5. How can t,ps and t;,c5 be kept short?

Question 4 was already addressed in [[I]] and briefly reviewed in section[3.1l We will now
address question 5 by analyzing the four stages P1 to P4 of the localization process (—
fig.[[) regarding their complexity, minimal duration and proportion of the total time.

Pl. tpy = tsync = tcav + trnrr and mainly depends on the transmission time of
the chirp allocation vector and the activation time of the ultrasound hardware.

P2. tpo = tMEASUREMENT = tTOF,maz + tcarc mainly depends on the physical
properties of ultrasound, i.e. its maximal time of flight, which, in turn, depends on
the maximal distance h,,, of the clients from the anchors and the surrounding
temperature. tcar,c is the time required by the anchors to calculate the distance
corresponding to the delay between CAV and chirp reception.

P3. tps = treppry is subject of this paper as it is the duration of the most critical
stage. It occupies each static node until it has transmitted its distance informa-
tion, requires energy for wireless communication and causes traffic on the radio
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channel. Furthermore, a certain percentage of successfully delivered distance in-
formations must be guaranteed to allow precise location estimation.

P4. tpy = tpst also offers great optimization potential and depends on the amount
of information to be processed and the type of used algorithm. Yet, as position
estimation is done by the clients only, it does not affect the anchors at all and thus
does not block them for another localization process. Furthermore, it is hardly
energy critical, as plain CPU operation without any further communication is suf-
ficient.

It is obvious, that the stages P1 and P2 are independent from ¢ but are quite fixed in
time due to physical constraints of electronics, radio and sound. In case of SNOW BAT,
which uses a preemptive multitasking operating system and a fast position estimation
algorithm, omitting P4 in our calculations is acceptable as this stage can entirely be
executed in parallel to the stages P1 to P3 of the next localization process. Stage P3 is
addressed now. Again, we’ll take SNOW BAT as reference and evaluate some timings
according to figure [T}

Loay 512bit
tinT = 3ms =5
Svadig | INVIT = o5k T 0TS T OMS

h7narc

tp1 =tcav +liNniT =

8
+tlcaLc = " + 1ms ~ 24.3ms

tpo = tTOFmax + tcaLc =
Vsound 3437?

tp3 > g-tspor = g-4ms

The proportion p(g) of the reply stage on the total time without position estimation is
bounded by the number of desired packets g and the given timeout {7 as follows:

g-tsror tro
<plg) <
tp1 +tpe +g-tsror tp1 +tp2 +tro

As we will see in section it is impossible for most radio protocols to achieve
the optimal return time due to e.g. radio collisions. Thus, allowing some extra time
for DV transmission by specifying a timeout is useful but even worsens the results. In
the following we’ll use tpo = 2-P(g) = 2-¢g-tspor. The blue graphs (H / O) in
figure 8] show strikingly, that returning just 4 DVs back to the anchor for 3D position
estimation already consumes between 35% and 52% of the whole localization time for
the maximal distance h,,,, = 8 m of the clients from the anchors. If h,,,, = 2 m as in
the red graphs (A / A), this worsens p(g) to be between 57% and 73% as t p is reduced
due to a shorter maximal time of flight 7o of the US chirp. If some fault tolerance is
desired and we want to receive e.g. three additional DVs, the transmission will already
take up between 49% and 66% (hy,q, = 8 m) or between 70% and 83% (hyq: = 2 m) of
the total time. Finally, the green graphs (e /o) show the highest achievable localization
frequency far,maz for the clients.

As we have seen in this section, the reply stage in WSN based localization sys-
tems like SNOW BAT has significant influence on the maximum localization frequency
of anchors and clients. Especially for fine grained node tracking in movement control
systems fj is of particular relevance. Furthermore, the concurrent support for several



Speed, Reliability and Energy Efficiency of HashSlot Communication 81

100 Ap(g) %] fﬂl'ﬂ“x(g) [HZJS,DO

90 l A A A == 40,00
80 1 g% = 35,00

30,00

—&— optimum (hmax = 8m) tsa=n -~ tsLoT
—A— optimum (hmax = 2m)

—&-timeout (hmax = 8m) tsa=netsior* 2
—A—timeout (hmax = 2m) 20,00
—o—fmax (hmax = 8m)

25,00

30 ,‘Zi ) ~O— fmax(hmax = 2m) 15,00
20 10,00
10 5,00
g
0 - 0,00

345678 91011121314151617 181920212223 2425 26 27 28 29 30 31 32 33 34 35 36

Fig. 3. Percentage of the reply stage duration from the complete localization time without position
estimation in relation to the number of returned DVs

mobile nodes highly depends on fg. Thus we will now review and compare the Hash-
Slot and some other well-known communication protocols regarding speed, reliability
and energy efficiency.

4 Radio Protocols for Data Aggregation

We will now discuss HashSlot and five other MAC protocols for data aggregation during
the reply stage P3. Three of them use fixed time slots for transmission, three depend on
the time when the US chirp was detected. As described, n anchors try to send whereas
the client desires g DVs.

For each method we’ll give a lower and an upper bound for the time {px the client
and each of the n sending anchors will stay in radio RX mode. As this time depends
on the timeout for the reply stage P3, we’ll also present t7o we used for comparison
within our testbed (— section[3.2). The time each node stays in radio TX mode is fixed
as each distance vector will be sent exactly once and neither acknowledgments nor
retransmissions are used. Thus, during P3, ¢7x = ¢py for anchors and t7x = 0s for
clients. The minimal time required for performing a clear channel assessment (CCA) is
tcco a- Recall, that the reply stage in SNOW BAT always uses a dedicated radio channel
for each mobile node. Thus, no interference with any other radio communication is to
be expected.

4.1 Non-slotted Methods

As non-slotted protocols don’t need to synchronize to any clock, transmission might
start in general as soon as the information is available. In case of SNOW BAT this is
between t7or min(h) = :md and {70 F maz(h) = cos - }:J o after chirp emission.

With the specifications from the SNOW BAT system (hmaw =6.9m, ¢ = 30°) and
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Usound = 343 m/s, this time difference At(h) = trorFmaz(h) — troFmin(h) <
3.2 ms. Additional delay may occur due to back-off strategies for collision avoid-
ance, etc.

CSMA/CA: In CSMA mode, each anchor starts transmission as soon as the distance
measurement has completed and the radio channel is free. Therefore, each node per-
forms a clear channel assessment before entering TX mode. If the radio channel is busy,
it defers the transmission by a randomly chosen time and retries. Another possibility is
to remain in CCA mode until the channel is free and then start transmission additionally
delayed by a random time to avoid collisions with other waiting nodes. In fact, this pro-
tocol is fairly easy to implement but unfortunately it involves several serious problems.
Despite of the CCA, collisions can’t be avoided entirely as the transition from CCA to
TX mode takes a small but notable time of a few ps in which the channel could get
occupied. This effect is more likely the more of the n anchors will start transmission
roughly at the same point in time. Using acknowledgments to safeguard the transmis-
sion would not only slow down the whole process but also result in even more traffic,
collisions and energy consumption. Another point to consider is, that packets might
arrive in quick succession at the client, especially before the last one was completely
processed and RX mode was re-entered. This also causes packet loss and eliminates the
usage of progressive position estimation algorithms as described in section[3.11

Timeout: tro = g-tsror
Anchor:  trx min = tcca tRX max = At(h) +tro
Client:  trx,min = 9 tDV  tRX,maz = At(h) +tro

Brute Force: In brute force mode, each anchor starts transmission as soon as the
distance measurement has completed without performing any CCA. As the US chirp
reaches the anchors slightly delayed in time, it might be possible that this A¢(h) allows
a successful transmission of the distance information. In fact, this keeps 7o short,
but when taking a closer look at this approach, it turns out as unreliable. Since we have
seen, that A¢(h) < 3.2 ms is almost equal to ts,07 = 4 ms (— section[3.2)) this would
inevitably cause radio collisions and no information would finally arrive at the client.

Timeout: t7o = tpy
Anchor: tRX,min = tRX,mam =0
Client: tRXﬂnin - tRX,mam = At<h) + tTO

Random Start + CSMA: For this approach, the mobile node sends the number of
desired DVs g along with the CAV to the anchors. Each anchor selects a random trans-
mission delay dpy € [0;(v-g — 1) - tspor]- The sender will perform a CCA at tpy
after chirp reception and start transmission as soon as the channel is free. v € N\{0}
can be used to reduce the chance of collisions but also stretches the reply stage P3.

Timeout: t70 =7v-g-tsror
Anchor:  trx min =tcca  tRXmax = At(h) +tro
Client: tRX,min =g-lpv tRX,maw = At(h) +tiro
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The approaches so far used no uniform transmission slots and can not guarantee the
successful transmission of the g desired DVs. Thus, the mobile node must stay in RX
mode during the whole reply stage, i.e. until the desired amount of information was
received or the timeout was reached.

4.2 Slotted Methods

In contrast to non-slotted protocols, the slotted ones need to synchronize to defined slot
boundaries and thus require a precise time management and at least one synchronization
point. In SNOW BAT, the sync point Tc 4y is already given by the CAV radio packet
which is also used for distance measurement via TDoA (— fig.[I). The first return slot
starts at time Trer = Tocav + tiNIT + t70F,mas + tcarc Which is in fact a fixed
time after CAV reception.

An important advantage of slotted methods is the possibility to allow progressive
position estimation by selecting a sufficient slot length. Additionally, the slotted ap-
proaches allow the receiver to enter radio RX mode only for a short time at the begin-
ning of each slot to save energy. Remains the question, how many slots must be reserved
for a reliable DV transmission and how many of these slots will really be used.

Random Slot: Again, the mobile node sends the number of desired DVs g along with
the CAV to the anchors. Each anchor S selects a random slot bg € [0;y- g — 1] for DV
transmission and sends the DV at time ¢t py = treT +bs - tsror. Like in random start,
~ € N\{0} is used to provide more slots for reducing the chance of collisions.

Timeout: t70 =7v-g-tsror
Anchor: tRX,min =0 tRX,mam =0
Client: tRXﬂnin =g- tDV tRXﬂna."c =79 tDV

NodelID: Asnode IDs in WSNs are expected to be unique, each anchor selects a unique
and thus collision free return slot for the DV by using its NodelD as slot number. This
way, the DV return time computes as tpy = tgpr + nodelD -tgpor. Though this
method is definitely collision free, it might take up to nodel D, 4, slots and should be
avoided despite of its reliability.

Timeout: tTo = nodelD 4z - tsroT
Anchor:  trx min =0 trRX,maz = 0
Client: trX,min = 9 tDVv  tRX ,maz = nodel Dypaz - tpv

4.3 The HashSlot Protocol

It is quite common in sensor networks, that information emerges (locally) at various
sensor nodes almost simultaneously (e.g. in seismic surveillance, weather observation,
etc.) and must be sent to a common processing unit as quick as possible. Obviously,
this leads to several transmission problems like radio collisions and real-time aspects.
We have employed and analyzed HashSlot for DV transmission from anchors to a client
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in the reply stage P3 of the SNOW BAT system as the distance information emerges
almost at the same time (i.e. when the chirp is detected by the anchors) and must arrive
at the client very quickly to allow precise localization in real-time.

The HashSlot radio communication protocol was designed for extremely reliable,
fast, deterministic, energy efficient and selective data aggregation in WSNs and allows
collision-free one-hop transmission from multiple sources to a common destination
within a constant and predictable time. As it uses time slots, it is particularly suitable
for progressive processing of the transmitted information at the receiver.

HashSlot is a self-organizing approach and thus allows to limit the amount of desired
information with respect to the requirements of the receiver dynamically at runtime.
Therefore each receiver may send its individual demands to the data sources when re-
quired and allows all involved nodes to calculate the exact total transmission time of
all requested radio packets as well as the corresponding energy requirement in advance.
Note, that this QoS request might also be used for synchronizing the senders to the
transmission slots. However, at no time HashSlot needs active coordination between
the senders as each node calculates its individual transmission slot autonomously. Yet,
it demands each sender to adhere to the slot boundaries.

The basic idea is to use some sender S specific information ag € A as input for a
hash function H : A — B C Nj. As the resulting hash value bg € B is used as slot
number for S' it is desirable to receive tightly packed values starting from 0. Depending
on the application, H must be constructed to always produce pairwise different hash
values bg, bg: € B for any two nodes S, S” which need to transmit concurrently, i.e. at
the same time and radio frequency.

In case of our localization system we selected a special grid alignment for our an-
chors to guarantee at least four distance measurements for each position estimation (—
section[3.). Thus we also know the (unique) geometric position of each anchor S and
the corresponding cell coordinate (C's,|C's,) within the grid.

In [ it was proved, that if the grid constant L of the anchor grid and the maximal
radius 7,4, of the US coverage zone Z over the grid is known, the minimal square
around Z contains exactly Ny, = 2 = (|27 | + 1)2 senders. Thus, at most
Nmaz SlOts must be reserved for transmission and each sender S can calculate its indi-
vidual transmission slot bg € B depending on its cell coordinate (C's,|Csy) and I':

bs = H(CSJC,CSy) = (Csy mod F) I+ (Csw mod F)
Some further characteristics of HashSlot were also proved:

1. Two or more senders with the same slot number can never interfere with each other
as they would never reside within the same US coverage area.

2. FOr Nypqq reserved slots, the slot numbers are always in range [0; nyq, — 1]. Thus,
a tighter packing is never possible and the time required for the 1,4, transmissions
is tn,max = Nmazx * tSLOT-

However it is not always useful to reserve 1,4, slots. When moving orthogonal
to the anchor grid, the US coverage zone becomes smaller with decreasing distance
from the anchor plane and thus contains less potential senders. Therefore, the grid
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module I" is temporarily adjusted to I,q (1 < I,q < I') and limits the number of
senders to ngq = Ffd < Nynae With g < ngq. With increasing distance from the anchor
plane there might be much more senders within the US coverage zone than required for
successful position estimation. Therefore, a QoS level ¢ (1 < g < I') can be specified
to limit the number of senders to n, = ¢@* < Nae With g < Ng.

By using an estimation for the distance from the anchor plane based on the last
localization, the HashSlot protocol allows automatic calculation of a useful QoS level ¢
and I,4 value to limit the number of senders to any value g < n,,4.. If g is no square
number, n = (\/g] 2 < Nynaa Slots are reserved.

This way, precision and speed of the localization can be adjusted. Furthermore, an-
chors can detect very early if they are not demanded for localization and omit the dis-
tance measurement entirely to save energy and to be available for other mobile nodes.

Hence, HashSlot scales with g and is entirely independent from n.

, 2
Timeout: tro = [\/g| -tscor

Anchor:
Client:

tRX,min - tRX,mam -
tRX,min - tRX,mam -

[va]®

“tpy

In this section we discussed several radio protocols regarding their efficiency for DV
aggregation and showed, that HashSlot scales with g whereas all other protocols scale
with g and n or even with nodel D, ... Table 2lsummarizes these protocols.

Table 2. Comparison of various radio protocols for data aggregation in stage P3

HashSlot ~ NodelD Random Random Brute Force CSMA/CA
Slot Start+CSMA
slotted yes yes yes no no no
deterministic  yes yes no no no no
colission free yes yes no no no no
CS necessary no no no yes no yes
anchor needs no no no yes no yes
radio RX
client need no no no no no no
radio TX
supports yes yes yes no no no
progressive
position
estimation
requires anchor posi- unique randomizer randomizer, - CCA
tion NodelD CCA
scalability g nodel Doz g,n g,n g,n qg,m
depends on
#replying [\/ g-| : n n n n n

nodes
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5 Real World Implementation

5.1 The Sensor Node Platform

The SNOW BAT hardware is based on the SNOW? wireless sensor node [8] which
employs a TI MSP430 MCU [9]]. The radio transceiver TI CC1100 [10] is configured
to operate at 915 MHz, allows data rates up to 500 kbit/s and automatic clear chan-
nel assessment. The operating system SMARTOS [[11]] offers preemptive multitasking
and real-time operation. The time management and automatic timestamping of external
events with a resolution of 1 ps and a precision of 0.6 ps contributes significantly to the
node synchronization and calculation/preservation of the distance vector transmission
slots. Fig. @ shows a SNOW? sensor node with stacked ultrasound extension.

PRX 53.06 mW
PTX 152.39 mW

Fig. 4. SNOW? sensor board with stacked ul- ~ Fig. 5. Power consumption for SNOW? ra-
trasound extension and receiver capsule dio RX/TX (excluding the node itself)

5.2 Testbed and Results

For comparison of the communication protocols from section [ regarding speed, reli-
ability and power consumption under real world conditions, we set up a SNOW BAT
testbed comprising n € {4,9,16,25,36} anchors and one client. For each combina-
tion of protocol and anchor count we executed 400 localization processes (without ac-
knowledgments or retransmissions) and accomplished the following measurements at
the client:

a) Average packet loss rate /A(n) for n sending nodes

b) Average sufficiency rate X'(g) = P(r > g)forg=n

c) Average reply stage duration ¢ p3 for g = n

d) Average RX mode duration ¢ x for the clientand g = n

A(n) is the average percentage of n packets from all n anchors, that did not arrive at the
client. X(g) is the percentage of localizations for which we received at least the desired
number of g DVs. ¢ p3 was determined with a resolution of 1 ps by using the SMARTOS
timing functionality. The same holds for £ rx which is the total time the radio RX mode
was active per localization. Figure[6h-d visualizes the results.

We focused on the client, since the energy supply for the anchors within the infras-
tructure is most commonly less critical compared to the e.g. battery powered mobile
nodes. Additionally we were particularly interested in the maximum temporal resolu-
tion we could achieve for tracking the mobile node.
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a) Average packet loss rate
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b) Average sufficiency rate
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Fig. 6. Measurement results from the real world testbed

First, it becomes obvious, that the Brute Force method indeed performs as bad as
expected, since the short reserved time for P3 leads to many collisions and an aver-
age packet loss rate of nearly 100%. In contrast, the NodeID and HashSlot approaches
achieved the expected packet loss rate of about 0%, since they use collision free slots.
Yet the first is extremely slow and comsumes a lot of energy due to many reserved slots
(nodel Dy q, Was 69 in our testbed) whereas HashSlot dynamically adjusts the length
of P3 to the number of desired DVs g. Apart, it reaches a much better sufficiency rate
than Random Slot or CSMA which are sometimes subject to radio collisions but rank
close to HashSlot when regarding ¢ p3 and trx.

These measurements together with the power consumption values from the SNOW?
specifications (— fig.[3) allowed us to calculate some more interesting values which are
visible in figure[Ze-h. This time, we also considered the energy required for transmitting
the initial CAV in stage P1 but explicitly omitted the energy required by the MCU or
the ultrasonic hardware:

e) Achievable localization frequency: fi,. = )
) d v g tp1 +1tp2 +tps3 (9)

f) Radio energy consumption per localization attempt: W, =trx - Prx +trx - Prx

VVloc
n-(1—A(n))
h) Radio energy wasting per localization: Wise waste = Wioe - (1 — 2(g))

g) Radio energy consumption per received DV: Wpy =
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e) Achievable localization frequency f) Average radio energy consumption per loc. attempt
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Fig.7. Metrics derived from real world measurement results

fioc 1s the achievable number of localizations per second for which at least the desired
amount g of information would be available. W, is the required radio energy for each
localization attempt regardless of success or failure due to an insufficient number of
DVs. Wpy shows, how much radio energy is necessary in average to gain a single DV.
Finally, Wioc,waste 18 the wasted energy when assuming that the reception of less than
the desired g DVs are insufficient for the intended operation. In this case, all effort is
lost and the whole process must start over again.

Now it becomes visible, that HashSlot was the most reliable transmission protocol
under test and consequently allowed the highest frequency of successful localizations.
Though it requires nearly the same amount of energy per localization than Random
Slot it significantly wastes less energy by virtue of canceled localizations due to an
insufficient number of received DVs. In our opinion, the most remarkable result is,
that HashSlot is independent from the total number of anchors n and the number of
desired DVs g when regarding the average packet loss rate, sufficiency rate, energy
consumption per DV and energy wasting. Just the localization time and consequently
the frequency and total energy requirement is not constant but depends on the g. Finally,
we can state, that the theoretically expected characteristics of HashSlot were indeed
verifiable within our real world testbed.

6 Conclusion and Outlook

In this paper we addressed the impact of wireless communication on speed, reliability
and energy consumption in WSN based localization systems by using SNOW BAT as
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an example. We pointed out, that information aggregation consumes a significant part of
the total localization time and also widely influences localization frequency and system
scalability regarding the number of mobile nodes. Real world experiments with various
communication protocols showed, that an adequate adaption to the current requirements
(speed, precision) of the mobile client node yields the best results. As the position of
anchor nodes within localization systems is most commonly known anyway, it is no
problem to compute collision-free transmission slots by using the HashSlot approach.

Further research in the general field of information aggregation aims on finding ap-
propriate hash functions for collision free radio communication within arbitrary appli-
cations. In the specific field of WSN based localization, we are currently extending
our testbed to comprise 70 anchors and various mobile nodes for real world results in
multi-node localization and tracking.
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Abstract. In this papeﬂ, we use Bayesian Networks as a means for unsupervised
learning and anomaly (event) detection in gas monitoring sensor networks for un-
derground coal mines. We show that the Bayesian Network model can learn cycli-
cal baselines for gas concentrations, thus reducing false alarms usually caused by
flatline thresholds. Further, we show that the system can learn dependencies be-
tween changes of concentration in different gases and at multiple locations. We
define and identify new types of events that can occur in a sensor network. In
particular, we analyse joint events in a group of sensors based on learning the
Bayesian model of the system, contrasting these events with merely aggregating
single events. We demonstrate that anomalous events in individual gas data might
be explained if considered jointly with the changes in other gases. Vice versa, a
network-wide spatiotemporal anomaly may be detected even if individual sensor
readings were within their thresholds. The presented Bayesian approach to spa-
tiotemporal anomaly detection is applicable to a wide range of sensor networks.

1 Introduction

Since the 1980s, electronic gas monitoring sensor networks have been introduced in the
underground coal mining industry. However, no current system can provide site spe-
cific anomaly detection. This means monitoring systems often give false alarms, which
can be costly to the mining operation. The periodic variation in the gas concentration
also increases the number of false alarms in these flat line threshold based systems.
Further, current systems ignore the spatial relations between data gathered at different
sensor network nodes. These spatial relationships between data could identify anoma-
lies missed by individual sensors. Conversely, the spatial relationships could explain
away the anomalies identified by the individual gas sensors, thus avoiding false alarms.

Currently, the existing system integrates and interprets incoming data in accordance
with a pre-determined set of rules, produces a risk profile, and autonomously initiates
a response to a breach of these rules. A problem with this approach is that no clear-cut
definitions of abnormal situations with respect to the concentration of different gases
exist, so that it is difficult to produce a good set of rules.
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The underground coal mining industry has been struggling with the issues of site-
based moving threshold levels for critical gases since the introduction of electronic gas
monitoring systems in the 1980s. No satisfactory, scientifically validated methodology
is in existence that can provide a mine with its own specific moving threshold levels.
Best guess estimates, universal rules-of-thumb and experience-based trigger points are
the industry norm []]. In this paper, we used Bayesian Networks as a means for unsu-
pervised learning of temporal and spatiotemporal patterns in underground coal mining
gas data, and applied the approach to spatiotemporal anomaly detection.

Section 2] presents the problem of anomaly detection in general sensor networks. In
Sec.[3l we define the problem specifically for underground coal mining sensor networks.
Section [ describes the approach we took to learn and analyse the data. The results of
identified anomalies are shown in Sec.[3l Finally, Sec. [@] presents the conclusions and
future work.

2 Background

In order to be successful, sensor networks must detect, evaluate and diagnose patterns in
diverse situations, forecast likely future scenarios, make decisions, initiate actions based
on these decisions, and adapt to change. Adaptive anomaly detection in spatiotemporal
sensor network data is, thus, one of the main challenges in this field. Conventional
control theory and SCADA (Supervision Control And Data Acquisition) systems are
employed for anomaly detection in these sensor networks, however, they are inadequate
to deal with scenarios which require flexible acquisition and distribution of information.

For our particular application, each node in the sensor network monitors several dif-
ferent kinds of gases in order to ensure safety and productivity in a coal mine. We
consider an existing system which takes measurements and interprets incoming data.
The single nodes in the sensor networks cover wide areas. Since they are used for the
prevention of hazards, rather than for recovery after a hazard, the position of each node
is fixed and known. Our scenario also allows for the use of non-wireless communi-
cation between single nodes, whereas for applications in hazard recovery, cable-based
communication could possibly be disrupted by collapsed roofs or explosions.

The application of sensor networks in coal mines seems to be natural, because several
different kinds of data have to be collected for safety reasons. For example, in [2]], a
sensor network is used to detect leakages of gas, dust or water, and to monitor the
density of oxygen in different areas. For this particular application, data from different
nodes is used to create a qualitative overview, describing for example the extent of water
leakages or areas with a high density of oxygen. For our application, monitoring gases
at each node separately from each other is not sufficient to detect anomalies: densities of
single gases at one location might appear normal, but the simultaneous measurement of
densities of other gases at other locations could in fact indicate a potentially dangerous
situation. Other properties of the scenario make the detection of abnormal situations
more difficult: as mentioned above, there is no good definition of an abnormal situation,
and one of the reasons for this is the rarity of abnormal events in the available data.
Moreover, not only does the spatial distribution of gases have to be considered, but so
too does the development of gas distributions over time.
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Fig. 1. Gas concentration data from a sensor node in an Australian coal mine. Data gathered for
oxygen is in units of percentage of air, the other gases are in of parts per million. The horizontal
axis indicates the time (mm/dd) the data was taken.

For the research presented in this paper, we are using data gathered from deployed
sensor networks in existing Australian coal mines for testing the algorithms. Each sen-
sor node measures gas concentration, e.g. at 30 second intervals, of a number of gases,
e.g. methane (CHy), carbon dioxide (CO2), carbon monoxide (CO) and oxygen (O2).
Figure[Mlshows the data from a sensor node in the first mine for three weeks in July 2006.

Intuitively, anomalies in our data are irregular patterns in multiple time series, e.g. a
combination of CHy — CO2 — CO — Os. In general, the problem is to detect an abnor-
mal event distributed over different sensors, although it is not clear what exactly “abnor-
mal” means a priori. In our particular coal mine sensor network, all data is passed on to
a central node, so that currently the problem of a distributed computation of abnormal
situations is not pressing. Nevertheless, we pursue a method that has the potential to be
distributively computed if required.

Methods to identify previously unseen, i.e. abnormal situations in data have previ-
ously been investigated [34]. The method in [3] uses self-organising maps (SOM) to
describe normal system behavior, and to detect abnormal behavior. In order to use SOM,
the authors present a new measurement to find out if a dataset and a map are matching
based on a k-nearest neighbor approach.

The method introduced in [4] detects abnormal events in signals using Support Vec-
tor Machines (SVM). The method can be used online, i.e. without using a fixed training
set: the last n observed input vectors are used for training. In the first of the proposed
algorithms, a special kind of distance measure is used to compare the distance of a
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new vector to a region created by the last n input vectors. A distance greater than a
given threshold is considered as abnormal. The second algorithm is similar, but delays
the output by a small number of measurements N. Then, the set of N new vectors is
tested for abnormality in a similar way to the first algorithm, leading to a more robust
approach.

Both approaches expect all the data to be present in a single node, i.e. they could
be used in the centralised fashion that coal mine sensor network deals with the data
currently. We have, however, chosen to use a method based on Bayesian networks,
because it would support inference in both distributed and centralised settings (see also
[3]). In addition, our approach directly computes a likelihood measure for new data,
thus allowing unsupervised learning for anomaly detection.

3 Problem Definition

One of the major road blocks we face in anomaly detection inside underground coal
mines is complete lack of ground truth. This is because every mine is unique, so what
is considered to be an anomaly in one mine may not be an anomaly in another. Mining
experts do not have general purpose rules for anomaly detection that are applicable to
every site. Therefore, our purpose is to devise an adaptive system that learns from the
data specific to a mine, and identifies anomalies that are specific to the mine.

3.1 Temporal Anomalies in a Single Gas

Many current automatic detection systems use a flat baseline or threshold for anomaly
detection. However, gas concentration in mines have a moving baseline depending on
factors such as atmospheric pressure. That is, the mine “breathes” through the day,
and the concentration of the various gases increases and decreases periodically. A flat
baseline system does not capture this characteristic of the data, thus giving many false
alarms and false negatives.

We consider an anomalous event or simply event in the time series data as a data
point that results in a low likelihood given a model we have constructed of the time
series. That is, the resulting likelihood value of the data point is an outlier from the
general distribution of likelihood values of the other data. We will define likelihood,
outliers and consequently the term ‘event’ formally after presenting the approach to the
problem in Sec. El

This problem can be easily seen in the CO data in Fig. [Il For example, the data
from July 16th to July 20th show a cyclical pattern in the concentration. A flat baseline
system might assume the peak around July 18th is an anomaly, while we can see it’s
just a part of the moving cycle. Figure @ also illustrates cyclical patterns.

3.2 Joint Temporal Anomalies in Multiple Gases

When several single events occur at the same time, they indicate a higher importance
event. The current literatures identifies these as composite events and group events.
A composite event, as defined by Kumar et al. [6] is a combination of two or more
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single events. Jiao et al. [7]] used the term “group level event” in similar fashion to the
composite event, that is the aggregation of multiple local events. Informally, a group
event occurs when in a group of sensors, each sensor identifies an event.

While the aggregation of single events might be adequate for the situations described
in the papers above, we need to define other types of events for our data. In Fig. 1] for
example, we can see around July 7th, the concentrations of CO, CO;, both dropped,
however, at the same time the concentration of O increased. These single events, as a
combination, is considered safe by mining experts. Conversely, while no events may be
identified by isolated analysis of single gases, as a combination, they may be consid-
ered an event. We define three new terms in event detection for sensor networks: joint,
explained and implicit events. Below we describe each event informally, they will be
defined mathematically in Sec. 4]

A joint event is a combination of data from sensors that results in a low likelihood
given the model for the combination of single sensors. Consequently, we define ex-
plained and implicit events where there is a difference of opinion in joint event and
single events.

An explained event is where there are detected anomalies in single gases, but the
combination of time series do not result in a joint event. The CO-CO3-O4 event situation
described above would be classified as an explained event. The opposite to an explained
event is an implicit event. This is when isolated analysis of single gases do not cause
any alarms, however, as a joint event, these measurements are significant enough to
trigger an alarm.

3.3 Network-Wide Spatiotemporal Anomalies

The events described above relate to gases at a single spatial location, however, they
also apply to data of different sensor nodes in the network. In situations involving dif-
ferent sensor nodes in the network, a composite event would involve two or more single
events at different nodes, and a group event is one where every sensor node in the group
identified an event [[716].

A network-wide “explained” event is when a truck passes through the mine. The
exhaustion gases may trigger alarms in individual gases as concentration will increase
suddenly. However, this event should not be considered a network-wide anomaly in
the data, as other nodes jointly explain it away. An example of an “implicit event” in
the network is an increase of methane at one location of the mine, accompanied by an
increase in oxygen at another location. Thus no joint event is identified at each sensor
node, but a network-wide joint event could be identified for the combination of the
sensor nodes.

4 Approach to the Problem

Our approach to the problem of anomaly detection is to use Bayesian Networks (BNs).
The networks are constructed via a learning process from some training data. When new
observations are made, we can use inference on the network to find a likelihood value
of the network given the new observations. An anomaly is identified if the likelihood
value is low.
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4.1 Bayesian Networks

A Bayesian Network is a graphical model that takes a statistical approach to learning.
Statistical learning uses probability distributions to model variables that represent the
gathered data, thus taking into account the stochastic nature of real data. Graphical
models expose the underlying relationship between probabilistic variables in a simple
and clear form.

Specifically, Bayesian Networks are a form of acyclic directed graph (ADG) [8]] in
that if one variable of the network is dependent on another, then the reverse cannot be
true. This relationship between two variables is represented in BNs by the direction of
an arrow connecting the two. The variables of a BN are called nodes of a BN. The node
with an arrow pointing to it is dependent on the node with the same arrow pointing away
from it. The nodes connected by an arrow have a parent/child relationship, where the
child node is dependent on its parent node. (See Fig.[2lfor one of the network structures
used in this paper.)

In a Bayesian network, each random variable is independent of its non-descendants
in the graph given the state of its parents. This independence can be exploited to reduce
the number of parameters needed to characterise the network. Thus it is possible to
efficiently compute posterior probabilities given some evidence or observations. One
set of probability parameters are encoded for each variable, in the form of the local
conditional distribution given the variable’s parent. Using the independence statements
encoded in the network, the joint probability distribution is uniquely determined by
these local conditional distributions [9IT0]. We present the general form of this joint
probability distribution in the following paragraphs.

We use capital letters such as X, Y for names of random variables, and lower cases
x,y for values taken by these variables. A set of variables such as { X, X2, X3} are
written as X, likewise, a set of values such as {x1, z2, x3} are written as x. Thus, x are
values taken by X.

Let P(U) be a joint probability distribution over U = {X7y,..., X}, where X; is
a random variable expressed by a node of the network. A Bayesian Network for U is a
pair B = (G, ©). The first component, G, represents the graph structure of the network.
G is an ADG whose nodes correspond to the random variables X1, .. ., X, and whose
edges represent direct dependencies between the variables. The second component, ©,
represents the set of conditional probabilities that quantify the nodes of the network. It
contains a set of parameters 0x, 17, = Pp(X;|IIx,) for each node X;, where II,
denotes the set of parents of X; in G. A Bayesian Network B defines a unique joint
probability distribution over U given by

k k
PB(U) :HPB(XZ‘HXI) :HQXL“YXq 0
=1

i=1

In a Bayesian Network the learning process is to estimate the parameter set © as
well as to find the structure of the network, G. The objective in the learning is to find a
B = (G, O) that “best describes” the probability distribution over the training data [11]].
In this paper, however, we will not be learning the structure of the networks.
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4.2 Network Structures for the Problem

Let a single variable time series be X = {21, x2,..., 2y}, Wwhere N is the total number
of data points in the series. We can embed this data in a d-dimensional phase space as
follows [12]]:

Yyt = (ﬂvu Ti—7y. - 756157((171)7) ) (2)
where 7 is the time delay, d is the embedding dimension, and ¢t = d,d + 1,..., N.
Henceforth, we set 7 = 1, thus Eqn. 2lbecomes:

Vi = (T, -1, ..., Te—at1) 3)

Fig. 2. Bayesian Network model used for learning and inference data in embedded phase space

Figure 2] shows the model used to learn this data. The network is constructed from
the underlying dependencies in a time series, that is the data at time ¢ is dependent on
the dataattimet — 1,...,t —d+ 18 The joint distribution of the model is:

d—2
P(U) = P(Xy|Xi1, - Xeap) P(X—ap) [ [ P(Xek| Ximsr) D)

k=1
where U = {X;_1,...,X;_a+1}. All the nodes are modelled as one dimensional

Gaussians. For example, a BN model of Fig. 2l with d = 3 has the dependencies as
Xi—o — Xy—1 — Xy as well as X;_o — Xj. The joint distribution of the model
will be P(U) = P(X| X1, Xi—2)P(X1—1|Xi—2)P(X;_2), where each P(-) is a
Gaussian or a conditional Gaussian distribution.

Figure Bl shows a model that may be used to learn and inference the combination of
three sensors in the system. In this case, the network is composed of three ‘subnets’,
that is the sets of nodes { A, A¢—1,. .., Ai—m}, etc. Each subnet has the same network
configuration as that of the network in Fig.[2l The value for m, that is, the length of the
subnet, is not necessarily the value of d, which is the number of nodes for the network
in Fig. 2 Since {B;_1,..., Bi—m} is independent of A;, and {Cy_1,...,Ci_p} is
independent of A; or By, we can write the joint distribution of the model as:

P(U) x P(A)P(B)P(C)P(B;|A;)P(Cy|A)P(Cy| By), 5)

where P(A) is the joint distribution of { A, A;_1, ..., At—m }, and similarly for P(B)
and P(C).

% The network in Fig. Dlis simply a d — 1-th order Markov model presented in the Bayesian
Network representation.
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Fig. 3. Bayesian Network model used for learning the combined data from three sensors

Figure 3] describes a network for anomaly detection in the combination of gases at
one spatial location, however, it can be easily adapted for detection across different spa-
tial locations. For example, with the same network, A; could be gas 1 from location 1,
while B, and C} are gases 2 and 3 from location 2.

4.3 Learning and Inference

Since the structure of the network is known, only the parameter set © needs to be
learnt. The Maximum Likelihood algorithm is thus used to estimate ©. In the
ML estimator, the likelihood function, p(x|0), is treated as a function of 6 for fixed
x, where J:§ is the j-th data sample for the node X, in the Bayesian Network. This
likelihood function can be used to evaluate the choices of §. The ML estimator chooses

the value of 6 that maximises the probability of the data x:
Orr = arg maxg p(x|0). (6)

This learnt network can then be used to do inference on new data. That is, given the
observed values of some of the nodes in the network, compute the probability distribu-
tion of the other nodes. Inference allows us to perform three types of analyses on the
data:

1. Prediction, where the probability distribution of the child node can be computed
given the values of the parents. In our case, the prediction of values in X in Figure[2]
given the values of {X;_1,..., Xs g1}

2. Diagnosis, where we can find the probability distribution of the parent node given
the value of the child. In Figure 3] for example, given the values of B; and Cy, we
can find the values of A;.

3. Anomaly detection using the likelihood values, which is actually a byproduct of
inference operation. The likelihood value measures how well the observations fit
the Bayesian Network model. Anomalies would result in a low likelihood value,
while data that fit the model well will result in high likelihood values.

4.4 Anomaly Definitions

We will now define anomalies and the various events described in Sec. Bl formally. For
all definitions below, the null hypothesis, Hj is the hypothesis that the evidence is true,



98 X.R. Wang et al.

and the p-value is the probability of how well the evidence supports the H hypothesis
(smaller p-values favour the rejection of Hy). The significance value, « is set such that
if p < a, then the null hypothesis is rejected.

Let Ly, = L(y:|0B,) be the log likelihood of the Bayesian Network given data
point y; in a d-dimensional phase space (as shown in Figure @), and Pr., (01, ) be the
distribution of Ly, overall. Then

Definition 1. y, is an event iff the following H is rejected:
Hy: Ly, ~ Pry(0Ly)

For the spatiotemporal events, let u; = {y+,y?,...,y"} be the set of n data points in
the d-dimensional phase space at time ¢. For example, with three gases A, B, and C,
u; = {as, by, i}, where a; = {ag,a¢-1,...,0,-(4-1)} etc.

Definition 2. u; is a composite event when two or more of {yt,y?,...,y"} is an
event.

Definition 3. w; is a group event iff y! is an event, Vy! € u,.

In Definitions[TH3l we use log likelihood of the BN for data from a single sensor. Now
we utilise the log likelihood of the BN for combined sensors. Let Ly, = L(u|0p,)
be the log likelihood of the Bayesian Network for u; (e.g. as shown in Figure[3), and
Pr, (0Ly) be the distribution of Ly, .

Definition 4. u; is a joint event iff the following Hy is rejected:
Ho N Lut ~ PLU (QLU)

Definition 5. u; is an explained event iff u; is not a joint event but any one of
1 2 ;
{yt,yi,-..,y'} is an event.

Definition 6. w; is an implicit event iff u, is a joint event but none of {y},y?,...,y"}
is an event.

The possibility of explained and implicit events is due to the fact that in general, L,,,
and )_ | Ly may differ significantly.

5 Results and Discussion

To learn the Bayesian Network using the phase space representation of Eqn. 2l we used
d = 20 and 7 = 1. The process of finding d is described in detail in Appendix [Al
Fraser and Swinney suggested to use the mutual information method to find 7 [13].
However, we found through experiments, that 7 = 1 gives much better inference results.
We trained the networks using the first half of the data as presented in Fig.[I] and run
inference on the second half of the data. Table[I]shows the normalised root mean square
error (NRMSE) of the inference. NRMSE gives a useful scale-independent measure of
error between data sets of different ranges.

Figure @l illustrates a cyclical baseline for a 7 day period of CH, sensor data from a
second mine in Australia, contrasting actual and predicted data. A cyclical baseline can
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Table 1. Prediction errors (NRMSE) for the data using the Bayesian Network in Fig. 2]

Methane Carbon dioxide Carbon monoxide Oxygen
0.0404 0.0210 0.0468 0.0302

9.9 5 —+— raw data
9.8 —*— cyclical baseline
1 1
03/25 04/01

Fig. 4. Cyclical prediction of CHy4 for a 7 day period. Data are from a second mine in Australia.

be used to set moving thresholds around it, so that the fluctuating sensor data are within
the thresholds. This in general will reduce false alarms.

Figure[3lshows the results of likelihood computation for the four gases in the data. For
each sub-figure, we plot the actual data (bottom plot, left scale) with the logarithm of the
likelihood (top plot, right scale). The Kolmogorov-Smirnov (KS) hypothesis test [16]
was used to determine the anomalies from the likelihood values. The KS test is used
because it can compare the test sample against any distribution, and it can be seen from
Fig.[Slthe log likelihoods do not fit a normal distribution, which is assumed by t-test or
z-test. We applied the KS test using the extreme value distribution, which is a distribution
skewed to the left as fitting for the likelihood results. The parameters of the distribution
are set to be the mean and standard deviation of the likelihood values in each set of results.

It should be pointed out that in reality, there are no anomalies of real concern in
this data set. That is because in an actual mining operation, events that are significant
enough to raise an alarm and evacuate the mine are very rare. In most cases, any signif-
icant change in data would result in an immediate investigation of the situation and so
the potential anomaly event would be avoided in the real data. To demonstrate the al-
gorithm, we ran the KS test using oo = 0.012, that is the null hypothesis Hy is rejected
if p < 0.012. Normally, « = 0.01 would be the first choice for anomaly detection
through hypothesis tests [SI17], however with our data set, at & = 0.01 no events were
identified. The value we’ve chosen, & = 0.012 allow us to demonstrate the flexibility
of the method. The resulting events detected by the KS test are plotted as red dots in
Fig.[Blabove the likelihood values.
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Fig. 5. Results of anomaly detection for single gases: (a) COz2, (b) CO, (c) O2, and (d) CH4. For
each plot, the bottom curve shows the data collected from the gas sensor, the top curve shows the
log likelihood found given the data, and the dots at the top show the anomalies as determined by
the algorithm.

Figure Bla) shows there are three distinctive candidate anomaly events in the COg
data for this time period. Note the second anomaly identified by the system around July
23rd. This corresponds to a sudden jump in gas concentration during an interval where
the gas concentration is decreasing. This highlights the advantage of using a system
that has learnt from past events. This type of anomaly cannot be detected with a flat
baseline benchmark, as at this particular time the gas concentration is lower than the
two nearby peaks. Another interesting feature is that the large drop in gas concentration
around July 21st was not identified as an anomaly, while a threshold system may do
otherwise. Figure [Tl showed that a similar event happened two weeks earlier around
July 7th. However, the peak in gas concentration just before this dip was identified as
an anomaly as this was an unusual event in the history of the data set.

Results of anomaly detections in CO, Oz and CHy in Fig. Blb)—(d) show similar
anomalous and normal events as those of COs results. Of particular interest is the last
anomaly identified in the CO data, since at the scale presented, it is difficult to see
why this particular region was identified as an anomaly with such a low log likelihood.
However, upon closer inspection, we found that this is caused by a difference of 1.7
ppm between two consecutive data points. That is, in 30 seconds, the CO concentration
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Fig. 6. Results of anomaly detection for the joint event of the gases, by using KS test setting (a)
a = 0.012; (b) a ~ 0.011. The top curves show the log likelihood and the dots above show the
anomalies determined by the algorithm.

jumped by 1.7 ppm, while the average difference is 0.035 ppm. This is roughly a 5000%
increase in growth rate of CO, which is clearly anomalous.

For investigating joint events, we use the network structure shown in Fig. Blwith A
as the data from COs, B as data from CO and C as the data from O. Figure[6(a) shows
the inference results for the joint event of CO2-CO-O; using this network. We used a
history of 5 data points, that is, m = 5 in Fig. 3l We have conducted experiments with
different m values from m = 2 to m = d = 20, finding that the inference results do
not vary much. The anomalies were again identified by employing the KS test using
extreme value distribution with o = 0.012.
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The results show many interesting features, which we list below in order of dates:

1. 14th July: No joint event was detected on this date, while Fig. B(b) showed one
event identified in the CO data on this date. Thus, while the jump in CO concen-
tration at this time would be enough to trigger an alarm for the single gas system,
it was not significant enough within the context of the combined gases. This is an
example of an “explained” event.

2. 18th July: Three distinctive joint events were identified around this date. However,
Fig.[Al(a)-(c) showed that no anomalies were detected in the CO5 and O, data, and
only one event was identified in the CO data. The second and third events would
exemplify as “implicit” events.

3. 21st July: Four events closely following one another were identified around this
date. In the individual gases, only one event is identified in each gas.

4. 22nd July: The first event is similar to that of the situation on 18th July, where only
CO data were anomalous. The second event is where CO concentration dropped,
CO; increased, both causing an anomaly (while at the same time Oy dropped slightly
but not enough to cause an anomaly). This is an example of “explained” event.

5. 24th July: This is an example of the “group” event where all gases had an anomaly
detected and the joint event was observed as well.

We noted previously that there are no anomalies of real concern in this data set. To
demonstrate the flexibility of the method, we set « for the KS test at 0.012, which is
a large value for anomaly detection in this context. In for example, the authors
needed to set @ = 0.00001 to decrease the false alarm rate. Figure [6(b) shows the
anomalies found using o /= 0.011 in order to demonstrate this value can be adjusted by
operators at a mine site to identify anomalies specific to a mine.

The results shown above are that of “joint temporal anomaly” detection as discussed
in Sec. in which where the different gas sensor data are from the same location.
It is more important for a sensor network to detect anomalies on a network level, such
as the problem described in Sec. Unfortunately, we do not have data taken at the
neighbouring sensor nodes. However, in practice, the two spatiotemporal problems are
almost identical. That is, the data from CO5 can be from location 1, while data from CO
and Oq are from location 2. Then, the learning, inference and likelihood calculation are
exactly the same. Therefore, the method we presented can be easily ported to groups of
sensor nodes at different locations.

6 Conclusion and Future Work

In this paper, we used a combination of dimensionality analysis and a Bayesian Net-
work to learn models for gas data from underground coal mine’s sensor networks. We
identified and defined new types of events for a sensor network. We showed that the
anomalies in the data can be identified through inference of the Bayesian Network.
Further, we showed that our model is able to identify events in a combination of sensor
data that cannot be identified through simple aggregation. For example, it was demon-
strated that anomalous events in individual gas data might be explained if considered
jointly with the changes in other gases. Vice versa, a network-wide spatiotemporal
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anomaly may be detected even if individual sensor readings were within their thresh-
olds. The application of this approach leads to a reduction in the number of false alarms
without compromising the safety of monitored mines.

Let us briefly outline possible spatiotemporal extensions of the approach. First of all,
a Bayesian Network corresponding to a physical location (for example, shown in Fig.[3]
with three subnets A, B, C') can be extended with extra subnets for each new sensor at
the same physical location, e.g. D and E. In this case, dependencies between existing
and new subnets can be revealed by methods such as transfer entropy.

Transfer entropy identifies a possible relationship between time series, say A
and D, denoted T4, p, by estimating the amount of information that a source A; pro-
vides about the next state of a destination D, that was not contained in the k past
states of the destination D;_y, . .., D;. In other words, transfer entropy provides a mea-
sure of the predictive influence of one element over another — hence, it may help in
finding dependencies between sensor data. The active information storage, a measure
of the amount of information in the past of a process that is used in determining its next
state [19] may be used in addition to transfer entropy.

Secondly, a Bayesian Network can include subnets corresponding to different physi-
cal locations, for example, A®") and BM) for location 1, and B®) and C® for location
2, where A, B, C are different gases. In such a case, there may be a temporal de-
pendency between A and B relevant to location 1, a temporal dependency between B
and C relevant to location 2, and a spatial dependency between B(") and B(?). Our
approach easily handles situations like this, provided that spatial and temporal depen-
dencies are identified by methods such as transfer entropy. The challenge, however, is in
preventing long chains of dependencies spanning the whole sensor network. To address
this challenge, an information threshold 7" can be used to distinguish between differ-
ent transfer entropies. For example, transfer entropy T5a)_, gy > T would indicate
a need to include spatial dependency between B() and B®), while T e < T
would indicate that there is no need to include a dependency between C'(?) and C'®) —
thus, breaking a potential chain.

Constructing Bayesian Networks that correspond to dominant information flows in
a sensor network is a subject of future research.

Acknowledgement

We would like to thank Greg Rowan and Russell Packham for their generous help with
understanding gas behaviour in underground coal mines. We would also like to thank
Olivier Fillon and Kerstin Haustein for their help with the data. We would also like to
thank the reviewers for their comments that helped to make this a better paper.

References

1. Wang, P., Wang, X.R., Guo, Y., Gerasimov, V., Prokopenko, M., Fillon, O., Haustein, K.,
Rowan, G.: Anomaly detection in coal-mining sensor data, report 2: Feasibility study and
demonstration. Technical Report 07/084, CSIRO, ICT Centre (2007)



104

2.

10.
11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

X.R. Wang et al.

Xue, W., Luo, Q., Chen, L., Liu, Y.: Contour map matching for event detection in sensor net-
works. In: Proceedings of the 2006 ACM SIGMOD international conference on Management
of data, Chicago, IL, USA, pp. 145-156 (2006)

. Ypma, A., Duin, RP.W.: Novelty detection using self-organizing maps. In: Progress in

Connectionist-Based Information Systems, vol. 2, pp. 1322—1325. Springer, London (1997)

. Davy, M., Desobry, F., Gretton, A., Doncarli, C.: An online support vector machine for ab-

normal events detection. Signal Processing 86(8), 2009-2025 (2006)

. Mamei, M., Nagpal, R.: Macro programming through Bayesian Networks: Distributed infer-

ence and anomaly detection. In: PerCom 2007. Fifth Annual IEEE International Conference
on Pervasive Computing and Communications, Los Alamitos, CA, USA, pp. 87-96 (2007)

. Kumar, A.V.U.P,, Reddy, A.M.V., Janakiram, D.: Distributed collaboration for event detec-

tion in wireless sensor networks. In: Proceedings of the 3rd international workshop on Mid-
dleware for pervasive and ad-hoc computing, pp. 1-8 (2005)

. Jiao, B., Son, S.H., Stankovic, J.A.: GEM: Generic event service middleware for wireless

sensor networks. In: Second International Workshop on Networked Sensing Systems (2005)

. Friedman, N., Koller, D.: Being Bayesian about network structure: A Bayesian approach to

structure discovery in Bayesian Networks. Machine Learning 50, 95-126 (2003)

. Friedman, N., Geiger, D., Goldszmidt, M.: Bayesian network classifiers. Machine Learn-

ing 29, 131-163 (1997)

Jensen, F.V.: Bayesian Networks and Decision Graphs. Springer, New York (2001)

Pearl, J.: Probabilistic reasoning in intelligent systems: networks of plausible inference. Mor-
gan Kaufmann, San Francisco (1988)

Packard, N.H., Crutchfield, J.P., Farmer, J.D., Shaw, R.S.: Geometry from a time series. Phys.
Rev. Lett. 45(9), 712-716 (1980)

MacKay, D.J.: Information Theory, Learning and Inference. Cambridge University Press,
Cambridge (2003)

Myung, I.J.: Tutorial on maximum likelihood estimation. Journal of Mathematical Psychol-
ogy 47, 90-100 (2003)

Fraser, A.M., Swinney, H.L.: Independent coordinates for strange attractors from mutual
information. Phys. Rev. A 33(2), 1134-1140 (1986)

Massey, F.J.: The Kolmogorov-Smirnov test for goodness of fit. Journal of the American
Statistical Association 46(253), 68-78 (1951)

Menzies, T., Allen, D., Orrego, A.: Bayesian anomaly detection. In: ICML 2006. Workshop
on Machine learning Algorithms for Surveillance and Event Detection, PA, USA (June 2006)
Schreiber, T.: Measuring information transfer. Phys. Rev. Lett. 85(2), 461-464 (2000)
Lizier, J.T., Prokopenko, M., Zomaya, A.Y.: Detecting non-trivial computation in complex
dynamics. In: Almeida e Costa, F., et al. (eds.) ECAL 2007. LNCS (LNAI), vol. 4648, pp.
895-904. Springer, Heidelberg (2007)

Grassberger, P., Procaccia, I.: Estimation of the Kolmogorov entropy from a chaotic signal.
Phys. Rev. A 28(4), 2591-2593 (1983)

Takens, F.: Detecting strange attractors in turbulence. Lecture Notes in Mathematics,
vol. 898, pp. 366-381. Springer, Heidelberg (1981)

Takens, F.: Invariants related to dimension and entropy. In: Atas do 13 Coléquio Brasiliero
do Matematica, Rio de Janeiro (1983)

Theiler, J.: Spurious dimension from correlation algorithms applied to limited time-series
data. Phys. Rev. A 34(3), 2427-2432 (1986)

Dhamala, M., Lai, Y., Kostelich, E.: Analyses of transient chaotic time series. Phys. Rev.
E 64(5), 56207-56216 (2001)

Kugiumtzis, D., Lillekjendlie, B., Christophersen, N.: Chaotic time series part I: Estimation
of some invariant properties in state space. Modeling, Identification and Control 15, 205-224
(1994)



Spatiotemporal Anomaly Detection in Gas Monitoring Sensor Networks 105

A Dimensionality Analysis

Grassberger and Procaccia [20] showed that the correlation integral of a time series,
C4(r) can be estimated as:

N
Calvar) = Ly S o0 = v =, . ™

Here @ is the Heaviside function (equal to 0 for negative arguments and 1 otherwise).
The vectors y; and y; contain elements of the observed time series {x;} with the dy-
namical information in one-dimensional data converted or reconstructed to spatial in-
formation in the d-dimensional embedding space y [21]] as presented in Equation[2l The
norm ||y; — y;|| is the distance between the vectors in the d-dimensional space, e.g.,
the maximum norm [22]]:

d—1
lyi =il = max(zi+r —2547) ®)

Put simply, Cy(r) computes the fraction of pairs of vectors in the d-dimensional
embedding space that are separated by a distance less than or equal to r. In order to
eliminate auto-correlation effects, the vectors in Equation[7] should be chosen to satisfy
|i — j| > L, for some positive L, and at the very least ¢ # j [23].

The correlation dimension v is found by:

v = lim lim In Ca(N,7)
r—0 N—0 Inr

€)

That is, within certain ranges of r and d, the correlation integral C;(r) may be propor-
tional to some power of 7, Cy(r) ~ r¥ [20]. If the dynamical process is unfolded by
choosing a sufficiently large d > d,, a typical slope of the plot In Cy(r) versus Inr
becomes independent of d. Thus the common numerical practice of finding the embed-
ding dimension d of the data set is to compute the slope from a linear region of the
Cyq(N,r) plot. For d < |v], where || denotes the largest integer less than or equal to
v, the slope is equal to d. For d > |v], the slop saturates at a constant value which is
usually taken to be the estimated value of v [24].

The data is from telemetric sensors, the time difference between two data point is 30
seconds, thus between 3rd July 0100 and 25th July 0556, we have 68194 data samples.
To find the embedding dimensions, we divide the data into 1 day periods, this gives
us 2880 data points per period. Kugiumtzis et al.[23] showed that this is a reasonable
number for calculating embedding dimensions. We found the embedding dimension to
be d = 20.
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Abstract. Today it is possible to deploy sensor networks in the real world and
collect large amounts of raw sensory data. However, it remains a major chal-
lenge to make sense of sensor data, i.e., to extract high-level knowledge from the
raw data. In this paper we present a novel in-network knowledge discovery tech-
nique, where high-level information is inferred from raw sensor data directly on
the sensor nodes. In particular, our approach supports the discovery of frequent
distributed event patterns, which characterize the spatial and temporal correla-
tions between events observed by sensor nodes in a confined network neighbor-
hood. One of the key challenges in realizing such a system are the constrained
resources of sensor nodes. To this end, our solution offers a declarative query
language that allows to trade off detail and scope of the sought patterns for re-
source consumption. We implement our proposal on real hardware and evaluate
the trade-off between scope of the query and resource consumption.

1 Introduction

Systems research in sensor networks has reached a point where we can build and deploy
medium-sized sensor networks and collect large amounts of raw or preprocessed sensor
data during months of unattended operation. However, it remains a major challenge to
make sense of the collected data, i.e., to extract the relevant knowledge from the raw
data. Most existing techniques for knowledge discovery from sensor data are centralized
and require the extraction of raw sensor data from the network. However, this can be
very costly due to the large data volume and does not scale to large networks.

In a previous position paper [20] we sketched an in-network knowledge extraction
technique that supports the discovery of frequent distributed event patterns. In this pa-
per, we turn this idea into a complete system, implement it on sensor nodes and study
important performance metrics. The key advantage of our in-network approach is that
the extracted knowledge is directly available to the sensor nodes and can be used to
control the behavior of the sensor nodes (e.g., to prioritize processing of event patterns
that occur infrequently). Also, the extracted knowledge is often much more compact
than raw sensor data and can therefore be more efficiently extracted from the sensor
network than raw sensor data.

Our approach is based on events, that is, each sensor node locally analyzes the out-
put of its sensors to find relevant real world occurrences. In many applications it is
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important to put such events into a spatial and temporal context, i.e., to consider the
correlation of an event observed by a sensor node with events observed by surrounding
sensor nodes in the recent past. In an equipment monitoring application (e.g., [1]), for
example, one is interested in understanding if abnormal vibration signatures are cor-
related with nearby abnormal temperature readings. In a bird monitoring application
(e.g., [21]]), one is interested in understanding if certain events in the neighborhood of a
nesting burrow (e.g., noise, motion) are correlated with birds leaving their nests.

Our approach supports this type of application by providing a framework to analyze
the correlation of a certain type of event on a sensor node with context events observed
by nodes in a confined neighborhood of this node in the recent past. For example, we
might find that in 30% of the cases where a bird left its nest, motion has been detected
by at least one sensor located within 10 meters of the nest no more than 3 minutes in
the past. We call such a correlation of events a distributed event pattern. Our technique
discovers such distributed event patterns that occur with a frequency not less than a user-
specified minimum. Besides a minimum frequency, a user has to specify local events of
interest and certain temporal and spatial constraints using a declarative query language.

The discovered set of frequent event patterns can be considered as a compact char-
acterization of the “common behavior” observed by a set of sensor nodes over long
periods of time. Likewise, an event pattern that is not frequent can be considered as
an exceptional occurrence. Frequent event patterns can be used in two primary ways:
Firstly, by a user to learn about the common behavior, or to be notified of exceptional
behavior or of significant changes to the common behavior. Secondly, as the event pat-
terns are computed on the sensor nodes, the latter can use this information to control
or adapt their behavior, for example, to allocate more resources for the processing and
communication of rare event patterns than for more common ones.

In this paper we focus on how frequent event patterns can be efficiently computed
on resource-constrained sensor nodes. Although sensor nodes are becoming more pow-
erful over time, constrained node resources are the primary challenge in designing and
implementing our in-network knowledge extraction technique. Our approach to deal
with this challenge lies in the query language, which allows the user to define the detail
(e.g., granularity of temporal and spatial relationships between local events) and scope
(e.g., minimum pattern frequency, involved local events, maximal temporal or spatial
distance between local events) of sought patterns: the more detailed or the larger the
scope of sought patterns, the more expensive is pattern discovery. Thus, we offer the
user a turning knob to trade off detail and scope for resource consumption.

Note that the above discovery of frequent events patterns is different from detection
of event patterns. For the latter, the user needs to specify in advance and exactly which
event patterns the system should detect. With our approach, the system itself identifies
event patterns that occur frequently given certain constraints on the sought event pat-
terns. As such, our approach can be considered as a relaxation of detection of event
patterns.

We begin with an overview of the system in Sect.2Jand introduce patterns and queries
in Sect. 3 before presenting the core algorithms in Sect. @l Important implementation
aspects are discussed in Sect.[3l We evaluate our proposal in Sect.
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2 System Overview

The overall architecture of the proposed system is as follows. A user can pose a query
to the system using a declarative language. Such a query defines the local events of
interest and additional constraints on the sought frequent distributed event patterns, see
Sect.Blfor details. A query is compiled into executable code (containing both the query
parameters and the pattern discovery algorithm) at the gateway of the sensor network
and the resulting executable is distributed to each node in the sensor network using a
code distribution protocol.

Using the query parameters, the pattern discovery algorithm executing at a sensor
node continuously collects event notifications from nodes in a confined network neigh-
borhood and computes the set of frequent distributed events patterns as detailed in
Sect.[l This set can now be used in a number of different ways as discussed in Sect. [Tl

Depending on the application scenario, the pattern discovery algorithm may be exe-
cuting at some sensor nodes (e.g., only on nest nodes in the bird monitoring example in
Sect.[I) or on every node of the sensor network.

3 Patterns and Queries

We will illustrate the notion of distributed event patterns using the bird monitoring
example given in Sect. [Tl Here, sensor nodes are deployed in and around the nest and
can detect two types of events: motion (of creatures) and a bird leaving its nest. We
are interested in understanding how leave events are correlated with motion events in
the vicinity of the nest. Here, our system might find a frequent distributed event pattern
such as

(motion, <10m, <3min, >=1) : leave [30%]

This pattern has to be read as follows: In 30% of the cases where a bird left its nest,
motion has been detected by at least 1 sensor located within 10 meters of the nest sensor
no more than 2 minutes in the past.

In general, a pattern consists of a local event (right of the pattern’s column) and a
term that summarizes occurrences of context events (left of the pattern’s column) in
a spatial and temporal neighborhood of the above event. The frequency or support of
a pattern equals the number of occurrences of the local event for which the left-hand
term of the pattern also applies, divided by the number of occurrences of the local event
(regardless if the left-hand side of the pattern applies or not). A frequent pattern is a
pattern whose support is greater than or equal to a given minimum support.

In order to discover such patterns, a user has to specify a query. The query defines
events and context events of interest and a number of constraints on the sought pat-
terns. These constraints are needed to cut down the otherwise huge search space for
possible patterns to allow an implementation of the pattern discovery algorithm on
resource-constrained sensor nodes. Fig. [Tl shows a possible query for our bird moni-
toring example.

In our system, time is divided into epochs of fixed length. Nodes are synchronized
such that epochs begin and end at approximately the same real-time instants at all nodes
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across the network. Since typical epoch durations are in the order of seconds or tens of
seconds, required synchronization is rather loose and easily achieved with existing syn-
chronization protocols. In our example query, epoch length is 60 seconds as specified
in line 2. Epochs are identified by monotonically increasing integer numbers starting
with zero.

In each epoch, a sensor node

. // epoch length
can generate at most one 1n-

1
2 epoch =60 // [seconds]

stance of each possible event 3 // event definitions

t I 1 4 event motion { max:accel[0] > threshold }

ype. In our sample query, 5 event leave { max:pir[0] ==0 &&

two event types motion and 6 max:pir[1] ==1}

1 are defined in lines 4 7 // events and context events

eave ar ; I In line 8 levents {leave}
to 6, respectively. A motion 9 cevents {motion}

10 // temporal and spatial scope

event (i.e., ground is vibrat- Il neighborhood = 1 /7 [hop]

ing) is generated in an epoch if 12 history =6 //epochs

the maximum output value of 13 //' minimum support and error bound
14 minsupport =30 / [%]

the accelerometer sensor in that 15 error =5 // [%]

16 // distance partitions [meters]

epoch is greater than a thresh- 1 distance { near=(0,10], far=(1020] }
old (i.e., max:accel[0] > 18 // time interval partitions [epochs]

. 19 time { now=0, recent =[1,3], old=[4,6] }
thr_eShOld 1s true, where the 20 // frequency partitions [number]
“0” in square brackets refers to 21 frequency { none=0, some=[l,infty] }

the current epoch). A leave
event is generated in the current
epoch if the passive infrared
sensor (PIR) detected presence of a bird in the previous epoch (i.e., max:pir[1]
== 1 is true, where the “1” in square brackets refers to the previous epoch), but not in

Fig. 1. An example query

the current epoch (i.e., max:pir[0] == 0 is true). We assume that PIR is a binary
sensor that outputs either zero or one. The set of all events given in a query will be
denoted by F.

The builtin event definition language only supports simple predicates over aggre-
gated sensor values in the current and past epochs. In every epoch, sensor values are
aggregated in predefined ways (e.g., minimum, maximum, average). For more complex
and realistic events, the query language supports external events whose detection is im-
plemented outside of our system (e.g., using more elaborate sensor signal processing
techniques).

Lines 8 and 9 in our sample query define 1eave as a local event and motion as a
context event, respectively. Note that an arbitrary numbers of local events and context
events can be specified and event types may be declared as both local events and context
events. The set of all context and local events defined in a query will be denoted by E.
and Fj, respectively.

Lines 11 and 12 define the spatial and temporal scope that should be considered
for the correlation analysis. The spatial scope, denoted by SSCOPE, is given as a
maximum hop count, such that only correlations between events generated by nodes at
most SSCOPE hops apart are considered. The temporal scope, denoted by TSCOPE
is given as a number of epochs, such that only correlations between events that occurred
within a time window of T'SC'OPFE epochs are considered. In the example, if the node
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in the nest executing the pattern discovery algorithm observes a local event during a
given epoch, only context events generated no more than 6 epochs in the past by nodes
no more than one hop away (including the nest node itself) will be considered for the
correlation analysis.

Recall that our system will only discover patterns that occurred with a given mini-
mum support, which is given in line 14 of the sample query. Further, we allow a certain
error (given in line 15 of the sample query), such that a pattern may be reported as being
frequent by our system if its true support is greater than or equal to minimum support
minus error bound. We will denote minimum support and error bound as M S and M S,
respectively.

Finally, the query contains a quantization of Euclidean distances between nodes,
time intervals (between event occurrences, where time is measured in epochs), and fre-
quency of event occurrences into a set of discrete partitions. Each partition is an interval
that is either open (parenthesis) or closed (bracket). Note that the set of distance (time,
frequency) partitions does not need to cover the whole domain of distances (time, fre-
quency). By this, a user can constrain the search space for patterns to certain distances
and time intervals between events as well as to certain frequencies of events. We as-
sume the existence of an implicit, possibly non-continuous or empty partition _L that
covers the part of the domain that is not covered by partitions that have been explicitly
defined. The sets of all distance, time, and frequency intervals defined in a query will be
denoted by DP, T'P, and F P, respectively. We assume the existence of mapping func-
tions mapg, map, and map ¢y, which map a given distance, time interval, and frequency
to elements of DP U{L},TP U{L},and FP U {L}, respectively.

We can now specify the general form of a pattern in terms of the query parameters
as follows:

N (e dpistpi, fi) =\ €[] )
i=1..N j=1..M

Here, e¢f € E. is a context event, dp; € DP is a distance partition, tp; € TP is a
time partition, and fp, € F P is a frequency partition. eé € Ej is alocal event and s is
the support of the pattern. Note that the above pattern is equivalent to M patterns with
only one local event and identical terms on the left-hand sides, but with possibly differ-
ent support values. The pattern is frequent if s > M S. One example pattern would be:

(motion, near, recent, some) AND
(motion, near, now, some) : leave [30%]

Note that while the above discussion is based on the notion of events (defined as a
state change), patterns can also be used to reason about correlations between different
states as well as between states and events. In our bird monitoring example, we could
define an event present as follows: event present { max:pir[0] == 1 }L
This event would fire in every epoch as long as a bird is in the nest, thus implementing
the state “a bird is in the nest”.

4 Discovery of Frequent Patterns

The pattern discovery algorithm executing at a sensor node consists of several com-
ponents which will be discussed in this section. Firstly, a sensor node collects event
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occurrences from a confined network neighborhood and transforms this information
into a pattern for each epoch (Sect.[d.1). These patterns are represented as sets of small
integers, so-called itemsets (Sect.[£.2). From the resulting stream of itemsets, frequent
itemsets are discovered (Sects. 4.3l and [£.4)).

4.1 Data Collection and Pattern Generation

The pattern discovery algorithm is executing at one or more sensor nodes (as specified
by the user using mechanisms outside of the scope of this paper) to discover frequent
event patterns. We will denote such sensor nodes as discovery nodes. Sensor nodes that
are within the spatial scope SSCOPFE of a discovery node are called client nodes. Note
that a single sensor node may both act as a discovery node and as a client node to one or
more other discovery nodes. Also note that the set of client nodes may change over time
due to fluctuation of wireless links and due to nodes dying or being added. Throughout
this section we consider a single discovery node.

The pattern discovery algorithm executing on the discovery node proceeds as fol-
lows. After each epoch ¢, the algorithm checks if any local events occurred locally
during t. If so, a pattern is constructed for epoch ¢. Otherwise, nothing needs to be
done.

To construct the pattern, a request message is sent to all client nodes containing the
identity and location of the discovery node and epoch ¢. Client nodes reply a message
containing the event occurrences during T'SC O PE. Essentially, a reply message from
node 4 contains values freg; (e, dp, dt) for each context event e, distance partition dp,
and time partition d¢ that have been defined in the query. This value equals 1 iff event e
occurred on node ¢ in the distance partition dp during time partition dt with respect to
the requesting discovery node and is zero otherwise. The discovery node computes the
sums freq(e,dp,dt) = >, freq;(e,dp,dt) over all client nodes to obtain the follow-
ing pattern for epoch ¢:

A (e, dp, tp, map (freq(e, dp,ip))) : \ Eu(t) )

Ve€E.,dpc DPtpcTP

where Fj(t) refers to the set of local events that occurred at the discovery node during
epoch t.

If SSCOPE =1 (i.e., a spatial scope of one hop), then the request is implemented
by a broadcast message from the discovery node to all child nodes and the replies
are implemented by unicast messages from the child nodes to the discovery node. If
SSCOPE > 1, then networking abstractions such as Abstract Regions may be
used which support the above communication pattern also for multi-hop neighborhoods.
Also, in-network aggregation [18] may be used to compute the sums freq(e, dp, tp) in
the network rather than at the discovery node.

4.2 Pattern Representation

Patterns are represented by so-called itemsets, i.e., a set of items. Conversion of pat-
terns to itemsets and vice versa is accomplished as follows. Each term on the left-
hand side of a pattern is mapped to an item by concatenating the event identifier,
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distance partition identifier, time partition identifier, and frequency partition identi-
fier. Each local event is mapped to an item consisting of the respective event identi-
fier. The reserve mapping is analogous. In the remainder of the paper, we will use the
terms pattern and itemset synonymously. For example, the pattern (motion, near,
recent, some) AND (motion, near, now, some) : leave maps to the item-
set {motion.near.recent.some, motion.near.now.some, leave}. It is easy to see that the
maximum size of an itemset is

|E.| x |DP| x |TP| x |FP| + |E| 3)

Hence, itemsets can be implemented as sets of small integers by mapping each pos-
sible item to an integer between 1 and the above maximum size. In our system, itemsets
are implemented as bitvectors.

4.3 Frequent Patterns

The procedure described in Sect.[£.1] produces a stream of patterns (one for each epoch
where a local event occurs), each of which is represented as an itemset as described in
Sect. We now need to find itemsets which are frequent with respect to this stream
S of itemsets.

We will constrain our search to frequent itemsets ¢s which contain only one local
event e € Ej. The support of such an itemset is defined as the number of itemsets in
S of which is is a subset, divided by the number of itemsets in .S which contain e as a
local event. An itemset is frequent if its support is greater than or equal to the minimum
support M .S given in the query. Note that frequent itemsets are not necessarily elements
of S, but they are subsets of one or more elements of S. Also note that every subset of
a frequent itemset is also frequent and its support is greater than or equal to the support
of the superset.

Several algorithms have been proposed to discover frequent itemsets from a stream
of itemsets (e.g., [ZUTOIT5]]). The difficulty of this problem lies in the fact that only one
pass over S is possible as .S grows without bounds over time and hence cannot be stored
completely on resource-constrained devices. Much better algorithms exist if multiple
passes over S are possible. Typical single-pass algorithms therefore use a so-called
synopsis data structure, which is essentially a compressed version of the data stream.
Frequent itemsets can then be computed from the synopsis data structure which can
be randomly accessed. However, synopsis data structures used by the above algorithms
are still too large to fit into the constrained memory of a sensor node. Also, as we are
ultimately interested in frequent itemsets (and not in the synopsis), memory is needed
for both the synopsis data structure and frequent itemsets.

We therefore developed an algorithm that directly generates frequent itemsets with-
out using a separate synopsis data structure. The algorithm basically splits S into small
blocks B of fixed size which fit into main memory. An efficient multi-pass algorithm is
used to discover frequent itemsets F'I B; in each block B;. Each itemset is € F'IB; is
associated with a counter ¢s.c that holds the number of itemsets in B; of which is is a
subset. That is, the support of is in B equals is.c x 100%/|B|. The frequent itemsets
in all blocks are then merged in an incremental fashion to obtain the frequent itemsets



Discovery of Frequent Distributed Event Patterns in Sensor Networks 113

FIS of S. Initially, F'1.S is empty. To merge F'I B; into F'1.S, we merge each frequent
itemset s € F'IB; into F'1.S by either inserting is into F'1.S if is ¢ F1.S, or by adding
1s.c to the counter value of the existing itemset in F'IS. The support of an itemset
is € FIS then equals is.c x 100%/|S].

For the ease of exposition we assume that the query contains only a single local
event, i.e., || = 1. If more than one local event has been defined, the data stream will
be split into |E;| data streams each of which contains only patterns with a single type
of local event. These streams will then be processed separately as described above, but
the resulting frequent itemsets will all be merged into a single instance of F'1.S.

Although simple, it is not clear that
the above approach obtains the correct N blocks
result, as an itemset that is frequent in e
S may not be frequent in some blocks
B, such that the support of an itemset C -
in S is not computed correctly. To fix —
this problem, we will use a smaller sup- B
port value MS < MS when discover- 0% -
ing frequent itemsets in a block. We will \ v v
select M S such that we meet the error LkJbad blocks N -kl full blocks
bound M S, given in the query. That is,
the support s we compute for an itemset  Fig. 2. Stream of itemsets that maximizes s — s.
with respect to S will be not less than Grey bars indicate the support s in a block on a
the true support s of that itemset minus ~ Scale from 0 to 100%.

M S.. Due to this, all itemsets in F'I.S

with s > M S — M S, will be considered frequent. This set of itemsets includes all true
frequent itemsets (i.e., for which s > M S) plus additional ones that are actually not
frequent with bounded error s — s < M S,.

How do we compute M S given M.S and M S.? For this, let us assume we have
chosen some value M S < MS. Let us consider an itemset ¢s which is frequent in the
stream .S with support s. Our algorithm will output a value s < s for the frequency
of is. We are interested in computing an upper bound for the error s — s. For this, let
us assume for now that S’ is split into /N equal-sized blocks. We will see later that the
actual length of the stream is irrelevant. Let us further consider a worst-case stream
S that maximizes s — s, i.e., which minimizes s. Note that our algorithm only makes
an error if the support of is in a block is smaller than M S. In this case, s will not
be considered a frequent itemset in this block and its support in this block will not be
considered when computing s. That is, to maximize the error, there should be as many
blocks as possible where the support of s is just below M S. To maximize the number
of such “bad” blocks, is must have a support of 100% in the remaining blocks (“full”
blocks), such that the global support of is for the whole stream is s. It follows that the
(fractional) number k of bad blocks in the worst-case stream must satisfy the constraint
kx MS+ (N —k) x 100% = N x s, which can be solved for k to obtain

ke N 100% — s “)
100% — M S
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It follows that the worst-case configuration includes | k| bad blocks, N — [k] full
blocks, and optionally one block with support C' = (k— | k]) x MS+([k] —k) x 100%
with M S < C < 100% unless k is an integer. If k is an integer then that block doesn’t
exist and C' = 0. The worst-case configuration of S is illustrated in Fig.2l Note that the
order of the blocks in the stream is irrelevant.

We can now express the error s — s as follows:

(N —[K]) x 100% +C (N —k) x 100% + (k — |k]) x MS
N - N
(N — k) x 100%
N

S§—8§=8—

<s-— &)
The “<” holds because (k — |k|) x MS > 0. Inserting Eq. @l into Eq.[5] and rear-
ranging terms we obtain

100%

s = =M 00 s

(6)

Note that N has been eliminated, that is, the derived error bound is independent
of the actual length of the stream. It can be easily verified that the right-hand side of
Eq.[@8is monotonically decreasing in s for all M.S > 0. That is, we obtain the largest
error s — s for the smallest possible value of s, which is M S. s cannot be smaller than
M S, since itemset s would then not be frequent in contradiction to our assumption.
Replacing s by M S and rearranging terms we obtain

MS —-MS
s—s<MS— 100% 7
= 100% — MS™ " @
To ensure that s — s < MS,, we require that the right hand side of Eq. [Z] equals
MS.. Solving for M S we obtain

MS, x 100%

MS =
S 100% + MS. — M S

®)

Using Eq.[8l we can compute the minimum support M S to be used for discovering
frequent itemsets in a block, such that the resulting error s— s is never greater than M S,.

4.4 Closed Patterns

Since there may be a large number of frequent itemsets, we will consider so-called
closed itemsets instead [22124]]. A closed itemset is a frequent itemset which has only
proper supersets with smaller support than itself. In can the shown that the set of closed
itemsets of S’ contains the same information as the set of frequent itemsets of .S. In
practice, the number of closed itemsets can be orders of magnitude smaller than the
number of frequent itemsets. In our algorithm, F'IB and F'1.S will be sets of closed
itemsets.

The algorithm for discovering closed itemsets of .S proceeds as follows. It collects
itemsets (generated as described in Sect. [£.])) into a block B until a complete block of
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size BN has been filled. Then, the block is compressed by removing duplicate itemsets
Bli] = Bl[j] (equality does not consider the counter values BJ |.c): we set Bli].c <
Bli].c + B[j].c and remove B[j].

We can now implement a function is freq(is) as depicted in Fig. 3] that computes
the support of an itemset ¢s for B and checks whether or not that itemset is frequent in
B by iterating over the compressed block and computing the number of itemsets in B
of which is is a subset (lines 7 and 8). The function terminates early (lines 9 and 10) if
the number of unprocessed itemsets in B is too small to make 7s frequent.

To find closed itemsets in block B that
contain local event e;, function block() is
used as depicted in Fig. [ (left). After execu-
tion, F'I B will hold all closed itemsets. With
the help of traverse() (also given in Fig.
E), block() basically enumerates all possible
itemsets which contain local event e;, com-

. . 18.Cc «— 1S.c + bis.c;
putes their support and stores closed item- else if (is.c + rest < minc)
sets in F'IB. However, two properties of 10 return false ;
closed itemsets are exploited to prune the :; Eetum true ;
huge search space significantly. Firstly, if 1 }
itemset ¢s is not frequent, no superset of is
is frequent. Secondly, if adding an item i 0 gjg 3. Algorithm to compute the support of
itemset ¢s does not change the support of s, jtemset is in the current block
then ¢s cannot be a closed itemset. Exploit-
ing these properties for pruning is a standard
technique [5]]. Additional techniques exist, but these require significant amounts of
memory [24] or do not have a large impact on runtime according to our experience.

In more detail, block() creates the itemsets is which contain only local event ¢; in
line 27, computes the support of this itemset in line 28, and invokes traverse(is, tail)
in line 29, which recursively enumerates supersets of s by incrementally moving items
from tail to ¢s. Initially, tail contains all possible items except items that represent local
events (line 25). The first loop in traverse() implements pruning by moving all items
from tail to ¢s that do not change the support of s (lines 5 - 8), exploiting the second
of the properties mentioned above. Also, if adding an item from tail to is makes is
infrequent, then that item is removed from tail (line 10). The second loop (line 12)
implements the recursion step for all items remaining in ta:l. Finally, ¢s is added to
FIB if the latter doesn’t contain an itemset which is a superset of is and has same
support (lines 19-21). If such a superset exists in F'IB, then 4s cannot be a closed
itemset. Note that ¢traverse() implements a depth-first search of the itemset space, that
is, before is is considered for insertion into F' B, all supersets of s are considered first.

Next, function merge() as depicted in Fig. B (right) is used to merge the closed
itemsets in F'I B for the current block into F'IS. The latter set of itemsets holds closed
itemsets of the stream .S seen so far.

Basically, merging is implemented by considering each possible intersection of item-
sets from F'1S and FIB (isin line 35). Ifis ¢ F1.5, then the support of is with respect

1 bool isfreq (itemset &is) {

2 int rest «— BN;
3 int minc+— BN x MS/100%
4 is.c «— 0;

5 foreach bis € B {
6 rest <« rest — bis.c;
7 if (is C bis)

8
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1 void traverse (itemset is, tail) { 32 void merge () {

2 foreach item ¢ € tail { 33 foreach itemset fis € FIS {
3 itemset nis «— is U {i}; 34 foreach itemset fib € FIB {
4 if (isfreq (nis)) { 35 itemset s = fis N fib;

5 if (nis.c =is.c){ 36 if (isNE; #0){

6 is «— nis; 37 if (is ¢ FIS){

7 tail < tail \ {i}; 38 is.c — fis.c;

8 39 is.c2 « 0;

9 } else 40 FIS «— FIS U {is};
10 tail «— tail \ {i}; 41 }

11 } ) if (FIS[is].c < fis.c)
12 foreach item i € tail { 43 FIS[is].c « fis.c;
13 itemset nis «— is U {i}; 44 if (FIS[is].c2 < fib.c)
14 tail «— tail \ {i}; 45 FIS[is].c2 < fib.c;
15 46 1}

16 if (isfreq (nis)) 47

17 traverse (nis, tail); 48 foreach fib € FIB {

18 } 49 if (fib ¢ FIS){

o if (Bfib € FIB :is C fib 50 fib.c2 — fib.c;

20 Nis.c = fib.c) 51 fib.c < 0;

21 FIB — FIBU {is}; 52 FIS — FISU{fib};

2 } 53 } else

23 54 FIS[fib].c2 «— fib.c;

24 void block (event e;) { 55

25 /& = complete itemset 56

26 itemset tail «— O\ Ey; 57 foreach fis € FIS {

27 FIB«—0; 58 FIS|fis].c+— FIS|fis].c
28 itemset is «— {e; }; 59 + FIS[fis].c2;
29 isfreq (is); 60 FIS[fis].c2 « 0;

30 traverse (is, tail); 61 }

31} 62 }

Fig. 4. Algorithm to discover closed itemsets

to F'1.S equals the support of the superset sis O is with maximum support among all
supersets sis € F'1.S. The analog applies for the support of is with respect to '/ B. The
support of each intersection ¢s is incrementally computed in lines 37-45 and stored in
the fields is.c (support with respect to F'I.S) and ¢s.c2 (support with respect to F'IB).
An separate loop in lines 48-55 is used to add all itemsets fib € FIB to FIS. To
compute the support values fib.c and fib.c2, we can assume that either fib € F'I.S, or
fib has support 0 in F'IS. If fib has nonzero support in F'1.S and is not contained in
F'IS, then a superset of fib must be contained in F'IS. However, in this case fib has
already been added previously as an intersection, because the intersection of fib with a
superset of itself equals fib.

Finally, the new support values of all itemsets in F'/.S are computed in lines 57-61
by adding the support in F'I.S (counter ¢) and the support in F'/B (counter c2). All
itemsets is € FIS that satisfy is.c > (M.S — MS,) x |S|/100% afterwards are output
as closed itemsets of the stream .S seen so far.

4.5 Maximal Patterns

In some cases it is sufficient to know whether or not an itemset is frequent, that is,
the exact support does not matter. In these cases, we can compute the set of maximal
itemsets [11I14]] given the set of closed itemsets computed as described in the previous
section. A frequent itemset ¢s is maximal if there are no supersets of ¢s which are
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frequent. Note that an itemset is frequent if and only if it is a subset of a maximal
itemset. Hence, knowing the set of maximal itemsets a user knows all frequent itemsets
and he could send inquiries to the sensor network to learn the frequencies of specific
frequent itemsets.

The number of maximal itemsets is often orders of magnitude smaller than the
number of closed itemsets. Maximal itemsets are typically an extremely compact and
human-readable summary of the “common behavior” observed by a sensor network,
see Sect.[d] for an example.

5 Implementation Aspects

We have developed two implementations of the proposed system. The first implemen-
tation is based on the BTnode sensor node platform and supports a spatial scope of
one hop. We chose the BTnode platform mainly because it provides 256 kB of RAM.
Otherwise, the BTnode is similar to a MICA2: the microcontroller is an Atmel AT Mega
128L and the radio is a ChipCon CC1000.

The second implementation uses pre-recorded logs of sensor values instead of real
sensors. The log contains sensor data also from neighbor nodes, such that communi-
cation between nodes is not required. This implementation runs both on BTnodes and
on PCs and is mainly used for evaluation. Apart from these differences, the two im-
plementations are identical. We will refer to these implementations as DistributedImpl
and Simulatorlmpl. Below we discuss some important implementation aspects that are
shared by both programs.

5.1 Data Structures

The performance of our system significantly depends on an efficient implementation of
itemsets and sets of itemsets (i.e., F'/ B and F'1.S), as operations on these data structures
are frequently performed in the inner loops of algorithms for discovering and merging
closed itemsets.

Itemsets are represented as bitvectors, which are implemented as an array of bytes.
The size of the array is a compile-time parameter, such that the compiler can apply
loop-unrolling to optimize itemset operations. Most operations on itemsets (such as
union, intersection, subset tests) operate on bytes (i.e., 8 items at a time) rather than
on individual bits and are thus efficient. Note that itemsets in S are densely populated.
Eq.Dlimplies that a fraction of about 1/|F P| of the bits are non-zero. That is, bitvectors
are also a space-efficient representation.

Sets of itemsets (i.e., F'I B and F'15) only need to support insertion, lookup, deletion
of all elements, but not deletion of individual elements. Since F'I.S dominates the
memory footprint of our system, it is also important that per-element memory overhead
of these data structures is minimized. For example, many typical data structures (linked
lists, trees) require one or more pointers per element. Since a typical itemset is rather
small in the context of our work (typically < 10 bytes), this would represent a significant
overhead. We therefore decided for hash tables that are implemented with a fixed-size
array, which requires no per-element memory overhead. The hash function for F'1S is
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based on the bitvector contents of the itemset, while the hash function for F'I B is based
on the support value of the itemset to support search for supersets (line 19 in Fig. H).

5.2 Query Compilation

The query compiler reads a query as given in Fig. [Il and generates C code. The
output consists of functions to generate events from sensor output according to
the definitions given in the query (i.e., lines 4 to 6 in Fig. M), mapping functions
mapq(), map:(), mapy() that map distances, time intervals and event frequencies to
partitions, as well several constant definitions (e.g., for minimum support, temporal
and spatial scopes, epoch length). Among the latter is also the size of the bitvectors of
itemsets, which is computed using Eq.

6 Evaluation

We study code size, runtime, memory footprint, and the output of the pattern discovery
algorithm for a typical query using sensor data logs [26]. In particular, we investigate
the trade-off between the scope of the query (i.e., minimum support and number of local
events) and resource consumption (i.e., runtime and memory footprint).

6.1 Code Size

We report the size of the code and data segments of DistributedImpl in Bytes. The pro-
gram consists of two main parts. The first part includes algorithms and data structures
for discovering frequent itemsets. The second part contains code for reading out sensors
and generating events, the protocol for data collection from a one-hop neighborhood,
as well as time synchronization. The latter simply uses the request messages of the data
collection protocol which are broadcast by the discovery node to synchronize all nodes
in the one-hop neighborhood to the time of the discovery node. Code has been compiled
by avr-gcc 3.4.5 using optimization flags -O3 -funroll-loops.

Function Code Data
pattern discovery 10628 260
data collection, sensors, time sync 5498 707
total 16126 967

6.2 Runtime and Memory Footprint

To evaluate runtime and memory footprint of the pattern discovery algorithm, we use
SimulatorImpl executing on a BTnode, using sensor data collected during one month
from 54 sensor nodes in the Intel Research Lab Berkeley [26]. This dataset was col-
lected with an epoch duration of about 30 seconds (resulting in a total of about 65000
epochs) and contains, among others, temperature and light readings. Using this dataset,
we investigate how two key query parameters, namely minimum support and the num-
ber of local and context events, affect the resource consumption of our system in terms
of runtime and memory footprint.
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Fig. 3l shows the relevant query parameters. We consider two types of events: warm
and light events. Each sensor node with a temperature reading > 23 degrees Celsius
in an epoch emits a warm event in this epoch. Every sensor node with a light reading
> 300 Lux emits a light event. Note that with these event definitions we are actually
investigating correlations between states “it is light” and “it is warm” as discussed in
Sect. [3l Both events are declared as both context and local events, which means that
we are interested in how light on a node correlates with light and temperature in its
neighborhood and how temperature on a node correlated with light and temperature in
its neighborhood.

For our experiment, we se-
lected the node with ID 1 as
the discovery node executing
the pattern discovery algorithm.
We obtained very similar results
when selecting other nodes as
the discovery node. With the
above settings, mote 1 gener-
ates a warm event in about 23%
of all epochs and a light event in
about 14% of all epochs.

To evaluate runtime and memory footprint of the pattern discovery algorithm, we
compiled a preprocessed version of the sensor data for the first 30254 epochs into the
text segment of the SimulatorImpl executable that is running on a BTnode (more data
didn’t fit into the program flash). We then repeatedly ran the pattern discovery algo-
rithm on this data set with different values for M .S and M S,, measuring execution
time, the number of itemsets in F'IS, the number of closed itemsets among the item-
sets in F'1.S, as well as the number of maximal itemsets among the itemsets in F'IS.
We also studied how the size of F'1.S grows over time as more and more blocks are
processed. Fig. |6l shows the results. The runtime is given as the ratio between execu-
tion time of the algorithm and total time of data collection (i.e., 30254 epochs x 30
seconds). In all cases, the resulting CPU duty cycle is very small (subfigure (a)). The
number of itemsets in F'IS strongly depends both on minimum support A/ S and on
error bound M S, (subfigure (b)). Interestingly, the number of closed itemsets in F'I.S
is also strongly dependent on .S, but less so on M S, (subfigure (c)). This indicates
that reducing M S, results in the generation of additional itemsets that are frequent in
some blocks, but not frequent for the whole data stream. Also note that the number of
closed itemsets does also depend on structure of frequent itemsets, such that increas-
ing the error bound M S, may actually result in more closed itemsets as it is the case
in subfigure (c). Also note that only about half of the itemsets in F'IS are actually
frequent. Again, this indicates that there are many itemsets which are frequent in in-
dividual blocks, but not for the whole data stream. The number of maximal itemsets
is at most 10 in all experiments (diagram not shown). That is, a very small number
of maximal itemsets is sufficient to characterize the “common behavior” observed by
the sensor network.

epoch = 30

event warm { temp[0] > 23 }

event light { light [0] > 300 }

cevents {warm, light }

levents {warm, light }

history = 10

distance { near =(0,5), far=[5,10] }
time { now=0, recent =[1,4], old=[5,10] }
frequency { none=0, some=[1,infty] }

L Y I T

Fig. 5. Query used for evaluation
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Fig. 7. Results for pattern discovery with simplified query: (a) runtime (b) size of F'1.5 (c) closed
itemsets in F'1.5

The size of an itemset for the experiment query is 8 bytes (4 bytes for the bit vector,
2 bytes each for the counters ¢ and ¢2). With this, the total RAM required for itemsets
in F'1.S was at most 30 kB in the course of our experiments.

Fig. [l shows the same diagrams for a simplified query, which considers only light
as a context event and warm as a local event, but is otherwise identical to the query in
Fig.[3l We observe a qualitatively similar behavior as in Fig.[6] but at much lower abso-
lute values. This illustrates the capability of our system to trade off scope for resource
consumption by constraining the search to fewer local events.

To understand the reason for the above quantitative differences, let us estimate how
the number of discovered itemsets (i.e., patterns) increases when adding additional con-
text or local events to a query. For this, let us define Q(E., E;) as the number of patterns
discovered for a query with context events F, and local events Ej;. Since our algorithm
only considers patterns with a single local event, adding a new local event results in an
additive increase of patterns:

Q({er}, fez, e3}) = Q({er}, {ea}) + Q{er}, {es}) ©)

However, when adding an additional context event, we obtain a multiplicative in-
crease in patterns in the worst case:

Q{er, e}, {es}) < Q({ea}, {es}) x Q{e2}, {es}) (10)

The reason for this is that potentially every frequent pattern that contains only e; as
a context event could be combined with every frequent pattern that contains only es as
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a context event to obtain a frequent pattern which contains both e; and es as context
events. However, in practice this number is often significantly smaller as event patterns
with es and events patterns with e; have to occur during the same epochs in the data
stream — otherwise the combined event pattern may not be frequent.

6.3 Communication Overhead

During the experiment duration of 30254 epochs, only in 8000 epochs a local event
occurred on the discovery node (i.e., mote 1). Recall that only when a local event
occurs, then the discovery node requests event occurrences during the last TSCOPFE
epochs (i.e., 10 epochs for our experiment) from client nodes. In our experiment,
event occurrences for 12418 epochs have been requested by the discovery node. As
each event is represented by a single bit, every client node would have to transmit
24836 bits (since there are two context events defined in the query) or about 3 kB.
Assuming that every sensor reading requires one byte, the raw sensor data generated
by each node during the experiment would be about 60 kB. Also note that with our
approach communication among nodes is constrained to small neighborhoods, whereas
traditional data gathering applications require to transmit raw sensor readings through
the whole network to the sink.

6.4 Discovered Maximal Patterns

We would expect a strong correlation of the occurrence of light and warm events on
the discovery node with light and warm events on client nodes. The discovered pat-
terns confirm this expectation. For M .S = 90%, for example, we obtain two maximal
itemsets that map to the following patterns:

(W, now, far, some) AND (W,recent, *,some) AND
(W,old, *,some) : L [96%]

(W, », far, some) AND (L,now, far,some) AND
(L, {old, recent}, x,some) : L [92%]

Here, “W” and “L” refer to warm and light events as defined above. The notations
“{..., ...} and “*” mean that the enclosing term is valid for the set of given partition
identifiers or for all possible partition identifiers, respectively.

Packet loss is an issue in most multi-hop data collection sensor networks [9]. In par-
ticular, the dataset used for the experiments also had missing entries. In the context
of our work, packet loss may affect the correctness of discovered frequent patterns. In
particular, three cases can be distinguished. Firstly, a wrong frequency may be reported
for a frequent pattern. Secondly, an infrequent pattern may be reported as being fre-
quent. Thirdly, a frequent pattern may not be reported as being frequent. The latter two
problems apply predominantly to patterns with a frequency close to M .S, where “close
to” is a function of the amount of packet loss. Hence, the likelihood of missing fre-
quent patterns due to packet loss can be decreased by reducing M S to a lower value. A
quantitative study of this aspect is the subject of future work.
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7 Related Work

While data stream mining techniques have been used for other purposes in sensor net-
works, we are not aware of similar in-network approaches to discover frequent dis-
tributed event patterns. There are systems that support detection of given distributed
event patterns (e.g., [2I16]]), but this is a fundamentally different problem as mentioned
in Sect.[T

The authors of apply itemset mining to find sensors that show the same value
concurrently for significant portions of time, which can be considered as a very specific
instance of distributed event patterns. However, their approach is centralized. Resource
requirements of their solution are too high to allow an implementation on sensor nodes.

In a more general context, data stream mining techniques have also been applied
to outlier detection [4]] or to in-network reduction of sensor data streams such that
certain properties of the original data stream are preserved. However, these are funda-
mentally different problems. Also, while the authors claim that their algorithms can be
implemented on resource-constrained sensor nodes, they resort to simulations.

Another approach that is loosely related to our work is distributed regression [12]],
where sensor nodes cooperate locally to fit a global function to their measurements.
Implicitly, such a global function represents the correlation between sensor data of dif-
ferent nodes. However, this work is based on continuous sensor time series and makes
the fundamental assumption that sensor data is strongly correlated both spatially and
temporally. In contrast, our approach is based on discrete events and we make no as-
sumptions about the correlation of sensor data — instead, we want to find out whether
and how events on different sensor nodes are correlated.

There is a large amount of work regarding discovery of frequent itemsets from a data
stream. Many approaches are based on sliding windows (e.g., [6/8]), where frequent
itemsets are discovered from a small, moving fraction of the data stream. However, we
are interested in discovering patterns from the whole data stream. Several proposals ex-
ist for this problem (e.g., [ZITOITS/T3IT9]). However, these approaches use synopsis data
structure in addition to the sought frequent itemsets, resulting in a memory footprint that
led us to develop an approach that fits the specific constraints of sensor nodes. For dis-
covery of closed itemsets from a small block of itemsets, we borrowed techniques from
existing multi-pass algorithms, most notably [3].

8 Conclusions

We presented a novel in-network knowledge discovery technique that supports the dis-
covery of frequent distributed event patterns in sensor networks, where event patterns
characterize the spatial and temporal correlations between events observed by sensor
nodes in a confined network neighborhood. To deal with the constrained resources of
sensor nodes, our system offers a declarative query language to specify the level of de-
tail and the scope of sought patterns, thus offering a turning knob to trade off detail and
scope for resource consumption. We implemented our proposal on the BTnode plat-
form and and showed that the resources of this platform are sufficient to handle typical
problem instances. We also showed that by reducing the scope of the query we could
decrease resource consumption.
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Abstract. We examine the problem of tracking dynamic boundaries oc-
curring in natural phenomena using range sensors. T'wo main challenges
of the boundary tracking problem are energy-efficient boundary estima-
tions from noisy observations and continuous tracking of the boundary.
We propose a novel approach which uses a regression-based spatial es-
timation technique to determine discrete points on the boundary and
estimates a confidence band around the entire boundary. In addition, a
Kalman Filter-based temporal estimation technique is used to selectively
refresh the estimated boundary to meet the accuracy requirements. Our
algorithm for dynamic boundary tracking (DBTR) combines temporal es-
timation with an aperiodically updated spatial estimation and provides a
low overhead solution to track boundaries without requiring prior knowl-
edge about the dynamics of the boundary. Experimental results demon-
strate the effectiveness of our algorithm and estimated confidence bands
achieve loss of coverage of less than 2 — 5% for a variety of boundaries
with different spatial characteristics.

1 Introduction

Large scale sensor networks are being deployed for real-time monitoring applica-
tions, such as detecting leakage of hazardous material, tracking forest fires and
environmental phenomena. Consider a poisonous gas or plume monitoring ap-
plication [1], tracking a spreading plume requires continuous updates regarding
extent of the plume, its direction and its distance from habitats. The plume can
be considered to be delineated by a boundary such that tracking the movement
of the plume involves estimating a dynamically changing boundary. Strategically
deployed range sensors can coordinate to track boundaries associated with such
natural phenomena.

The solution space for boundary estimation using a sensor network can be ex-
amined along four orthogonal dimensions: (i) the characteristic of sensors - static
[2], [3] or mobile [4]; (ii) sensing capabilities - in-situ sensing or range /remote sens-
ing; (iii) the accuracy of estimation; and (iv) the nature of the boundary - static or
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Fig. 1. Issues related to tracking dynamic boundaries. (Solid boxes indicate problems
addressed in this paper).

dynamic. In this paper, we address the problem of estimating dynamic boundaries
using static sensors with range/remote sensing capabilities. Previous techniques
to estimate boundaries have employed in-situ [2] static or mobile sensors. In appli-
cations like tracking a plume, or predicting trajectory of weather parameters [5],
in-situ sensing is not feasible due to difficulty in remote access or requirement of a
large-scale deployment of sensors. In such situations, techniques based on range or
remote sensing using radar or laser pulses are better suited. The basic difference
between in-situ and range sensing is that, in the former approach a sensor measures
the value of the field at its current location whereas in the latter approach a sensor
finds approximate distance to a remote location where the field value equals some
specific threshold. Radars used in [5] scan an angular area by swiping upto 360
degrees and gather reflectivity and wind velocity information. Lidars (LIght De-
tection and Ranging) are being used for detecting forest fires [6], [7] in the last few
years. Lidars detect fire by analysing the energy back-scattered from smoke parti-
cles resulting from fire and measure the distance between lidar sensor and a point
on the target(smoke) using simple principle of light. While today lidars are not ca-
pable of wireless communication, we envision in near future low power, inexpensive
sensors with radar /lidar distance sensing and wireless/optical communication ca-
pability will be available. In the rest of the paper, we assume such sensors are used
to detect boundaries occurring in natural phenomena.

Figure [l is a pictorial representation of the issues involved in tracking a dy-
namic boundary. The two main issues are estimating the boundary and updating
the estimates as the boundary moves. There are two broad techniques to estimate
boundaries, (i) Functional estimation and (i) Point-wise estimation. Unlike a
functional estimation technique, a point-wise estimation technique assumes that
boundaries consist of discrete points and individual points are estimated with-
out reference to any specific functional form. The effectiveness of this technique
depends on the number and locations of boundary estimation points. Our pro-
posed point-wise technique exploits spatial variations to determine locations of
estimation points and minimizes the number of estimation points.
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Error in range estimation due to inherent inaccuracy of sensors introduces
error in estimating points on the boundary. The challenge is to estimate an
accurate boundary in the presence of noisy observations. In this paper, we use a
kernel smoothing technique that exploits spatial correlation between proximate
sensors so as to reduce the effect of range sensing errors. Further, a centralized
technique for estimating boundaries suffers from high communication overheads.
We explore a decentralized solution that utilizes local computation capability and
performs in-network aggregation at sensors within the network to significantly
reduce the communication overhead for boundary estimation.

In order to track a dynamic boundary, the boundary estimates need to be up-
dated periodically. The ability to use the temporal characteristics of the bound-
ary to update its estimate only when required is another challenge we address
in this paper. The instances when a boundary estimate is updated depend on
the dynamics of the boundary. But, unless there is clairvoyance, optimal choice
of periodicity at each point is not possible in real-time tracking scenarios. Our
approach uses a Kalman Filter based mechanism to predict the movement of the
boundary and updates estimates only when error in the current estimate exceeds
a pre-defined threshold.

We address the problem of accurate dynamic boundary estimation with ob-
servations from range sensors incurring low communication overhead. By way of
contributions,

— We propose DBTR, a novel technique that intelligently combines both spatial
and temporal estimation techniques for accurate dynamic boundary estima-
tion. Our spatial estimation scheme is designed such that it lends itself to
in-network aggregation.

— We demonstrate the effectiveness of DBTR for tracking a dynamic bound-
ary without prior knowledge about the dynamics of the boundary. The per-
formance of DBTR in terms of communication overheads and accuracy is
comparable with the best optimal periodic update scheme.

— We experimentally show that the estimated confidence band around a bound-
ary has loss of coverage (defined in Section[l) less than 2—5% for a spectrum
of boundaries with different spatial characteristics.

2 System Model and Problem Formulation

We assume n sensor nodes distributed randomly over a two dimensional field
measuring a phenomenon (e.g., viscosity or reflectivity). Further, each sensor
has directional range sensing capability to estimate the closest point whose field
value matches the definition of a boundary. An observation (z;,y;) of the i*?
sensor represents the location of a boundary point. We assume that sensors can
align their sensing antennas at any angle to locate a point on the boundary.
Further, all sensors are located on one side of the boundary tracking the front of
a phenomenon. Figure 2(a) shows a typical scenario of sensors detecting various
points on the boundary. A sensor at location (xs,ys) positions its beam at an



128 S. Duttagupta et al.

actua} boundary

o Sensing nodes
« Observed points

(X1 ¥s) © Cluster heads — Actual boundary ..
Base ---- Confidence band
Station : } : :
(a) Range sensing scenario (b) Estimated confidence band

Fig. 2. Tracking dynamic boundary using range sensing observations

angle 0[] w.r.t. the y axis and detects a point (z;,y;) on the boundary with error
«; along the sensing direction.

Given n observations {(z;,y;)}!,} with errors, we address the problem of
estimating a confidence band of a specific width § (the distance between the es-
timated boundary and limit of the band) as shown in Figure2((b). The confidence
band should cover the dynamic boundary at all times and with high probability.
We measure the accuracy of coverage in terms of loss of coverage (LOC), the
probability of the band not covering the actual boundary. If (z;, d(z;)) is a point
on the actual boundary, LOC over a set of n sensors is defined as:

n

LOCE) = 3" 1(d(x:) — d(a:)| > 0) (1)

i=1

where I(a) is an indicator function, i.e., I(a) = 1 if a is true, I(a) = 0 otherwise
and d(z;) is the actual distance from estimation point #; and d(x) is its estimate.
Minimizing LOC helps maximize accuracy of coverage.

Our model assumes that sensor nodes are equipped with wireless radios. Fur-
ther, these nodes use clustering for aggregation and multi-hop routing techniques
for communication with a base station. Finally, since sensors are energy-limited,
we aim to minimize the communication overhead at nodes to increase lifetime
of sensor networks.

3 DBTR: Dynamic Boundary Tracking Algorithm

A dynamic boundary has mainly two types of variations: spatial and temporal.
Effective tracking of dynamic boundaries requires handling both of these vari-
ations. In this section, we describe DBTR, a point-wise algorithm for dynamic
boundary tracking which combines a spatial estimation technique and a temporal
estimation technique to effectively track a dynamic boundary.

! In this paper, we assume the antennas are aligned to the y axis i.e., & = 0. Please
refer to [8] for a discussion on using non-zero sensing angles.
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The first step of DBTR is to estimate the boundary at a location x,; using
a spatial estimation technique. It uses spatial correlations among observations
at a given time by sensors within a small neighborhood of z,;. Cluster heads
perform aggregation operations on sensor observations to estimate a number of
boundary points. Partial information of the boundary from cluster heads is then
sent to the base station where the final estimates are computed. A confidence
band is estimated from multiple boundary points around the entire boundary
using an interpolation scheme.

The second component of DBTR is a temporal estimation technique which
ensures that the estimates are updated whenever due to changes in the boundary
the confidence band does not cover the boundary with a desired accuracy. DBTR
uses a Kalman Filter based technique to predict future boundary locations based
on its model of the boundary dynamics. Once the boundary has moved by more
than a certain threshold, DBTR invokes the spatial estimation technique to
get an accurate estimate of the boundary. As a result, boundary estimates are
updated based on only the local dynamics of the boundary and partial estimates
track changes in sections of the boundary. Both of these lead to reduction in
communication overhead for accurate boundary estimation.

3.1 Regression-Based Spatial Estimation Technique

This section briefly sketches the non-parametric regression method used by the
spatial estimation technique as discussed in [9].

For each sensor observation (z;,y;), the independent variable z; and the de-
pendent variable y; can be modeled as a non-parametric regression relation. For
n observations at the n sensors, the regression relation is stated as,

yi=d(z;))+a;, i=1,....n (2)

where d is the regression relation between x; and y;, and «; the observation
error. If the error distribution has mean zero, then the expected value of the
distance to the boundary at z; is d(x;). We assume the error distribution to
be normal N (0,0?), where o2 is the observation error variance. Note that in
reality, observations from range sensors may not satisfy this assumption but in
experiments with real sensors [9], we verify that the mathematical technique is
applicable even when the assumption does not hold.

For a point on the boundary estimated at location xp;, d(xp;) is the actual
distance of boundary from z,; and d(a:pj) is the estimated distance. Assuming
a smooth boundary, it is possible to use a local average of the observations near
xp; to construct an estimate for d(xp;). The kernel smoothing [10] technique that
uses observations in the neighborhood of z,; is applied to estimate d(x,;). Thus

d(mpj) is,
. 1 —
dlegs) = > Wil i (3)
i=1
where {W;(z,;)}/-; denotes a sequence of weights defined using a kernel func-
tion. The weight for x,; is non-zero in the neighborhood from (z,; — h) to
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(xp;j + h), referred to as the h-neighborhood of xp;. Using the observations in
the h-neighborhood of x,;, the variance of the y-component of the observations
is also estimated. This variance 62(x,;) captures the spatial variations of the

boundary and is an estimate of the actual observation error variance o2.

o f”pj ( ZW (zpj)y > _JQ(ffpj) (4)

A crucial step in estimating the boundary is choosing the parameter h that
controls how much of the neighborhood around z,; has to be considered. An
iterative plug-in approach (refer [T1] for details) is used to estimate the opti-
mal value of h that minimizes the error in estimation. Evaluation of optimal
h involves estimation of the boundary for all x values of the sensors. This is
the reason we recommend a centralized approach for evaluating the optimal h
initially.

Since both expressions, Equation (@) and Equation (#]), are summations, they
are amenable to distributed evaluation. All observations contributing to the esti-
mation of d(z,;) and 2(z,;) may not be available at a single cluster head. Each
cluster head computes partial expressions for d(z,;) and 62 (x,;), referred to as
partial aggregates. Whenever possible, partial aggregates from multiple cluster
heads for a specific x,,; are combined at intermediate nodes and forwarded to the
base station. The base station collects all partial aggregates and estimates cf(xpj)
and 62(x,;) for all estimation points z,;. Using the above technique, k distinct
points x,;, j = 1,...,k along a boundary are estimated. These k points on the
boundary are used as input to an interpolation scheme that estimates the con-
fidence band at ¢ distance around the entire boundary. DBTR uses smoothing
spline [I0] interpolation to estimate the boundary.

3.2 Model-Based Temporal Estimation Technique

The temporal estimation technique uses a model for the dynamics built using
a time sequence of observations of the distances to the boundary. Typically the
model is dependent on the exact application scenario. But the distinction in
our approach is that here the sensors are not performing in situ measurements.
Specifically, we are interested in modeling the velocity of the boundary which may
be affected by factors such as the prevailing weather conditions, surrounding
topography etc. If the combined effect of these factors can be modeled as a
Gaussian error, and the actual physical process has a linear dynamics, then
traditional tracking models like Kalman Filter can be used. A sensor maintains
a state representation of distances to the boundary that is updated at each time
step. Assuming that the boundary at a discrete point changes in a linear fashion
with time, we use Kalman Filters to predict future boundary locations.

Process state s(xpj,t;) consists of the actual distance d(zp;,t;) to the bound-
ary at x,; and the velocity of the boundary along the y axis at time instant ¢;.

ot =G
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d(zp;,t;) denotes the change in d(x,;,t;) with respect to time. Irrespective of
the actual movement of the boundary, we are interested in knowing only the
change in d(z,;,t;), i.e., the y component of the velocity of the boundary at z,;.
The principle of remote or range sensing helps in reducing the dimensionality of
the problem because a range sensor can always find the distance to a moving
boundary irrespective of its own location. For simplicity, here we assume that
the boundary moves with a constant mean velocity having a mean zero random
acceleration. Then the state space equation becomes:

$(pj, ti) = F x s(xpj,tio1) + G X ap(zp;, ti-1) (5)

where ay, (1, ti-1) is a Gaussian error with distribution N[0, 02]. The matrix F
relates the state at time ¢; to the state at time ¢;_1. The term G X ap (2, ti—1)
represents the noise component in the process model and matrices F' and G can
be obtained using simple laws of motion:

1t, |
F:{Ol} andG—[f]

S

where t, is the duration between time instant ¢; and ¢;_1. In this case, it can
be same as the sampling period of sensors. Assuming that the model accurately
represents the dynamics of the boundary, O'g can be taken as a small quantity as
compared to the observation error variance o2. If a(x;, t;) is the error in sensor
observations as given in Equation (2)), the observation y(t;) at xp; is linearly

related to the state using the observation matrix as:
y(ti) = H x s(wpj, t:) + azp;, i) (6)

where H = [1 0] is the observation matrix. This relationship is helpful to de-
rive the distance d(z,;,t;) information from the current state. The observation
error covariance for the Kalman Filter at estimation point x,; is obtained from
observation error variance o?(x,;) estimated in Equation ().

While the boundary can be estimated at any k points using the spatial esti-
mation technique irrespective of whether sensors are located at those points, the
temporal estimation has to be associated with a specific sensor and its obser-
vations. Assuming that the boundary has similar temporal variation within the
h-neighborhood of a location, any sensor having observations within A distance
from x,; can perform the temporal estimation for z,;. Moreover, by applying
distinct Kalman Filter-based estimates for each of the &k points, it is possible to
track a boundary that has different sections moving at different velocities.

3.3 DBTR — Combining Spatial and Temporal Estimations

The proposed algorithm combines both spatial estimation as well as Kalman
Filter-based temporal estimation and is illustrated in Figure [ for a specific
estimation point z,; (xp; is omitted from all terms for clarity). In this block
diagram, two stages of Kalman Filter, state prediction and state update, are
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Fig. 3. Details of combining the Spatial and Temporal Estimation Techniques

shown separately. The prediction stage is used to predict the s~ (¢;) from the
state sT(t;—1) at previous time instant ¢;_;. The output from the prediction
stage and the new sensor observation are used to obtain the updated output
st (t;). Both the prediction and update stages are needed for maintaining the
current distance information. From the state information, the distance to the
boundary as predicted by the Kalman Filter is obtained using H x s™(;). This is
compared with d(tqs ), the last updated estimate obtained using the regression
technique. Then, the difference Ad is estimated as:

Ad=H x st (t;) — d(tpast) (7)

If the difference is more than ¢ x 6 (where ¢ is a constant and ¢ is the user
specified width of the confidence band), it implies the boundary at z,; has
moved a distance larger than ¢ x . Then the boundary is updated with the
latest observations from all sensors in the h-neighborhood of x,;. The estimate
from the spatial technique is taken as the latest best estimate of the distance
to the boundary at x,; and is used by future temporal estimations for more
accurate prediction. In Figure 3] d(ti), the output from spatial estimation is used
to update the distance information in state s*(¢;). The intelligent combination of
spatial and temporal estimation techniques not only minimizes wasted boundary
updates but also avoids updates to sections of the boundary that have not moved
significantly.

4 Minimizing Number of Estimation Points

Our technique uses an interpolation scheme over a finite set of boundary points
to estimate a confidence band around the boundary. The interpolation error of
the confidence band reduces as the number of estimation points is increased.
However, this will lead to an increased communication overhead. Our goal is
two fold: (i) to estimate boundary at a minimal number of points, and (ii) to
ensure that the interpolated band as mentioned in Section [2] covers the actual
boundary with high confidence. We use k£ to denote the number of estimation
points.
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(a) k=5 (b) k=7

Fig. 4. Confidence band with different number of estimation points

Since the variance 62(z) captures the local spatial changes within the
h-neighborhood, a higher value of the variance indicates a larger spatial vari-
ation of the boundary. We hypothesize that the sections of the boundary with
higher variance contribute primarily to a higher LOC. Thus adding more esti-
mation points in the high variance sections of the boundary is likely to reduce
the LOC.

Our algorithm initially estimates the boundary at a small number of equidis-
tant points. We can set k = menge/2h1 such that the boundary is estimated at
every 2h interval, where X,qnge is the range of x values over which the bound-
ary is being observed. Next, the sections of the boundary are sorted according
to decreasing order of spatial variation and estimation points are incrementally
added in that order. As more boundary points are estimated, the interpolation
error reduces and LOC', the probability of the band not covering the boundary, is
lower. This iterative process converges when additional boundary points do not
lead to a further reduction in LOC'. In absence of knowledge of the actual LOC,
the heuristic uses another metric, prediction error, to decide the termination
criterion for additional estimation points.

The prediction error at a specific location is the absolute difference between
the observation and the estimated boundary at that location. When estimated
over a set of n sensors, the probability of the prediction error being greater than o
can be used as a representative of LOC. This probability is evaluated as follows:

predition error(d) = 711 ZI(\J(L) —yi| > 9) (8)
i=1

Figure @ illustrates the main aspect of our algorithm. It shows that with 5
points some sections of the boundary is outside the confidence band but with
two additional points in sections of high variance, portions of the boundary
outside the band reduces. We experimentally find that the trend of prediction
error is similar to the LOC' of boundaries (see Section [54] for details).

5 Experimental Evaluation of DBTR

In this section, we evaluate the performance of DBTR and its sensitivity to
various parameters. The goals of our experimental evaluation are as follows:
(i) to verify the effectiveness of DBTR as a combination of both spatial and
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(a) Smooth 1 (b) Smooth 2 (¢) Non-smooth 1 (d) Oil-slick
Fig. 5. Boundaries used to evaluate DBTR

temporal estimation techniques, (ii) to test its sensitivity to parameters such
as specified width of band, number of estimation points and dynamics of the
boundary, and (iii) to verify the effect of the adaptive update policy of DBTR
on communication overheads.

5.1 Experimental Setup

Extensive simulation-based experiments are used to evaluate DBTR. DBTR al-
gorithm is implemented in a MATLAB-based simulator. In addition, the spatial
estimation technique is verified in a TOSSIM [12] based simulator and the re-
sults from these two simulators are similar. Sensors are randomly deployed in
a two-dimensional field with dimension 100 units x 50 units. The communica-
tion range of sensors is 10—12 units. The maximum number of hops from the
base station to sensors in a multi-hop network varies between 7-12 for different
networks. We assume each sensor message contains a single observation and a
single partial aggregate (explained in Section B]). Transmission of messages is
assumed to be error-free. The error in sensor observations is assumed to be a
Gaussian distribution N (0, ?), where o2 is the error variance.

The performance of DBTR is evaluated with several boundaries generated
using mathematical functions and real data traces from sensors. The boundaries
in Figure [l having different spatial variations are used as a representative set
to evaluate DBTR. For example, the boundaries in Figure Bla) and E(b) are
smooth while that in Bl(c) is non-smooth. In addition, we also use a boundary
(Figure[Bl(d)) obtained based on a real oil-slick. The boundary Smooth 1 is used
as the default boundary in all experiments unless specified otherwise. Dynamic
boundaries are generated using a constant mean velocity model. Assuming a
continuous boundary consists of several discrete points, at every time instant,
each of the boundary points is displaced by a finite distance based on the model.
We consider two scenarios: (i) all points on the boundary move with the same
velocity and (ii) different points move with different velocities.

5.2 FEvaluation Metrics

DBTR is evaluated using two metrics: (i) communication overhead and (ii) ac-
curacy of estimated boundary. The overall communication overhead is the cu-
mulative number of transmissions required for the spatial estimation technique

% Data for Lake Maracaibo http://modis.marine.usf.edu/index.html



Tracking Dynamic Boundary Fronts Using Range Sensors 135

6 35
-w- Spatial Estm = -%- LOC Smooth 1
s -=-- Temporal Estm g 303 -8~ PE Smooth 1
: —— DBTR wo e -¥- LOC Smooth 2
S § 25 -6~ PE Smooth 2
RN B Y
[ =
3 v 8 20
G 3 &
5 (R ERE S
» 2 N ® ©
o S
- - 8 10
1 Sve ]
V--y 5
0 =
1 1.2 1.4 1.6 1.8 2 o
) ) 8 10 12 14 16 18 20
Width of Confidence Band & # Estimation Points
(a) Accuracy of Multiple (b) Varying the number of
Estimation Techniques estimation points

Fig. 6. Effect of the width of band and the number of estimation points on LOC

and the temporal estimation technique. This reflects the energy expenditure of
our solution. Accuracy of the estimated boundary is measured in terms of LOC'
that is defined in Section 21 LOC' reported is the mean value over at least 100
sets of observations.

5.3 Comparison of Boundary Estimation Techniques

In this section, we compare the performance of DBTR with both temporal and
spatial estimation techniques. In the temporal only and spatial only scenarios,
the confidence intervals around the boundary are updated at time instants when
the boundary is expected to move by greater than 0.5 x §, as predicted by the
temporal estimation. Figure [B(a) plots the LOC with varying ¢, the width of
the confidence band (LOC for this experiment is the mean over 20 estimated
boundary points). Total duration of the experiment is 100 seconds. The velocity
of boundary is 1 unit/sec and sampling interval for the sensors is 0.5 sec. We
observe that for § = 1 — 1.2, DBTR performs better than both Temporal and
Spatial techniques by a factor 2.8 —2.5. For § < 1.2, DBTR as well as spatial es-
timation provide better performance as compared to temporal estimation. This
is because the error in sensor observations is reduced due to aggregation from
multiple sensors. For § > 1.2, the temporal technique provides better perfor-
mance than the spatial technique. This is due to the fact that the accuracy of
the temporal estimation improves if the boundary changes by 0.5 x ¢ less fre-
quently. However, we observe that DBTR performs best for all values of 4. This
is attributed to the feedback from the spatial estimation to the temporal estima-
tion, due to which DBTR predicts the future boundary changes most accurately.
This experiment demonstrates the effectiveness of combining the temporal and
spatial estimation techniques in DBTR.

5.4 Impact of Estimation Points on Prediction Error and LOC

This experiment verifies correctness of the heuristic-based algorithm used to select
k, the number of estimation points. The goal is to ensure that the prediction error
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Fig. 7. Sensitivity of communication overhead to DBTR parameters

can accurately capture the trend in LOC. Figure[B(b) plots the prediction error
function and the LOC for boundaries Smooth 1 and Smooth 2. We observe that
with increase in k, the prediction error function (see Section[d]) and LOC both re-
duce and finally stabilize for k£ > 14. Initially LOC' decreases much more sharply
(85%) as compared to prediction error (29%), but for & > 14, both the prediction
error and LOC reduces by a small amount (0.5 — 0.2). The value of k for which
prediction error stabilizes can be used as a good choice for the number of estima-
tion points. Since prediction error stabilizes earlier, a few more boundary points
can be further added in order to achieve the minimized LOC. This experiment
shows that the prediction error function represents LOC' with high fidelity.

5.5 Communication Overhead of DBTR

The communication overhead of DBTR has two components: the number of
messages required by the spatial estimation technique and the number of updates
as indicated by the temporal estimation technique.

Overhead due to Spatial Estimation Technique. The result of this exper-
iment is included from [9] to show the communication overhead of the spatial
estimation component of DBTR. This overhead is compared with a solution
where all the observations are sent to a central server for the estimation of the
confidence band. Figure[f[(a) plots the total number of messages for different sizes
of the network. For 20 estimation points, the communication overhead for DBTR.
is lower than that of the centralized solution by a factor 3.3 — 2.6. The commu-
nication overhead for the spatial estimation depends on the h-neighborhood and
with increase in network size, the value of h reduces. Thus, the distributed solu-
tion of DBTR is easily scalable to larger networks. However, the communication
overhead of DBTR increases in proportion with the number of estimation points
which justifies reducing the number of estimation points to minimize communi-
cation overheads.

Overhead Due to Boundary Dynamics. In this experiment, we observe
how the communication overhead of DBTR varies with different velocities of the
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boundary. The communication overhead depends on how frequently the estima-
tion is updated. The number of updates depend mainly on two factors: (i) the
width of the estimated band and (ii) velocity of the boundary along the y axis.
Figure [(b) depicts the number of updates required for two different velocities
in an interval of 100 seconds as § is varied. All the boundary points are assumed
to be changing at the same velocity. The boundary is updated only when it is
expected to have changed by more than 0.5 x §. We observe that the number of
updates reduce by a factor of half as § doubles, allowing for the boundary to be
updated less frequently. As expected, a faster moving boundary requires more
updates and as velocity changes from 0.5 to 1 unit/s, the number of updates
increase by a factor more than 1.35. The experiment is also conducted with dif-
ferent portions of the boundary changing at different velocities and it shows that
DBTR is able to capture boundary dynamics for adaptive updates.

5.6 Effect of Update Policies on Accuracy

The goal of this experiment is to compare

8 , , ; the adaptive estimation technique of DBTR
=== Velocity=1.2 units/s K . . L. .

7|l —— Velocity=1.0 units/s ; with a technique that periodically estimates
-m+ Velocity=0.8 units/s S, Y

o

the boundary. In such a scheme, the esti-
mation based on regression is performed pe-
riodically rather than being based on the
continuously predicted changes in the bound-
ary (DBTR). The experiment is conducted for
s three scenarios— boundaries changing at veloc-
e ) ties of 0.8,1.0,1.2 units/s. Figure B(b) plots

# Samlina Intervals LOC versus periodicity of boundary updates
for schemes with different periods. The period
of updates is stated in terms of the number of
sensor sampling intervals. We observe that for
a certain velocity, there is an optimal period
that should be used to obtain a LOC of 1% or less. For example, when velocity=
1.0 unit/s, LOC' is 1.06% for a period of 4 sampling intervals. For each of the
boundaries, the performance of DBTR is also shown. The period of DBTR is
obtained by dividing the total duration with the number of times DBTR up-
dates the boundary. The LOC is different in all three scenarios. For velocity
of 1.0 unit/s, on an average DBTR updates the boundary at every 3.42 sam-
pling intervals and achieves LOC' of 0.86%. We note that DBTR may require
lower communication overhead as it uses aperiodic updates without sacrificing
accuracy obtained in a periodic scheme. Thus, the performance of DBTR is
comparable with a periodic update scheme while not requiring prior knowledge
about the dynamics of the boundary.
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5.7 Summary of Results

Experimental evaluation of DBTR reveals the following important results: (i)
DBTR consistently estimates boundaries more accurately than the Spatial-only
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and the Temporal-only estimation techniques. (ii) The distributed in-network es-
timation strategy significantly reduces the communication overhead as compared
to the centralized solution by a factor about 2.6 to 3.3. (iii) The accuracy and
communication overhead of DBTR, are similar to the optimal periodic update
scheme. (iv) The heuristic for simultaneously minimizing LOC and the number
estimation points achieves a LOC of less than 2% for smooth boundaries.

Additional results from a more comprehensive experimental evaluation re-
ported in [§] are: (i) A good choice of threshold for amount of change in the
boundary (in Figure B]) is 0.5 x 4. It implies that for low LOC, the boundary
should be updated before the temporal estimation technique indicates that the
boundary is changed by 0.5 x §. (ii) While non-smooth boundaries require higher
number of estimation points, the efficacy of DBTR is demonstrated for smooth
as well as non-smooth boundaries. (iii) Initial evaluation suggests that DBTR is
applicable for non-zero sensing angles provided sensors detect an adequate set
of points on the boundary.

6 Related Work

DBTR uses the spatial-temporal correlations among sensor readings to estimate
the boundary efficiently. An alternative to non-parametric regression based tech-
nique is to use parametric regression as in [I3] where sensor network data is
modeled in terms of basis functions. The non-parametric approach reduces the
effect of observation errors by aggregation. In the parametric case, the observa-
tions are taken to be the actual values of the sensed quantity and the coefficients
of basis functions are computed to obtain an estimation with minimized mean
square error (MSE). The system BBQ [I4] exploits correlation among sensor at-
tributes and a probabilistic model to answer queries. While our approach works
for a boundary of arbitrary shape, the multivariate gaussian distribution used
by BBQ may not be applicable.

An alternative to the model-based approach using Kalman Filter is simple
state space models [I5]. If the individual boundary points follow non-linear dy-
namics or have non-Gaussian errors more advanced techniques like particle fil-
ter [16] can be used. Switching Kalman Filters can be used to monitor boundaries
with non-stationary dynamics (e.g., a storm) as discussed in [I7].

There is a large amount of work dealing with contour extraction [I8] using
sensor networks. While a boundary detection technique is useful in detecting the
presence of a phenomenon (either plume or fire), a contour extraction technique
can provide more detailed information about the phenomenon. DBTR is most
similar to the boundary estimation technique proposed by Nowak et al. [2]. The
main difference is that DBTR tracks a dynamic boundary without incurring sig-
nificant communication overhead, but there is no easy way for extending their
technique to track dynamics apart from periodically recomputing the boundary.
While DBTR provides a non-parametric estimation of the boundary, their tech-
nique provides a staircase-like approximation of the boundary. DBTR’s adaptive
selection of estimation points is also similar to the adaptive sampling method [19]
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which consists of two phases- a preview phase of collecting observations followed
by a refinement phase in regions containing the boundary. DBTR attempts to
minimize the locations for estimation points whereas their approach achieves a
minimax bound on MSE.

DBTR makes use of sensors with range/remote capabilities for detecting a
moving boundary. Another application using remote sensing is CASA [5], where
a network of radars is used for meteorological monitoring to detect tornadoes.

7 Conclusion

We have developed a technique for dynamic boundary estimation in sensor net-
works where observations from range sensors are aggregated and a confidence
band around the true boundary is obtained from estimates at a few selected
locations. In addition, the temporal correlation among observations at certain
points is utilized to develop a Kalman Filter based technique for estimating
the changes in the boundary. This strategy updates the estimates before the
boundary is expected to move out of the confidence band. Thus, our solution
provides confidence band with high accuracy around the actual boundary at all
times with low communication overheads that a suitable periodic scheme cannot
achieve without prior knowledge about the dynamics of the boundary.

As part of future work, we propose to study the parametric regression tech-
nique for estimating boundaries in sensor networks. We propose to explore the
impact of non-zero sensing angles on the accuracy of estimation. We also plan to
extend our strategy to include in-situ measurements for detecting a boundary.
Another way to extend our work is to consider more complex models for the
dynamics of the boundary.
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